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ANALISE DE RISCO NA TERCEIRIZACAO DA TECNOLOGIA DE
INFORMACAO E COMUNICACAO

Edmir Parada Vasques Prado
Escola de Artes, Ciéncias e Humanidades — Uniyeo$§if&o Paulo, Brazil

ABSTRACT

This research aims at evaluating the risk analpsaess in Information Technology and

Communication (ICT) outsourcing conducted by orgations of the private sector. The

research is characterized by being a descriptivantifative and transversal type study, which
was used the survey method. Data were collectemugifr questionnaire, the sample is not
random and we used a convenience sampling prodéss.research made contributions to

understanding the risk analysis process in ICTisesvoutsourcing, and identified statistically

significant relationships between risk analysigamization's size and its industry, and between
risk analysis and diversity of outsourced services.

Keywords:Information Technology; Outsourcing; Risk Analydivate Sector; Survey.

1 INTRODUCTION

In today's globalized world, organizations make welCT to optimize
processes, save costs and gain competitive adwanféithin this context, outsourcing
is particularly important because it allows for lggd sourcing of ICT resources as a way
to extend the possibilities of sourcing (GoodmaR&mer, 2007).

The importance of ICT outsourcing is also a redlityBrazil. Moreover, Brazil
has a special position, because its ICT markeheaslargest among Latin American
countries with an annual income of about $ 21 dnllin products and services (King,
2008). Its domestic market is dynamic and, despiting a developing country, the
income generated by services reaches 38% of grossedstic product (GDP),
comparable to developed country markets. Otherigatidns, like Computerworld
(2008), have highlighted the growth of the outsoganarket and the emergence of
new services with higher added value.

Constant change in organizations’ environment, vation and shortening of
technological cycles has become a risk factor afagrinfluence in the business
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environment (Sauso, 2003). The risks have also beglied in relation to outsourcing.
According to Willcocks and Lacity (1999), the gréwin importance and size of
outsourcing deals has resulted in an increasedeconwith the management of ICT
service providers, and most notably the issuestf mitigation. Therefore, the study of
outsourcing risk becomes important because it reslucaterial and monetary loss in
organizations. For Cohen and Young (2006), orgdioiaa need to understand the
strategies of ICT outsourcing and its importancehis overall outsourcing process,
which can provide a competitive advantage.

Risk analysis process is important for organizaiomhich purchase ICT
services, as well as for those which provide swhices. The analysis of this process
helps to identify specific organizational charaistics that are associated with an
inadequate risk assessment, which increases tihalghity of organizations not obtain
the desired return.

This study aims at evaluating the risk analysiscess in ICT services
outsourcing, conducted by organizations that pugelmitsourcing services. To achieve
this overall objective two specific goals were defl. These specific goals aim to
identify relationships between risk analysis andc#i organizational characteristics,
and between risk analysis and heterogeneity, reptesd by the diversity of services,
components and activities outsourced.

2 LITERATURE REVIEW

Organizations are motivated to outsource ICT sesvioy factors such as cost
saving, focus on organization's core business, amgiment of technology and service
quality, and access to knowledge and technologl tttea organization does not have,
among others (Prado & Takaoka, 2002). As a resutsourcing projects have become
more common, and currently a project may involveesal organizations globally
distributed. This increased the risk involved irisourcing processes, since outsourcing
has increased the number of people and computenmetdiorks that store and
manipulate the organization's information. Givers thcenario, the risks involved in
managing outsourcing projects have grown in impaeain recent years (Goodman &
Ramer, 2007; Taylor, 2007).

This literature review addressed three topics comynaresented in outsourcing
literature: outsourcing services, types of outsimgranodels, and risks related to ICT
outsourcing.

2.1  Outsourcing Services

There are several ways of classifying ICT resouraed activities. This is
because ICT is present in most organizational idietivand is an integral part of their
processes. Additionally, the increasing technolalgievelopments have made available
new technology to organizations and, as a conseguauppliers have diversified the
services offered to organizations. This diversitgves us to classify the services from
several viewpoints. Many authors have classifies &ervices (Kliem&Ludin, 2000;
Leite, 1995). The outsourcing annual edition (200@sifies ICT services based on
ICT supply market. Smith, Mitra and Narasimhan @Q8lassify services in terms of
resources used and project features, and Looff7(1€l@ssifies services as a function of
information systems, their components and actwitieable 1 shows, based on these
studies, the classification of ICT services adopetthis research.
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Table 1. Scope of outsourcing based on servicesauffoy ICT market

Category Services
Infra-structure |« Data center / ASP) + Facilites services and
maintenance
 Helpdesk « Networks and servers
 Storage * Network Security
* Print ¢ Technical Support
Systems « Applications / Sa&8 « Legacy systems

» System development and maintenance » Business process outsourcing

Planning » Methodology implementation « Contingency plans

and organization « Consulting and troubleshooting

Miscellaneous | Typing Services * Employee Training

 Desktop publishing  Others

Legend P ASP — application solution provides.

@33aS - software as a service.

Source: Adapted from Kliem and Ludin (2000), Le{t995), Outsourcing (2009),
Smith et al. (1996) and Looff (1997).

2.2  Types of Outsourcing Models

The outsourcing models can be classified in seweagk. Leite (1994) classified
the models of outsourcing based on the number blgrs involved. For this author,
depending on the outsourcing strategy, the orgtaizanay choose to outsource ICT to
a single vendor (homogeneous model), or multipledees (heterogeneous model). In
the first model the organization is very dependamtthe supplier, thereby increasing
their vulnerability. Moreover, it will be easier totegrate the various outsourced
services, in addition to the reduced cost of cowtilbn, since it will manage only one
vendor. The second model, called heterogeneoussistenof contracting multiple
vendors. In this model the organization seeks o gecess to better skills and abilities.
For this reason, it delegates the management of d&Vices to many suppliers by
selecting those that offer better conditions facheactivity. Although this choice may
seem beneficial, it can reach a level of great ditye making it difficult to manage
technical and administrative activities.

Cohen and Young (2006) identified eight differerdduals of outsourcing, which
are shown in Figure 1:

a) Internal delivery. The ICT service is provided by organization intéstaff, and can
also be considered as homogeneous;

b) Shared Serviceslt creates, in essence, an internal departmentoide services to
the organization as a whole;

c) Independent Company.This model represents a step forward compared ¢o th
Shared Services model, because it created a nevwpargmthat will offer ICT
services not only for the corporation but alsotfer ICT market;
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A Type of Number of . A
. - Outsourcing model
ngul;le management suppliers Lower
(0]
= External Heterogeneoys Selective outsourcirlig >
g 3
) External Heterogeneoy$ Best-of-breed consorll urH . o
2] oint o]
0 ()
. Venture
% External Heterogeneoys Prime contrator Lé
< o
g External Homogeneoul Total outsourcing ©
Q °
i) S
" Internal Homogeneou§ Independent company s
§ O
< Internal Homogeneou§ Shared services
Lower Internal Homogeneou§ Internal delivery Higher

Figure 1. Outsourcing models
Source: Adapted from Cohen and Young (2006, p. 91)

d) Total Outsourcing. In this model the organization outsources, throaghingle
contract, with a single outside vendor, most of EETivities;

e) Prime Contractor. In this model the organization hires one vendoptovide a
range of services, but allows this vendor to subvesh other providers that have
better skills to delivery specific services;

f) Best-of-breed consortium.In this model, different from the Prime Contractor
Model, the client chooses the best providers fahelT service, and after that,
choose a vendor to manage all the suppliers;

g) Selective outsourcing.In this case, the organization selects and manades
suppliers. The organization chooses the most apptepsuppliers to perform each
service that is necessary;

h) Joint Venture. It is the creation of a new business organizatigrivibo or more
partners.

2.3 Risks Related to Information and CommunicatioriTechnology (ICT)

One of the most important factors to consider m dlaitsourcing process is risk.
There are many definitions of risk in the liter&ubut in this work will be adopted the
definition of The Institute of Risk Management (IRRD02), which defines risk as the
combination of the probability of an uncertain evesith its consequences. Every risk
has a cause, or a risk factor. Similar definiticas be found in other studies (Aron,
Clemons &Reddi, 2005; PMI, 2004, Westerman& Hur2€08).

There are different types of risks, which may orage from internal
organization activities or from organization enwinoent. Environment risk factors such
as the changing business environment and the sinagtéechnological cycles have
become a risk factor of great influence to orgaimrs (Rovai, 2005).

The understanding that man has about the univieasestirrounds him and that it
is limited and imperfect. His perception dependscattural factors, knowledge and
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accumulated life experience, which changes ovee,tiamong other factors. When an
appraiser has no previous experience with a cerislrfactor, it tends to overestimate
the probability of occurrence, as well as the impgadhe organization. This shows the
importance of risk analysis within the context ofanizations. This view is also shared
by Willcocks, Lacity and Kern (1999) when it comts the outsourcing of ICT.
According to these authors, the growth in imporéaand size of outsourcing deals has
resulted in an increase in concerns with outsogr@and, especially, the issue of
reducing the risks associated with outsourcing.

This reality makes risk management an importarmet# in the organizational
context. For IRM (2002) risk management should loeratinuous process, because it is
necessary to analyze all the risks inherent to gadtpresent activities, and especially
the future activities of an organization. FigureilRistrates the process of risk
management applied to business risks analysis.

Formal audit
The REISKment' Risk
organi- assess ’ reporting: . Residual
A a) Risk - Risk : L
zation’s - Threats and Decision risk Monitoring
- analysis treatment ;
strategic g opportu- reporting
L b) Risk "
objectives ) nities
evaluation
Modification

Figure 2. Risk Management Process
Source: Adapted from IRM (2002, p. 5)

Risk management process comprises several subsgaxavhich are executed
in a sequential manner. One of these sub procésge Enterprise Risk Analysis,
which consists of three steps:

a) Risk identification. Identifies and classifies an organization's eyp®go a
risk factor. To identify the risk factor it is nexsary a deep knowledge of the
organization and the market in which it operate$erAdentification, the risk should be
classified as: (1) strategic, that deals with diyjes related to the long term; (2)
operational, related to everyday life with whicle thrganization is facing as it strives to
achieve its strategic objectives; (3) financialated to the effective management and
control of the organization's finances; (4) knowgedmanagement, that regards the
management and control of resources related tonatonal knowledge, such as
intellectual property, competitive technologies donds of key personnel; and (5)
compliance, which is related to security, environindata protection, regulatory issues,
among others;

b) Description of Risk Presents identified risks in a structured format.
Facilitates risk assessment, by description of ipessémprovement actions, nature of
risk, identification of protocols and monitoring ik;

¢) Risk estimation. In this step a qualitative and quantitative raialysis is
performed. After the risk estimation is completaycan prioritize risks, and emphasize
those that have the greatest amount of exposure.
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The lack of an adequate analysis of the risks ia@lin outsourcing can have
serious consequences for organizations. Leite (1p@#lished one of the first works
that addressed risk of outsourcing in Brazilianamigations. His study showed some
risk involved in the process and its consequences:

a) Loss of autonomy and control The outsourcing process can lead the
organization to a lean structure. However, the miggdion has the risk of losing part of
its autonomy, since it may not have internal teandiscuss technical issues related to
technology strategies. In extreme cases, therelmaytotal loss of control, with no way
to validate suppliers’ bids. Moreover, it is diffit, time consuming and expensive to
regain control of unsuccessful ICT outsourcing;

b) Rising costs In some cases, the costs of outsourcing of IQViges can
move to very high levels and, consequently, tramsiog the organization into a
supplier's hostage;

c) Confidentiality. This is one of the most serious risks facing orgations,
because there is confidential information that campromise the organization success
if they become public or if the competition hases=to it.

3 THEORETICAL RESEARCH MODEL

The research model is shown in Figure 3 and igydesdi to meet the objectives
of the research. The constructs in the researchelneere defined from the literature
review mentioned in section two of this work andhaio provide a conceptual and
operational definition that allows the measurenwntariables. The model consists of
three constructs:

a) Organizational characteristics This construct aims to describe the organizationa
general characteristics that are relevant to thalysis of outsourcing (Prado &
Takaoka, 2006);

b) Heterogeneity Describes the degree of diversity and complerityoutsourced
services (Kliem&Ludin, 2000; Leite, 1995; Looff, 98);

V 4— Outsourced

V- Industry services
Qi Organizational ; _
V,- Size Heterogeneity V;5— Components

V3—Degree of

investment Vg—Activities

Risk analysis

Vg— Contribution
to strategy

V- Degree of Vg— Contribution|

V10— Contractual
outsourcing to operation

formality Vi —Trust

Legend: H1 and H2 are research hypotheses
Figure 3. Research Model
¢) Risk analysis This construct represents the process of riskysisaconsidered in
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outsourcing, according to the work of Schmidt anade (2008).

The constructs presented in the research modelstarfs1ll variables, which are
described in Table 2. Two hypotheses were develbpsdd on the research model.
The first hypothesis (H1) establishes a relatignshietween organization
characteristics and outsourcing risk analysis, eard be described by the following
statement: "organizational characteristics, suclsias, industry and level of ICT
investment, are associated with appropriate risMyars of ICT outsourcing." And
the second hypothesis (H2), establishes a reldtipitetween heterogeneity and risk
analysis in ICT outsourcing, and presents the falig statement: "high degree of
heterogeneity is associated with more formal amalykrisks in outsourcing”.

Table 2. Summary of research variables

Constructs Variables
Name Type | Categories
* Organizational| < Industry Nominpl Manufacturing iretty; and service industry
characteristicq ¢ Size Ordingl Medium; large; and Jarge
* Degree of investment [  Ordinal Very little; little;gmium; and high
* Heterogeneity| *Outsourced services Rajio Amourttud§ourced services
» Components Ratio| Number of components used in autdty: hardware
software, data, processes and people
* Activities Ratio | Amount of outsourcing activitieslanning,

development, deployment, maintenance and operafion
*Risk analysis | *Degree of outsourcing Ordipal UR®6; up to 40%; up to 60%; up to 80%; and njre

than 80%
« Contribution to Ordinal | Likert Scale (1to 5)
operation
* Contribution to Ordinal| Likert Scale (1 to 5)
strategy
* Contractual formality | Ordingl Likert Scale (1to 5)
» Trust Nominal Was not considered; level of con&modl penalties;

prior knowledge between people; common goals; and
past succes

4 RESEARCH METHOD

This section describes procedures and methods insé research. The first
item classifies the type of research. The followitegns describe aspects related to
population and sampling, data collection and praoesifor data analysis.

4.1  Type of Research

The research proposed in this paper is characted®ea descriptive study,
according to Wrightman, Cook and Selltiz (1976)isTiype of study aims to determine
the frequency in which some phenomenon occurs ascbwver or verify the link
between variables. This is a quantitative and tramrse type research, because the
information was collected once (Malhotra, 2009).
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4.2 Population and Sampling

The definition of the target population should @ntinformation about the
elements of the sample, and its scope (Aaker, Kaay, 2004). In this research the
unit of analysis is the risk assessment made byotiganizations, and the unit of
observation is the organizations' ICT departmeht flesearch scope covers large and
medium-sized private organizations that have &t leae ICT service outsourced.

We adopted the Fischer's Exact Test statisticdinigoe to analyze the data.
This technique applies to the contingency tables bave sparse or unbalanced cells
and thus applies to small samples. We opted foroa-random sample, with a
convenience sampling procedure. According to A&heal. (2004) these characteristics
are suitable for obtaining information with lessstoWe obtained a sample of 54
organizations.

4.3 Data Collection

The data collected were classified as primary data,are those that were not
collected before. The people interviewed are thresponsible for the ICT department
in organizations.

A structured questionnaire as an instrument ch dallection was adopted in
this study. The advantage of this instrument iscibe& reduction of the research and the
uniformity of measurement. Malhotra (2009) alsong®iout the questionnaire as the
best way of gathering information from a large nembf respondents. Data were
collected in the second half of 2008.

4.4  Data analysis procedures

Data analysis was performed in three stages. Infils¢ stage we used
descriptive statistics, which include frequency andtingency tables. The goal of this
stage is to describe the sample and learn abouketttares presented in the research
model. In the second stage we made an analy$lie géliability of measurement scales
using factor analysis technique. In the last stagaised Fischer's Exact Test in order to
verify the research hypotheses.

5 DATA ANALYSIS AND RESULTS

Data analysis and results are presented on twosoffi) Reliability of Scales, and (2)
Test of Research Hypotheses. The sanguesisted of 54 organizations and
their characteristics are presented in Table 3.sti® of the organization was measured
by the number of employees of the organization. Sdraple comprised 77.8% (46.3%
+ 31.5%) of large organizations with more than Bd@ployees, and 96.3% (74.2% +
22.1%) of them invest more than 1.0% of gross anrayenues in ICT. Therefore, the
sample is composed mostly of large companies withdgnvestments in ICT, which is
appropriate for the purposes of this research.
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Table 3. Sample characteristics

Industry Number of Investments

employees | (% of annual revenug)

Level % Level %
Manufacturing  100-499 300deO0a 1% 50
40 500-999 500 de 1a 2% 825
(74.0%) > 999 208 mais de 2% 12}5
Service 100-499 Ol@ de 0a 1% 0p
14 500-999 35 dela2% 50/0
(26.0%) > 999 643 mais de 2% 5040
Total 100-499 22p de0al1% 3J7
54 500-999 463 de 1a 2% 741
(100.0%) > 999 31J5 mais de 2% 222

5.1 Reliability of Scales

We conducted an analysis to improve existing scabss evaluating the
reliability of scales defined in the research modéle heterogeneity is represented by
three variables (M V2 and \4). The application of factor analysis reduced thixsee
variables to only two: diversity of servicesigyand number of suppliers (3. These
two new variables account for 90.47% of the vamaotthe three previous variables.
With this change the Cronbach’s Alpha increaseuh 9639 to 0.642.

V.- Diversity

V- Industry of services
Qi Organizational -
V,- Size Heterogeneity

V3— Degree of V13— Number

investment of suppliers
Risk analysis
V,— Degree of V14— Selection V15— Hiring

outsourcing process process

Legend: H1 and H2 are research hypotheses

Figure 4. Result of Factor Analysis

Likewise, risk analysis is represented by five ablés (\, Vg, Vg, Vip and \y).
The application of factor analysis reduced thege WViariables to only three: the degree
of outsourcing (V), the selection process {) and the hiring process (Y. These two
new variables account for 82.14% of the variancéheffour previous variables. The
research model, simplified by the application daftéa analysis, is shown in Figure 4.
With this change the Cronbach's Alpha increasea 0510 to 0.640.



614 Prado, E. P. V.

5.2  Test of Research Hypotheses

We analyzed the relationships between variablesthef research model
according to research hypotheses. Table 4 preseatsesults of applying Fischer’s
Exact Test and highlights the relationships considiestatistically significant, i.e., with
statistical significance level less than or eqod%o.

Table 4. Statistically significant relationships

RUEEEE vl e Statistical significanc(é)
H1 Organizational characteristics Risk analysis
V1 - Industry \7 - Degree of outsourcing 0,567
V14 - Selection process 0,030
Vis- Hiring process 0,360
V2 - Size \# - Degree of outsourcing 0,180
V14 - Selection process 0,221
Vis- Hiring process 0,039
H2 Heterogeneity Risk analysis
V12 - Diversity of services ¥- Degree of outsourcing 0,021
V14 - Selection process 0,000
Vis- Hiring process 0,004
V13 - Number of suppliers M Degree of outsourcing 0,144
V14 - Selection process 0,165
Vis- Hiring process 0,148

Legend : (*) - Fisher's Exact Test using Monte €atyorithm. Ho = independence between variables

A total of 12 relationships ware analyzed, eachkeassh hypothesis included
analysis of six relations. The results showed thathypothesis H1, which suggests a
relationship between organizational characteristiod risk analysis process, had two
statistically significant relationships: (1) thdat®nship between industry and the risk
analysis in the suppliers’ selection process; a2yl the relationship between
organizational size and risk analysis in the s@pplihiring process.

Analyzing hypothesis H2, which suggests a relatignbetween heterogeneity
and risk analysis process, we found three staiftisignificant relationships between
the diversity of services and: (1) risk analysisag$ated with the size of outsourcing,
(2) risk analysis in the process of vendor selectaind (3) risk analysis in the hiring
process.

We made a detailed analysis of the statisticalipificant relationships and the
results are presented in Table 5:

a) Selection process with industry Manufacturing companies make an inappropriate
risk analysis in the suppliers’ selection procesgkile services companies make a
good analysis of this type of risk.

b) Hiring process with size of organizations Medium-sized companies make almost
no risk analysis in the suppliers’ hiring proceasiile companies with more than
1,000 employees and with annual revenues exceedlif billion, ranked as
Corporation, make a good analysis of this typasif. r

c) Degree of outsourcing with risk analysis The greater the degree of diversity of
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outsourced services, the more elaborate the riskyses are in the suppliers'
selection and hiring processes.

d) The Suppliers' selecting process and service diversityJust as in the previous
relationship, the greater the diversity of outsedrservices, the more elaborate the
risk assessments associated with suppliers' smbegifocess are. That was the
relationship that had the highest level of stat#tsignificance, as shown in Table 4.

e) TheSuppliers' hiring process and service diversityThis was the only relationship
in which the association was negative, i.e., sess/iwvith lower diversity were
associated with more elaborate risk analysis irstippliers' hiring process.

Table 5. Analysis of statistically significant retanships

Risk Analysis Organizational characteristic$ Heterogeneity
Degree of outsourcing Size Diversity of services
Medium| Large | Very largd Nonje Little Mediym Large Very lafg
None
Little 2.3
Medium 3.7
Large 2.1
Very large 2.9 4.4
Hiring process Size Diversity of services
Medium| Large | Very largd Nonje Little Mediym Large Very lafg
None 2.5 21 33
Little
Medium 2.9
Large 2.2 2.4
Very large
Selection process Industry Diversity of services
Manufacturing | Services [ Nong Little Mediupn Larde Very larfye
None 2.5
Little 2.9 3.5
Medium 2.2 2.6
Large
Very large 2.0 2.5 3.7

Legend: (*) values greater than 1.96 are siadiliy significant at 5% level

6 CONCLUSIONS AND RECOMMENDATIONS

The aim of this paper was to evaluate the prockssloanalysis in ICT service
outsourcing. This goal was achieved through a sutlat analyzed 54 private sector
organizations. We tested three hypotheses regartlieg risk analysis in ICT
outsourcing. Two hypotheses were confirmed andtl@emain contributions of this
research.

a) Association between risk analysis in ICT outsourcig and organizational
characteristics. The organizational characteristics considerethis study were the
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organization's size and its industry. The analgsiewed that large organizations
make better risk analysis of ICT service outsogcand also that organizations that
belong to the service industry make better analyisan those in the manufacturing
industry. This result is consistent with the caraligs conducted by Schmidt and
Prado (2008) who found that large corporations,kwgy in the service industry,
perform better outsourcing risk analyses.

b) Association between outsourcing risk analysis and dbterogeneity This
association was the strongest evidence found is #tudy. The diversity of
outsourced services, one characteristic of hetemitye had significant association
with all variables that represent risk analysisgrde of outsourcing, selection
process and hiring process. The association betwegree of outsourcing and the
selection process was positive, i.e., the greterdiversity of outsourced services,
the greater the risk analyses conducted by orgamimain the suppliers” selection
process and in highly outsourced environments. Tésslt also concurs with other
studies (Leite, 1994; Schmidt; Prado, 2008). Howetlee diversity of outsourced
services had a negative association with risk &maly the hiring process, that is, the
greater the diversity of outsourced services, dssdr the risk analyses in the hiring
process. This result may be associated with theedegf formality, which is a
component of risk analysis in the hiring procesishiire Rao, Nam, Rajagopalan
and Chaudhury (2003) found that organizations whipher outsourcing culture
establish relationships with suppliers based mor@spects of trust than on formal
contracts.

The concept of heterogeneity is similar to the eptof idiosyncrasy used by
the Transaction Cost Theory (TCT) described by Mfikom (1975). For the TCT,
organizations should outsource assets frequentbd usnd with high specificity
(idiosyncratic). This research supports the recondagons of TCT in the specific case
of ICT outsourcing, showing that ICT services wihhigh degree of heterogeneity
(idiosyncratic) should be outsourced, but with pprapriate risk assessment.

The results of this study should be considered rdatg to their limitations.
Among them, there is that associated with the reBemethod used. A non-random
sample obtained through a convenience samplingepsodoes not allow generalization
of results. Therefore, we recommended the developmienew researches, based on
the propositions of this study. Possible alterregtiinclude the following: replicate this
research using a random sample and extend the stuthe commercial industry, to
allow a better comparison between the various inigiss
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