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Abstract

Risk-based testing (RBT) is a type of test that helps identify product risks from the start of development,
incorporating techniques that allow them to be identified and classified according to their impact and probability to
create test cases for those selected requirements. However, in software development organizations the identified risks
are related to the planning or cost of the project to guarantee product delivery and do not consider other risks as input
for the creation of test cases and quality evaluation. of the product. Therefore, the objective of systematic mapping is
based on identifying and determining the state of the art of publications related to RBT used in the software industry,
in addition to metrics that incorporate or evaluate the performance of these types of tests and their benefits. The
results show the proposals found on the software industry RBT and the importance of use as other types of software
testing. Also, we present a preview of the Framework to support the RBT in global software development.

Keywords: Risk-based testing, Risk assessment, Software testing, Systematic mapping, Test management.

Resumen

Las pruebas basadas en riesgos (PBR) son un tipo de prueba que ayuda a identificar los riesgos del producto desde el
inicio de desarrollo, incorporando técnicas que permitan su identificacion y ser clasificados segiin su impacto y
probabilidad, de modo que permitan crear casos de prueba para aquellos requerimientos seleccionados. Sin embargo, en
las organizaciones de desarrollo software los riesgos que se identifican tienen relacion con la planificacion o coste del
proyecto para garantizar la entrega del producto y no consideran otros riesgos como elementos de entrada para la
creacion de casos de prueba y evaluacion de la calidad del producto. Por lo tanto, el objetivo del mapeo sistematico se
basa en identificar y determinar el estado del arte de las publicaciones relacionas con PBR utilizadas en la industria
software, ademas de métricas que incorporen o evallen el desempefio de este tipo de pruebas y sus beneficios. Los
resultados obtenidos demuestran las propuestas encontradas sobre las PBR en la industria software y la importancia de
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uso como otro tipo de pruebas software. Asi mismo, presentamos una vista previa de Framework para soportar las PBR

en el desarrollo de software global.

Palabras clave: Evaluacién de riesgos, Gestion de pruebas, Mapeo sistematico, Pruebas basadas en riesgos, Pruebas

de software.

1. Introduction

Software  development organizations use
software testing to evaluate product quality
during the development life cycle of their
products/services . A testing type that has
started to be incorporated and studied is risk-
based testing (RBT), which focuses on testing
activities on those areas that trigger the most
critical  software  system  situations @9,
According to the international standard
ISO/IEC/IEEE 29119, risks should be
considered as a fundamental part of the testing
process ¥, where a risk element in the testing
context is any tested value element, for example,
a requirement, a component or an error @, In this
case, when risks are identified they are
prioritized according to both their probability
and impact, and test cases are projected based on
strategies for the identified risk factors treatment
®, Therefore, RBT is a testing type that
considers the software product risks to solve
decision problems in all testing process phases,
i.e., test planning, design, execution, and test
evaluation @,

Incorporating RBT into software projects from
the first stages of product development will
allow timely follow-up of testing until it is
guaranteed the risk identified in the final product
is not affected ® and optimize the resource
allocation such as budget, time and people ©. On
the other hand, it helps to mitigate the risks
associated with the product, identifying those
critical areas that may require it, and providing
support for decision-making in the management
of the project . In this way, organizations can
develop their software systems with more
confidence and profitability, delivering a quality

product, and reducing additional development
work costs @,

It is possible to observe that the proposals found
have focused their efforts mainly on identifying
the product risks from the requirements,
analyzing them, and evaluating them to create
methods and/or procedures that allow it to be
incorporated into software development ©,
However, and although some of them propose
some process elements, these are not detailed or
described comprehensively, for example, in % a
model is proposed which describes a set of
phases and activities to be considered in the
RBT, however, it does not describe in detail the
activities presented, and the input and output
artifacts. From the analysis of the literature, it
has been possible to observe that research on
RBT has great potential for application and cost
savings ©.

This paper is a conference extension presented in
@D "in contrast to the document presented above,
we show the new results of the search made in
other search engines such as IEEE Xplore,
Redalyc and Google Scholar (section 3.2).
Likewise, a table is added to present the
classification used to establish a glossary of
terms that enables to clarify the heterogeneity of
the definitions regarding RBT (section 4.2),
describing the metrics established by other
authors to incorporate or evaluate RBT (section
4.3), extending the list of benefits and limitations
from the new primary studies included (section
4.4). Additionally, the discussion of results has
been updated (section 5.5), a preview of a
Framework to support RBT in global software
development is presented (section 6). Finally, the
conclusions and future works are presented
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(section 7). Considering the previous
information, the importance and interest of the
academic community in RBT benefits, this paper
presents a systematic mapping of the literature
on RBT proposals and related work. In addition
to this introduction, the article is organized as
follows: Section 2 presents related work. Section
3 carries out the planning of review. Section 4
presents the execution of the review on the
selected sources. Section 5, the results obtained
are analyzed and interpreted. Section 6 presents
a framework preview to support RBT in global
software development. Finally, section 7
presents conclusions and future work.

2. Related work

Software testing helps to improve product
quality throughout the development lifecycle.
Therefore, incorporating some testing types such
as risk-based (RBT) testing allows the detection
of errors in early stages allowing their correction
and lower cost @2, RBT is a testing-based
approach to risk management @, which
considers the impact and likelihood of risk.

Besides, proposals have been found such as
procedures, methods, approaches, models,
methodologies, taxonomies, techniques, and
frameworks. For example, a taxonomy of RBT
provides a framework for understanding
approaches to RBT and adapting them to specific
purposes by including three types of approaches:
risk drivers, risk assessment, and RBT ©. It has
also been possible to find a taxonomy where
categorization is made between standards and
approaches presented to incorporate RBT @, In
(4 a light approach is presented to estimate the
risk probability in software testing, using phases:
(i) risk elements definition, (ii) probability, (iii)
impact estimation, (iv) risk values calculation,
(v) risk levels determination, (vi) testing strategy
definition, (vii) testing strategy refinement. In
(9 an approach through a quality assessment
based on the quality and control model called

QuaMoco is presented, creating two approaches:
Approach 1: the quality assessment of each
component and Approach 2: directly using the
metrics at the lowest level of the quality model
hierarchy. This type of proposal allows evidence
solutions that help to incorporate this type of
testing in the software industry. Although it has
been possible to find related jobs, these are not
detailed at the process element level to consider
RBT related tasks or activities.

3. Research Protocol

Systematic mapping is a method for researching,
collecting, and categorizing all existing
information about a specific research topic. This
systematic mapping has been carried out
following the guidelines presented in the
following works: Piattini et al. (16), Bocco et al.
(17), Kitchenham (18), Petersen et al. (19) and
Budgen et al (20). Systematic mapping is
established in three stages: Planning, Execution,
and Documentation. The first two stages are
described in the following subsections and the
documentation stage corresponds to section 4.

3.1. Planning Stage

This stage describes the sub-sections of each of
the activities carried out: 3.1.1) Establishment of
the research questions, 3.1.2) Definition of the
search strategy, 3.1.3) Establishment of the
selection criteria for the primary studies, 3.1.4)
Establishment of the quality assessment criteria,
3.1.5) Definition of the data extraction strategy,
3.1.6) Synthesis methods selection.

3.1.1 Research questions

The main objective of this systematic mapping is
based on identifying through the state of art
publications related to RBT and their
contribution to the software industry. Therefore,
the research questions are described in Table 1.
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Through the questions described above, it was
possible to group the information according to
what was asked in each one of them, allowing to
identify the proposals related to RBT in software
development and to identify the benefits and
limitations, as well as metrics that allow
evaluating this type of testing.  Likewise,
through the state of art, we can identify the

solutions, existing deficiencies, and
opportunities to propose new lines/future
research work.
Table 1. Research Questions

N° Research guestion Motivation

Q1. What is meant by
risk-based testing in
the scientific
community?

Q2. What studies on
2 risk-based testing

To know the definition of risk-
based testing according to
review papers.

1

To determine the number of
publications since 2000 to April
2020, regarding risk-based

ist?
exist? testing for the software industry.
Q3. What metrics To determine the metrics that
3 have been proposed were used and the context in

for risk-based testing?

g:{ef\:vtsh:;g re the To determine what are the

A benefits of creating proposals
4 limitations that were and the limitations that have

p:zseor;;elti }Zrﬂ:iesk- been presented for their
prop implementation.

based testing?

which they were applied.

3.1.2. Search Strategy

To carry out the automated information search,
the following databases were used: Scopus
Springer, IEEE Xplore, Redalyc and Google
Scholar, performing a combination with the
logical "AND" connector on the identified
keywords: software, testing, RBT, since this is a
specific type of software testing. Before the
search chain in the scientific database
application, the grey literature was consulted,
which consisted of reports, companies' products,
and services catalogs, documentation outside the
indexed magazines, evidence that there is a great
interest in this subject for this testing type.
Therefore, the chain was made up of two parts,
one related to software testing and the other to
RBT. The basic search string that was adapted
when running the review on the search engines is

as follows: “Software testing" AND "Risk-based
Testing”.

Since there are few relevant works in RBT
processes, it has been chosen not to use the
logical operator OR among the keywords
because there would be non-coherent results
related to the research topic and it is undesired to
omit jobs that may be useful for our research.
Furthermore, the research on the publications of
the last two decades (since early 2000 to April
2020) was carried out and the studies found
showed advances in this area. On the other hand,
it is remarked that the subject is being
investigated as part of a test process that helps
companies identify risks in product development
@ and propose types of contributions for RBT,
increasing interest in part of the scientific
community.

3.1.3. Selection Criteria for Primary Studies

The title, abstract, and keywords of each study
collected by the automated search will be
evaluated to determine whether they are included
among the potential studies that will be analyzed
later. Consequently, only the studies that meet
the following criteria will be considered: (i)
English language papers referring to RBT and
(ii) papers published since 2000 to April 2020 in
magazines, conferences, and books. As a factor
of exclusion, there was an exhaustive analysis of
the abstracts, future works, and conclusions of
each one of the studies. In some cases, (where
there was no clarity with the aforementioned) it
was necessary to extend to a more detailed
reading in other sections of the study.

With the analysis of the documents, measures of
importance, and contributions of the subject, it
was possible to do the selection for the primary
studies. On the other hand, those studies that
meet some of the following exclusion criteria
will be ignored: (i) duplicate studies (always
considering the most complete and recent paper),
(if) studies whose main contribution is not
related to RBT, (iii) studies that contemplate the
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topics superficially. For this research, there were
3 evaluators: a principal who defined the

Table 2. Evaluation Criteria

objectives and research  questions; two N Evaluation Criteria___

. . . . The study presents a clear definition of risk-
researchers with extensive experience In A based testing
conducting ~ systematic mapping, reviewing g Thestudy presents a detailed description of

iteratively and incrementally review of each
guestion and response that allowed the better
organization of information to provide a quality
document and understanding to the reader.

3.1.4. Quality Evaluation Criteria

To obtain the best results from selected studies,
quality studies will be measured to determine
which are the most important and relevant RBT.
To this end, a questionnaire was made
considering the research questions mentioned
previously with a score of three values -1 (No), O
(Partially), and +1 (Yes). The questionnaire
consists of the evaluation criteria presented in
Table 2 and Table 3 presents the definition of
each of the evaluation criteria defined to evaluate
the primary studies in detail.

The sum of the score of each criterion will
conform to the final quality score about the
study. The purpose of this quality assessment is
not to exclude papers of low relevance, but to
present to the reader the most representative and
relevant studies considered in the development
of this review. This is why some of the papers
resulting in a relatively low score, such as @, @b,
12 @3 ® and GV are not excluded because in
our opinion, contribute to our investigation.

how to incorporate risk-based testing.
The study contains detailed steps on how to
C implement each of the proposals with risk-
based testing.
The study exposes the results obtained after
D  performing risk-based testing in a clear and
detailed way.
E The study has been cited by other authors.

3.1.5. Data extraction strategy

The data extraction strategy will be based on a
series of possible answers for each of the
research questions already defined. This allowed
ensuring the application of the same data
extraction criteria for all the selected works.
Table 4 establishes each of the strategies that are
evidenced in the defined research questions.

3.1.6. Selection of synthesis methods

For the data synthesis making, it was decided to
use the information representation through
tables, numbers, and/or percentage and/or study
references selected and classified according to
the possible ones for each of the research
questions. The systematic mapping started in
2018 and ended in April 2020.

Table 3. Evaluation criteria applied to primary studies

EZ?:SSE?” Primary Study Reference

@ ® @ @) @O (@ @1 @ @@ @ @@ @@ @ @) @B @ @ @wW © @6 En 6 @)

A 1 0 1 0 1 O 0 1 0 1 1 0 1 1 0 0 1 1 0 1 0 1 1

B o o0o-1000 -1 0 1212 0 o0 0 0 1 1 090 1 1 1 1 1 1

C o 0-1000 -1 0 -1 0 0 1 0 0 01 0 0 0 o0 0 o0 o0

D 1 1 $1 0 1 0 1 -1 1 1 0 1 0O O O 1 0 O O 0 1 1

E 1 1 101 1 1 1 1 1 1 1 1 1 0 1 1 1 0 1 0 0 0
Score 3 2 o 2 2 -1 3 -2 3 3 2 3 3 1 2 3 3 1 3 1 3 3
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3.2. Implementation Stage

In the implementation stage, the application of
the revision protocol defined in the previous
stage was carried out. The number of iterations
performed was two, one iteration for each
established search source. Table 5 presents the
total number of studies found, relevant studies,
repeated ones, and primary studies found in the
search sources: Scopus, Springer, IEE Xplore,
Redalyc, and Google Scholar.

Table 4. Classification scheme

N° Research question Answers
What is meant by risk-
1 based testing in the

scientific community?

Review of definitions in
related works.

The proposal, case study,
surveys, experiments,
systematic review, among
others.

Metrics at the level of
requirements, functional,
architecture, development,
security, progress,
probability of failure. Metrics
to evaluate risk-based testing.

What studies on risk-
based testing exist?

What metrics have
3 been proposed for
risk-based testing?

What are the benefits
and limitations that

4 were presented in the
proposals for risk-
based testing?

Benefits in terms of cost,
time, productivity,
efficiency.

Table 5. Count of studies found in each search source

. Relevant  Selected
Search  Studies  Relevant .
N° . repeated  Primary
sources found studies . .
studies Studies
1 Scopus 58 17 0 16
Springe
2 pring 85 11 7 1
r
IEEE
3 43 7 5 5
Xplore
Redaly
4 12 6 5 0
c
Google
5 26 2 2 1
Scholar
Total 224 43 19 23

4. Results

The results obtained for each of the research
questions are shown below, as well as the
systematic mapping in general.

4.1. What is meant by risk-based testing in the
scientific community?

In the systematic review of the 23 papers that
were studied, it can be noticed that only 66.7%
of the analyzed studies use a common or unique
definition for the term “risk-based tests”. The
definitions replacing the term RBT according to
the paper reference, quantity, and percentage of
these studies are shown in Table 6.

4.2. What studies on risk-based testing exist?

In order to give a better organization to the
articles found on RBT, there is a use of concepts
that allow the best identification of each one of
them and to classify them for better
understanding. Several of these concepts were
obtained from ontological definitions described
in 443 and others from the same revised article.
In Table 7, the description of each classification
type submitted is detailed, according to
definitions presented by authors in ontologies.
Likewise, a detailed description of each
classification term meaning is presented.

In the time window established and presented in
Figure 1, since year 2000 onwards, there is an
increasing interest in RBT, with research
increasing from 2012 to the present. The
percentage of studies according to the
classification type per year is: (i) 22.7%
corresponding to approaches: 2012 ¢%, 2017 (4,
2018 @2, 2020 $233); (ii) 18.2% corresponds to
case study: 2000 @Y, 2010 @9, 2014 @, 2016 *?;
(iii) 9.1% corresponds to Taxonomy: 2014 ©),
2019 @; (iv) 9.1% corresponds to Techniques:
2005 @9, 2018 @8, (v) 40.9% corresponds to one
article per year in Framework 2014 @9, Tools
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2007 @D Method 2016 ®, Methodology 2013
@9, Model 2012 @, Prediction of Defects 2016
@) Procedure 2014 ), Process 2010 @9 and
Exploratory Review 2016 4. Finally, in the
years from 2001 to 2004, 2006, 2008, 2009,
2011, and 2015 no related studies are presented
or there was no research and publication.

Table 8 shows the twenty types of studies found
on RBT during systematic mapping. In addition,

it can be seen that the approaches represent 23%
of the studies, the techniques represent 9% of the
studies, 18% corresponds to works where case
studies were conducted, 9% corresponds to
taxonomies and 45% corresponds to a study that
contains: a procedure, a method, prediction of
defects, exploratory review, a model, a
methodology,  process, and  framework.

Approach Case study Framework Tools

of defects

Method Methodology Model Prediction Procedure Process Exploratory Taxomomy

review

Technique

2.7% 18.2% 45% 4.5% 45% 4.5% 4.5% 4.5% 4.5% 45% 45% 9.1% 9.1%
Figure 1. Publications per year

Table 6. Definition of risk-based testing

N° Definition Reference Papers # %

1  Test-based approach for risk management. @) 1 7,1
It is a type of software test that considers the risks of the software product as

2 the guiding factor for solving decision problems in the design, selection, and (13,25, 27) 3 214
prioritization of test cases.
It is a type of software test that explicitly considers the risks of the software

3 product as the guiding factor for solving decision problems at all stages of the 2, 24) ’ 142
testing process, that is, the planning, design, implementation, and evaluation ' '
of the test.

4 It ?s_a test approach that co_n_siders the risks of the soﬂware product as the (9.12,14, 22, 23) 5 357
guiding factor to support decisions at all stages of the testing process.

5 Addresses the explicit use of risk management activities within the test (29) 1 71
process
It consists of activities for the identification, analysis, and mitigation of risk

6 factors associated with software product requirements, giving priority to (10) 1 71
efforts and allocating resources for software components that need to be '
further tested.

7 Itis an approach that consists of a set of activities related to the identification (5) 1 7,1
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of risk factors related to software requirements.

Table 7. Glossary of Concepts

Ref. Primary Concept Ontological definition Ref.
study concept
It is a research method, a way of thinking, which emphasizes the total system
(14,22,30) Approach instead of component subsystems. It strives to optimize the effectiveness of the  (22)
total system instead of improving the effectiveness of closed systems.
It is an empirical investigation that studies a contemporary phenomenon in its real
(2,12,21,29) Case study  context, where the boundaries between the phenomenon and the context are not  (36)
accurately shown, and in which multiple sources of evidence are used.
@n Framework The software structure is composed of customizable and interchangeable (37)
components for the development of a tool.
(31) Tools The tools automatize the implementation of certain activities. (38)
(8) Method A method is a procedure that is generally oriented towards a specific purpose. (34)
(25) Methodology The methodology is transformed into a discipline that studies, analyses, promotes, (25)
and cleanses the method.
Set of measurable concepts and the relationships between them that provide the
(13) Quality model basis for specifying the quality requirements and assessing the quality of the  (39)
entities of a given entity class.
(23) Defec.t These models are useful tools for testing software. (23)
Prediction
@) Procedure  Specified way to carry out an activity or process (SO 9000). (40)
A consistent set of policies, organizational structures, technologies; procedures,
(10) Process purposes, objectives, and work products necessary to design, develop, implement,  (40)
and maintain a software product.
24) Exploratory  The process by which a text is analyzed in order to identify its grammatical (24)
review structure, based on a formal grammar.
It is a type of controlled vocabulary in which all terms are connected by some
(4,9) Taxonomy  structural model (hierarchical, arboreal, faceted, etc.) and specially oriented to the  (35)
navigation systems, organization, and search of website content.
(26,28) Technique  Different ways of applying a method. (34)

4.3. What metrics have been proposed for
risk-based testing?

Table 9 describes the proposed metrics in
general: ® 0 ® @) and @3 |n that sense, not
all 23 primary papers analyzed propose metrics,
only 23.8% of the proposals do it (5 papers).
Table 10 shows the metrics for assessing the
RBT process and Table 11 shows the Metrics for
assessing RBT activities.

4.4. What are the benefits and limitations that
were presented in the proposals for risk-based
testing?

In the literature reviewed, it is observed that
RBT for software development companies have

some benefits such as: (i) it helps to make the
quality of the deliverables more reliable; (ii)
optimization in the testing process; (iii) quality
in the product release; (iv) variables
improvement such as confidence and
profitability of the organizations; (v) it helps to
detect the most critical defects from the
beginning; (vi) cost and time reduction; (vii)
compliance with the production deadline is
reduced; (viii) identification of the software parts
that are most likely to fail; (ix) it helps test
managers to make better use of their limited time
and resources; and (x) the use of fuzzy expert
system facilitates more realistic risk estimates. In
addition, the following challenges were
identified: (i) time in risk assessment when
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systems are complex; (ii) availability of experts
during the risk estimation process; and (iii) use
of case study with controllable scope to evaluate
proposals submitted.

4.5. Result of systematic mapping

Once analyzed each of the questions in the
systematic mapping, the following are identified:

(i) In the definitions of the term "risk-based
testing”, it can be identified that: in general,
product risks are a guiding factor to support the
entire testing process during the development
life cycle; (ii) Most of the proposals studied,
perform literature reviews or systematic mapping
on RBT to be able to define some type of
solution for software development organizations.
Likewise, some of the authors carry out a case
study to demonstrate the importance, benefits,
and contributions to the software industry, which
shows a great interest in this type of evidence;
(iii) For case studies they consider literature
review or systematic mapping to be able to
evaluate in companies the use of RBT without
making any detailed proposals; (iv) In © the
taxonomy is not made real case studies to apply
this technique and it is not manifested as future
work. It is not clear what the necessary steps are
or where to start to contribute in each of the
papers proposed to look at the context; (v) In @2
it isn’t clear what the variables in it were to
consider to analyze and buy the results of the
open interviews and the documents delivered by
the SME companies; and (vi) In & there is not
an example of experience with case studies in
industrial projects, only empirical studies that

provide evidence of defects to support software
testing activities.

5. Discussion
5.1. Main Observations

The systematic mapping goal is to know the
current proposals or initiatives about RBT. Once
the studies found have been analyzed, the
following is observed: (i) Very few studies are
evidenced in relation to RBT, making a
systematic mapping since 2000 to the present to
be able to identify the importance of the topic in
the scientific field, demonstrating that it is a line
of research that is still being investigated; (ii)
Due to the proposals presented in some papers,
the authors have made efforts to carry out case
studies in order to demonstrate the benefits that
an organization can have when applying RBT in
small and large organizations; (iii) The metrics
proposed in some studies help define software
estimation, identifying possible risks at the level
of architecture, functionality, requirements,
development, and security.

In this case, the metrics were used according to
the need of the study or proposal to be
developed. However, there are metrics to
evaluate RBT that help identify the quality of
this in product development, increasing its
delivery quality; (iv) Some proposals propose
solutions to be applied to the software industry
including elements such as phases or activities,
but not all define roles, input and output
artifacts.

Table 8. Classification of the types of proposals in risk-based tests according to ontological concepts.

Type of author
classification

Description of the proposal Ref. %

Through the quality assessment based on the QuaMoco (9 quality model (Quality

Modelling and Control), two approaches are made to be integrated into RBT: quality
assessment of each component and direct use of RBT of the metrics at the lowest level of

A h i i
pproac the quality model hierarchy.

A light approach is proposed for the estimation of risk probabilities in risk-based software
tests, promoting its implementation without specific prerequisites.

(22)
22.72

(14)
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A PRISMA approach is proposed “? that contemplates the creation of a product risk matrix.  (30)
Proposes an effective approach to managing risky components and proposes a general (32)
design of RBT.
Proposes a semi-automatic risk-based test case prioritization approach based on software (33)
modification information and method (function) invocation relationship.
A case study is carried out with three industry organizations to provide improvements in the 2
use of test risks for each one of them.
The metrics method is used in case studies to predict failures while considering metrics that 21)
have already been established.
Case study A case study is conducted through the conclusions of RBT in large companies obtained in (12) 18.18
the paper @, the advantages for SMEs are identified through the related case study.
A case study is carried out through an RBT Process approach @9 to (i) check if RBT can
find defects faster than a non-risk-based approach; (ii) check if the defects discovered are (29)
those that have high severity.
Eramework A framework for the RBT process that configures and provides feedback for the risk @7 450
assessment model.
Tools Design and implementation of a risk assessment tool called QUART-ET (Rapid risk (31) 450
assessment for engineering tests) to facilitate the risk management process.
Method Prioritization method of test cases based on RBT and prioritization of test cases using a ®) 450
fuzzy system “2),
Methodology  The generic test methodology is based on risk and a procedure on how it can be introduced (25 450
into a test process. '
Model It presents a risk assessment model and a risk assessment procedure based on a generic risk (13) 450
test process.
Defect Through the method of prediction “® and RBT, a series of requirements are made to have a (23) 450
Prediction better prediction in tests. '
The procedure is defined from the review of different authors' proposals and incorporating
Procedure the stages proposed by the ISTQB “4), () 450
Process Approach to build a software testing process model based on the risks of artifacts, guides, (10) 450
activities, and metrics, with the support of tools and evaluated by case studies. '
Exrpel\cIJir:\:\cl)ry It explores how risk estimation is carried out in RBT approaches. (24) 450
It presents a taxonomy of RBT that provides a framework for understanding, categorizing, ©)
and evaluating.
Taxonomy 9.10
It presents a taxonomy of RBT to the current test standards among them; ISO/IEC/IEEE @)
29119 9 ETSI EG “9, and OWASP “7),
RBT techniques for application in test planning. (26)
Technique Introduces an FMEA (Failure Mode Analysis and Effects) “® risk-based technique with metrics for (28) 9.10

software testing.

Table 9. Metrics identified for risk-based testing

Paper

Metric Description

Functional point of view
@) Architectural point of view

Development point of view

to establish priorities in the tests.
part of the architecture.

quality assurance measures.

It allows identifying the user's requirements and relevant derivative acceptance criteria
It allows identifying the components, shared libraries, and the implementation that are

It allows to identify the technological knowledge level, available tools support, or

Requirement Complexity (RC)

®

Requirement Size (RS)

introduce more failures during implementation.

system.

It allows to identify the requirements that need complex functionalities that tend to

It allows to identify the size of the functions that could affect the number of failures in a
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Requirement Modification
Status (RMS)

Potential Security Threats
(PST)

It allows to see the general modification status of each requirement. RMS represents the
degree of modification of a requirement by comparing the same requirement with the
previous version.

It allows to see the potential security threats (PST), it is used as an indicator of the
security-related risks that reside in the requirements.

Metrics for Progress

It allows to identify the number of planned tests, implemented and completed, the
number of failures by function, the number of hours used in the tests for fault found,

Monitoring and the number of hours of use in the default setting (to correct the error and return the
(21) retest function).
Metrics to predict the It allgws to iden_tify_the change in functionality since the p_reviou_s launch, the size o_f the
probability of failures function - (that is, lines of code_ number), the c_omplexny (t_hls could be functlonal
complexity or structural complexity), and the quality of the design documentation.
Automated metrics It allows to define code complexity metrics.
(13) Semi-automated metrics It allows to measure the functional complexity, for example.

Manual metrics

It allows the frequency of use and the importance for the user.

Table 10. Metrics identified to assess risk-based testing

Paper Metric Description
. It allows to verify how many risks have been mitigated.
For risk tests case . . .. .
It allows to verify how many risks have been mitigated by requirement.
Identify prioritized risks It allows to verify the prioritized risks with the highest level of requirements.
Identify risk category It allows to verify the risk classification according to categories or taxonomies.
Identify treated risks It allows to verify how much the risks, decrease in each iteration or test cycle.
(5) Verify risk reduction It allows to verify the risk reduction leverage.

Effort identification

Defect identification

Identify the effectiveness of RBT
Identify unidentified defects
Effort required

It allows supporting planning by providing effort estimates.
Indicates the quality of the RBT.

Effectiveness of the RBT.

Defect unnoticed with RBT.

The effort required to find a defect in RBT cases.

Table 11. Metrics identified to assess risk-based testing activities

Paper Metric Description
To time identification It allows to know thg average time taken to analyze a requirement with
a certain number of lines.
To identify the productivity of RBT It allows to verify how productive are risk identification meetings.
To identify the pr ivity of RBT (low . . . . -
(5) 0 identify the productivity o (lo It allows to identify the number of low-risk factors identified.

factor)

To identify the same risk exposure

To assess risk identification activity

It allows identification of the same risk exposure.
It allows assessing the useful identified risks / meaningful to design test
cases.

However, in RTBProcess, it is denoted that

implementation. Nonetheless, the necessary

although there are roles and activities, the inputs
and outputs of the artifacts presented in the
model are not clear; and (v) Some authors
research on a case study to incorporate their
solution in the software industry.

In this way, to determine the benefits,
advantages, and limitations found in relation to
obtaining data and information during its

tools they used to collect the information when
applying the types of proposals in those studies
are not displayed.

5.2. Limitations of systematic mapping

When search string was made, it was necessary
to use the words “risk-based testing” only as
these yielded strong results in engines such as

11/17



Bastidas, et al./Ingenieria y Competitividad, 23(1), 9503, enero-julio2021

Springer, IEEE Xplore Digital Library, Redalyc,
and Google Scholar. Likewise, the search for
papers was carried out until April 2020 to extend
this paper.

5.3. Transcendence for Research and Practice

This systematic mapping is of great importance
for IT personnel who want to incorporate RBT in
development projects, allowing the identification
of product risks, carrying out test cases, and
assuring product quality. For researchers who
wish to continue with this line of research, it is
an area that has a greater interest in terms of
product quality. In addition, there are several
works in the future posed by the authors of the
papers to continue working on this topic.
Organizations will benefit from using this type
of evidence and see that there are more
initiatives or proposals that help incorporate
RBT evidence.

6. A framework to support risk-based
testing in the development of global
software

From the systematic mapping, we have identified
a set of fundamental process elements such as
roles, products, activities, and tools that allow
identifying the contribution of each proposal,
considering the software product risks and the
general testing phases defined in the ISO 29119.
In review and categorization of these elements, a
first phase of the proposed framework
development will be carried out that belongs to a
process of RBT development for global software
development teams, following the 3C
(Communication, Coordination, and
Cooperation) collaboration model “9, as this is a
development approach that is currently used.

Furthermore, this process will help companies to
incorporate product risks and test cases in an

Framework to support risk-based testing in the development of global software

l
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Figure 2. Preview of the proposed process
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agile and efficient way. The framework consists
of the following elements:

(i) Practices of Global software development at
the level of communication, coordination, and
cooperation; (ii) Risk-based testing process for
global software development that includes the
phases: planning, design, implementation,
execution, and evaluation. In addition, establish
a set of roles and input and output artifacts that
allow monitoring and control over the software
tests that are generated. Likewise, within the
risk-based testing process, in the planning
section is Product Risk Management, which
includes the identification, analysis,
prioritization and strategy of risks in the
development of the software product; and (iii)
Software tools that include a set of guides or
techniques that help execute the activities of the
testing process model and tests to carry out a
series of activities and make the documentation
that helps to use this proposed process. Figure 2
shows a preview of the framework composed of
the following elements: risk process model, test
process model, and global development of
software and tools.

7. Conclusions and Future Work

In recent years, RBT begins to be an interesting
topic for organizations as it is a type of software
test that involves product risks as an essential
part of the product's life cycle. Although this is a
relatively emergent issue, there are proposals
that provide a solution to perform this type of
testing in the software industry. However, it is
not clear how to incorporate this type of
evidence in organizations, there are specific
roles, tasks, and activities, the inputs and outputs
artifacts that allow it to be implemented or
incorporated are not clear and does not specify
the type of organization to which it is executed
in the case study.

The results obtained in this systematic mapping
demonstrate the importance of RBT and the
benefits that organizations can have when using
the proposals proposed by the authors. On the
other hand, other proposals incorporate test case
prioritization techniques, which provide benefits
in terms of adjusting your test efforts by time,
cost, and budget. In addition, the use of metrics
helps to identify the risks that may arise during
the architecture, analysis, and development
phase of the software cycle, thus achieving,
listing risks to be evaluated, performing test
cases, executing and continuing to monitor.
Considering the proposals found in the
systematic review of the literature and
considering the deficiencies found, we have
presented a detailed summary of our research
proposal, which defines a framework to support
RBT in the development of global software.
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