Ingenieria

R £ ISSN: 0121-750X
Ingen!e':la ISSN: 2344-8393

Norvenfid [hetsl Tipsiers ot d8 Daben Prosiiad il lagossms . ) . . ) ,
Universidad Distrital Francisco José de Caldas

Pava Diaz, Roberto Albeiro; Paez Méndez, Rafael Vicente; Nifio Vasquez, Luis Fernando
A bibliometric study of scientific production on self-sovereign identity
Ingenieria, vol. 28, no. Suppl 1, e19656, 2023, January-April
Universidad Distrital Francisco José de Caldas

DOI: https://doi.org/10.14483/23448393.19656

Available in: https://www.redalyc.org/articulo.oa?id=498875061006

= ~ "
How to cite g(@é@y} g
Complete issue Scientific Information System Redalyc
More information about this article Network of Scientific Journals from Latin America and the Caribbean, Spain and
Portugal

Journal's webpage in redalyc.org
Project academic non-profit, developed under the open access initiative


https://www.redalyc.org/comocitar.oa?id=498875061006
https://www.redalyc.org/fasciculo.oa?id=4988&numero=75061
https://www.redalyc.org/articulo.oa?id=498875061006
https://www.redalyc.org/revista.oa?id=4988
https://www.redalyc.org
https://www.redalyc.org/revista.oa?id=4988
https://www.redalyc.org/articulo.oa?id=498875061006

Ingenieria

UNIVERSIDAD DISTRITAL DOI: https://doi.org/10.14483/23448393.19656

FRANCISCO JOSE DE CALDAS

https://revistas.udistrital.edu.co/index.php/reving/issue/view/1139

Research

A bibliometric study of scientific production on

self-sovereign identity

Estudio bibliométrico de la produccién cientifica sobre identidad

auto-soberana

Roberto Albeiro Pava Diazlw*, Rafael Vicente Péez Ménde22® and Luis Fernando

Nifio Vésquez3®

!'Universidad Distrital Francisco José de Caldas.
2Pontificia Universidad Javeriana.
3Universidad Nacional de Colombia.

Abstract

Context: Self-sovereign identity (SSI) enables the creation of
user-centric, privacy-by-design, secure, and decentralized identity
management systems. The aim of this paper is to carry out a
bibliometric analysis of the scientific production on SSI during the
2017-2022 period.

Method: A complete bibliometric analysis of all publications on SSI
indexed in Scopus and Web of Science was carried out. A corpus of
143 articles was examined by processing their bibliographic metadata
via a bibliometric tool. To this effect, the Bibliometrix package and the
R programming language were used.

Results: A bibliometric characterization of the publications on SSI was
obtained for the 2017-2022 period. The most important keywords used
in these publications were identified, as well as their use tendencies
throughout this period. Moreover, the most influential authors in the
area and the most relevant publication sources were identified.
Conclusions: The results of the bibliometric analysis show that Lotka
and Bradford’s laws apply for academic publications on SSI, which
means that the most relevant publications in this area are concentrated
in a relatively small group of authors and journals. Paul Jenkins, Nitin
Naik, Yang Liu, and Aijun An were the most impactful authors, and
Lecture Notes in Computer Science, Frontiers in Blockchain, and IEEE
Access were the most influential journals. Finally, the keyword analysis
showed that blockchain, authentication, identity management, electronic
document identification systems, and digital identity are currently the
most relevant concepts for research on SSI.

Keywords: self-sovereign identity, SSI, DLT, blockchain, identity
management, bibliometric analysis
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Resumen

Contexto: La identidad auto-soberana (SSI) permite la creacién de sistemas de gestién de
identidad centrados en el usuario, con privacidad desde el disefio, seguros y descentralizados. El
objetivo de este articulo es realizar un anélisis bibliométrico de la produccién cientifica sobre SSI
durante el periodo 2017-2022.

Método: Se realizé una analisis bibliométrico completo de las publicaciones sobre SSI indexadas
en Scopus y Web of Science. Se examiné un corpus de 143 articulos mediante el procesamiento
de sus metadatos bibliogréficos mediante una herramienta de anélisis bibliométrico. Para ello se
utilizaron el paquete Bibliometrix y el lenguaje de programacién R.

Resultados: Se obtuvo una caracterizaciéon bibliométrica de las publicaciones sobre SSI durante
el periodo 2017-2022. Se identificaron las palabras clave mds importantes, asi como las tendencias
de uso de las mismas durante este periodo. Ademads, se identificaron los autores de mayor
influencia en el drea y las fuentes de publicacién més relevantes.

Conclusiones: Los resultados del andlisis bibliométrico completo muestran que la ley de Lotka
y la ley de Bradford se cumplen en las publicaciones sobre SSI. Esto quiere decir que las
publicaciones de mayor alcance e impacto estdn concentradas en unos pocos autores y revistas.
Paul Jenkins, Nitin Naik , Yang Liu y Aijun An resultaron ser los autores mads representativos, y
Lecture Notes in Computer Science, IEEE Access y Frontiers in Blockchain resultaron ser las revistas
mas influyentes. Finalmente, el andlisis de las palabras clave mostré que blockchain, authentication,
identity management, electronic document identification systems y digital identity son actualmente los

conceptos mas importantes para la investigacién sobre SSI.

Palabras clave: identidad digital auto-soberana, SSI, DLT, blockchain, gestién de identidad,
analisis bibliométrico
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1. Introduction

Technological advancements can sometimes create as many problems as they solve. For
instance, the Internet has improved the lives of billions of people around the world by
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democratizing the access to information, but it has also facilitated breaches of privacy, identity
theft, and the misuse of personal data. Protecting and preserving digital identity is thus one of
the most pressing technological challenges currently weighing on researchers and developers.
The purpose of this paper is to apply a bibliometric analysis to the scientific literature in order
to determine the extent to which the protection of digital identity has been lately addressed. The
authors of (39) claimed that individuals have a fundamental right to be able to prove, manage,
and preserve their identities, both physical and digital. For this reason, governments around the
world ought to establish mechanisms that allow for the identification of citizens, the regulation of
personal data use, and the protection of their privacy. However, current research on centralized
identity management systems shows that they are often vulnerable to attacks to user privacy
and identity theft (39), (19), (18), (28). Moreover, a centralized or federated approach to personal
data management has generated a fragmented identity, which entails a loss of control over the
information on the part of its owners. Since people have no say in the way that their data are
stored, they will remain vulnerable to having it used in unintended ways. For instance, when
leaks from several centralized sources are contrasted with one another, the identity of users
whose data was stored anonymously in any of those sources might be revealed (17), (12). Hence,
self-sovereign identity (SSI) was created, in order to allow users to manage their own personal
data. With this technology, for instance, users may have a multifaceted identity, composed of a
subset of identities, which would allow them to provide any platform or company only with
the bare minimum data necessary to obtain the service that users wish to acquire (24). Thus, SSI
grants users control of all their information (60) in a secure and decentralized fashion. As an
example, Sovrin (64), uPort (16), ShoCard (55), and Civic (15) are frameworks for the deployment
of SSI. In order to evaluate the spread of SSIs, this study analyzes the metadata of all articles
published on this topic between 2017 and 2022 in the Web of Science and Scopus scientific
databases. Moreover, this article provides useful information on the publishing dynamics of
articles about SSI. This study was carried out with the bibliometrix package (6) of R (53), given
its mathematical functions, statistics, and graphical capacity. The partial results obtained of the
bibliometric analysis are available in (52). This article is structured as follows: Section 2 presents
a general contextualization of SSI; Section 3 explains the implemented search protocol; Section
4 outlines and analyzes the main findings of the bibliometric study; and Section 5 presents the

conclusions.

2. Self-sovereign identity

SSl is a type of decentralized identity protocol in which all information is managed directly
by its owner. This system encourages its users to generate a set of unique decentralized identifiers
in order to better control, manage, and store their personal data. For instance, SSI provides its
users with the possibility of adjusting the amount of identifying information that they are
willing to provide to third parties in different contexts. Indeed, not all services require the
same type nor amount of data to function: a financial platform does not need access to the
user’s medical history, for instance, nor does a social network need to know their financial
information. With such a system in place, each service would only be granted targeted access
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to its user’s personal information. (62) define identity as the set of attributes of a person (which
may be further divided into subsets) that allows them to identify themselves as having this or
that role in the real world. Thus, with the aid of a SSI, each of the roles of a person may have a
unique and single identifier that acts as a reference to one dimension of their real physical identity.

The ten principles of SSI may be grouped into three categories: (i) security: existence,
protection, and persistence; (ii) self-sovereignty: control, consent, and minimization; and (iii)
trust: interoperability, transparency, access, and portability. However, proper SSIs must be able
to face the problem posed by Zooko’s Triangle (40), i.e., to create decentralized unique identifiers
that are (i) readable by humans, (ii) secure, and (iii) decentralized. Take, for instance, the case
of a hypothetical identity protocol based on a Blockchain address. Any identifier produced in
this system would of course be secure, since data could not be modified once it entered the
protocol; and it would also be decentralized, since the whole network would guarantee that the
same identifier is not assigned to two or more users. However, such an identifier would not be
easily readable by humans, given that each identifier would be represented as a long string of
hexadecimal characters.

3. Search protocol

This study is based on a bibliometric analysis of the Scopus and Web of Science (WoS)
scientific databases. Scopus is a high-quality peer-reviewed database containing more than 82
million documents, over seven thousand publishers, and more than 80 thousand institutions (20).
WoS, on its part, contains information from seven indexed databases and four multidisciplinary
repositories: (i) The Science Citation Index Expanded, with around 9.200 journals and more
than 53 million documents; (2) The Social Sciences Citation Index, with about 3.400 journals and
more than 9 million documents; (3) The Arts and Humanities Citation Index, with about 1.800
journals and more than 4,9 million papers; and (4) The Current Chemical Reactions and Index
Chemicals (5).

The dataset of bibliographical references analyzed in this study was built by searching
documents (articles, conference papers, or article reviews) written in English between January
1,2017, and April 8, 2022. In order to arrive at a final document list, three iterations of the same
process were carried out. In each iteration, a search string was introduced in the search engine
of both databases, which resulted in a list of references in the BibteX format. Thus, the metadata
of each reference (author, title, volume, year, keywords, keywords-plus, abstract, publisher, DOI,
affiliation, type of document, and references) were downloaded. Then, the entire dataset was
analyzed with a reproducible approach, using a script designed with the bibliometrix 4.0 package
(6) of the R programming language (version 4.1.3) in the RStudio 2022.02.1+46 editor. This
package provides many functions for processing bibliographic references. For instance, it allows
for the extraction of terms, the elimination of duplicates, the production of general descriptive
data, and the visualization of the networks of interaction among different bibliometric metadata.
Finally, the obtained bibliometric outputs were compared, and the search string was adjusted for
the next iteration of the process. Table I shows the search string used in the last iteration of the
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process.

Table I. Description of the search string used in the last iteration of the process for retrieving the

publications on SSI to be analyzed in this study

Scientific Scopus 132
databases Web of Science 37
Title “self-sovereign identity” OR (blockchain-based AND “identity management” OR
Search “digital identity”)
terms by Keywords (“Identity Management” OR idm) AND (ssi OR self-sovereign)
Document types Article, conference paper or review article
Report date April 6th, 2022
Timespan 2017 - 2022
Language English

This process yielded 132 results in Scopus and 37 in WoS. After eliminating 26 duplicate
documents, the final set to be analyzed had 143 publications. The BibteX files downloaded from
the databases, as well as their pre-processed version (bibliometrix) are available at (52).

Since the aim of this article is to carry out a bibliometric analysis (section 4), the following
research questions will be answered: a) Who are the most productive authors in SSI and what is
their distribution? b) What are the main or most relevant publications on SSI? c¢) Which keywords
are the most widely used in SSI and which ones are lately rising in popularity? d) Which journals

publish the most articles on SSI?

4. Results and discussion

4.1. Productivity analysis

Table II contains the general bibliometric description of the set of publications obtained after
the final iteration of the search process. The 143 documents found between 2017 and 2022 were
distributed in 92 sources. However, three journals had a clear advantage in this area over the
others: Lecture notes in computer science (10 publications), Frontiers in blockchain (8 publications),
and IEEE Access (7 publications), covering 17,48 % of the total documents. The results also
showed a 43, 1 % annual growth rate in the publication of articles on SSI.

In addition, it was established that the total 143 articles were written by 366 authors, which
shows that collaboration is a key feature of research in this area. Indeed, the results show that
there are 0,391 articles per author and 2,56 authors per article; only 19 documents (13,29 %
of the total) were written by a single author. On the other hand, the analysis showed that the
average number of citations per document during the analyzed period was 4, 713, which means
that each document had an average citation rate of 1,323 per year. Finally, 361 keywords and 639

keywords-plus were found in total.
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Table II. General description of the obtained dataset

Timespan [2017,2022]

Sources 92
Main
. . Annual growth rate 43.1%
information

Total citations 4.495
about data o

Average citations per document 4.713

Average citations per year per document 1,323

Articles 40
Documents

conference papers 97
(Total: 143) . .

Review articles 6

Keyword-plus (ID) 639
Keywords

Keywords (DE) 361

All authors 366

Author appearances 467
Authors -

Single-authored documents 19

Documents per author 0.391

Authors per documents 2.56

Annual scientific production

60 —
50
40 —
[%2]
K}
S
z 30
20
10
1 45 65 6
0 —
N~ [ee] [e)] o - N
~— — — [aY) [aV) [aY)
o o o [=} [=} [=}
(8] (8] (8] (8Y) (8Y) (8Y)
Years
Figure 1A

Distribution of publications
by type of manuscript

E— ARTICLE

O— ARTICLE; EARLY ACCESS
E— CONFERENCE PAPER
O— REVIEW

Figure 1B

Figure 1. Annual scientific production (left) and distribution of publications by type of manuscript

(right)

Fig. 1a illustrates the growing trend of publications on this topic, for the vast majority of

scientific literature was produced in the second half of the analyzed period; 31,47 % and 45, 45 %

of the total articles published on SSI appeared during 2020 and 2021, respectively. Fig. 1b classifies

the analyzed documents by type and shows that the majority of them were conference papers.
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4.2. Bibliometric analysis of authors

Table III shows the top 15 authors analyzed in this study in terms of volume of publications.

Table III. Top 15 most productive authors

Author Frequency Author Frequency (fractional)
JENKINS P 7 JENKINS P 3,333333
NAIKN 7 NAIKN 3,333333
LIUY 5 KULABUKHOVA N 2,250000
AN A 4 PANAIT A 2,166667
BANDARA E 4 LOCKWOOD M 2,000000
FOYTIK P 4 ANTONIDOSS A 1,500000
LIANG X 4 GIANNOPOULOU A 1,500000
LUQ 4 LIUY 1,366667
MEINEL C 4 AN A 1,333333
NGUYEN U 4 NGUYEN U 1,333333
PANAIT A 4 SOLTANIR 1,333333
SHETTY S 4 ISHMAEV G 1,250000
SOLTANIR 4 KUBACHM 1,250000
ABRAHAM A 3 MEINEL C 1,166667
ANTONIDOSS A 3 OLIMID R 1,166667
Table III-A Table III-B

Despite them being a mere 4,10 % of the total number of authors, they wrote 45,45 % of
the total articles. The frequency column of Table IIla reports the total number of documents
published by each author. The fractional frequency column of IIIb shows the distribution value,
across all published documents, of each author. This value was normalized by dividing each
document by the number of authors, which allowed assigning a numeric “contribution value” to
each author for each of the documents that they published. Finally, the total fractional frequency
for each author was calculated by adding all of their individual contribution values.

The relationship of authors per document shows an asymmetric distribution, is positive
skewed with skewness values of 3,865335 for the 366 authors and 1,508548 for the top of 15
authors with the highest production, and leptokurtic with kurtosis values of 21,27048 for all
authors and 4, 325208 for the 15 most productive ones (Table IV). A high number of authors
can be seen in a single publication, 84,43 % (309 of 366), compared to 9,02 % (33 of 366) with
two documents and 6,56 % (34 of 366) with three or more publications (Fig. 2a). Fig. 2b shows
the distribution for the 15 most productive authors. Table IV presents the values of asymmetry,
kurtosis, mean, median, variance, and standard deviation for both the 366 authors and the top
15.

Table V lists the citation metrics for the top 15 authors. The h-index measures productivity
and impact by showing the number of articles (x) of a given author that have at least that number
(x) of citations. This means that an author’s h-index cannot be higher than their total number
of publications. The g-index, on the other hand, compares the accumulated citation frequency of
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Distribution of articles by author Distribution of articles by Author
Total authors: 366 Total authors: top 15
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Figure 2. Distribution of documents by author. All authors (left) and top 15 authors (right)

Table IV. Values of the main statistic measurements for all authors and the top 15 ones

Skewness Kurtosis Mean Median Variance Standard Deviation
All

3.863535  21.27048 1.275956 1 0.6222696 0.7888407
Authors
Top 15

1.508548  4.325208 4.333333 4 1.380952 1.175139
Authors

each author against their number of published articles squared. Finally, the m-index divides the
h-index by the number of years during which a given author has been publishing.

The first two authors featured in Table V, Paul Jenkins and Nitin Naik, began publishing
in 2020. They have co-authored 7 documents, 6 of which have been cited. They both have an
h-index of 4, a g-index of 1,333, and a total of 48 citations. These authors have published on
SSI frameworks such as Sovrin (45) (46) and Uport (43); security risk analysis in SSI (41); access
control and regulations such as GDPR (44); the principles of SSI (42); and digital wallets for
SSI (42). Ajjun An, Reza Soltani, and Uyen Trang Nguyen, positions 3, 5, and 6 in Table V, are
co-authors of 4 articles, 3 of which have been cited. They have an h-index of 3, g-index of 4,
and 27 citations. The topics of their articles are SSI ecosystem reviews (58), cryptographic key
management (57), (56), and platform development for SSI (59). The author in the fourth position
is Yang Liu, who has 5 published articles, an h-index of 3, a g-index of 5, and 42 citations. His

research topics are review on identity management with blockchain (35) and platforms design
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Table V. h-index, m-index and g-index of the top-15 authors

Author h-index g-index m-index Citations Documents Start year
JENKINS P 4 6 1.3333333 48 6 2020
NAIK N 4 6 1.3333333 48 6 2020
AN A 3 4 0.6000000 27 4 2018
LIUY 3 5 0.7500000 42 5 2019
NGUYEN U 3 4 0.6000000 27 4 2018
SOLTANI R 3 4 0.6000000 27 4 2018
ABRAHAM A 2 2 0.6666667 7 2 2020
LUQ 2 4 0.6666667 16 4 2020
MEINEL C 2 2 0.4000000 15 2 2018
PANAIT A 2 2 0.6666667 9 4 2020
BANDARA E 1 1 0.5000000 2 2 2021
FOYTIK P 1 1 0.5000000 2 2 2021
LIANG X 1 1 0.5000000 2 2 2021
SHETTY S 1 1 0.5000000 2 2 2021

for SSI (36), (37), (35), (65). Qinghua Lu has an h-index of 2, a g-index of 4, and 16 citations.
Furthermore, he co-authored 3 articles with Yang Liu. He also co-authored a paper on identity
and the Internet of Things (IoT) (13). Eranga Bandara, Xueping Liang, Peter Foytik, and Sachin
Shetty have co-authored 4 articles since 2021. They have an h-index of 1, a g-index of 1, and
2 citations in total. Their research topics are information exchange in SSI (7); development of
platforms for SSI (9), (10); and privacy (8). Then comes Andreas Abraham, with an h-index of
2, a g-index of 2, and 17 citations. His research topics are digital wallets for SSI (3); verifiable
credentials (2); and privacy (1). Christoph Meinel comes next, with an h-index of 2, a g-index
of 2, and 15 citations. His articles are related to architecture for SSI (27), (26); SSI ecosystem
reviews (54); and trust (25). Finally, the last author featured in Table V is Andreea-Elena
Panait, with an h-index of 2, a g-index of 2, and 9 citations. Her research topics are security and
privacy (51); zero-knowledge proofs (49); blockchain and digital identity (48); and frameworks for
SSI (50). In summary, the top 15 authors on SSI can be grouped according to their collaborations.
The authors that exclusively publish as a team are grouped in the first category: Al1(Paul Jenkins
and Nitin Naik), A2(Aijun An, Reza Soltani, and Uyen Trang Nguyen), and A3(Eranga Bandara,
Xueping Liang, Peter Foytik, and Sachin Shetty). The authors that sometimes collaborate with
each other are grouped in the second category: B1(Yang Liu and Qinghua Lu). Finally, the authors
without co-authorships are grouped in the third category: Andreas Abraham, Christoph Meinel,
and Andrea-Elena Panait.

Fig. 3a shows the participation of each top-15 author in the total 65 articles written by this
upper section of researchers on SSI. This information may be used to prioritize the most important
articles for a literature review on this topic. Fig. 3b shows the number of authors per document of
the total 143 articles analyzed. Thus, an overview on cooperation among researchers on SSI was
obtained.
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The Most Productive Authors

Total articles: 65 Number of authors per article
Total articles: 143

35 4
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o @t
1 2 3 4 5 6 7 9

Number of Authors

Articles

Figure 3B

Figure 3A

Figure 3. Productivity of the top 15 authors (left) and number of authors per document in the total

articles on SSI (right)

Fig. 4 shows the publication timeline of the top 15 authors in SSI. The size of the circles in the
graph is proportional to the number of documents published by each author, and the intensity
of their color varies according to their citation index. Moreover, this figure shows which authors
have had a constant output throughout the years. Considering all of these factors at once allows
tracking the relevance of each author in the field. For instance, it could be noted that some authors
had a high volume of publications in some years, but not so many citations, which indicates that
some of their publications were not so influential.

Top-Authors’ Productivity over the Time

JENKINS P
NAIKN

Ly Number of Articles

AN A =
[ W]

FOYTIK P ®:
LIANG X Q-

BANDARA E

Author

Citation per year
° 0
® 5
e 10
e 15

ABRAHAM A
ANTONIDOSS A

Year

Figure 4. Author-productivity timeline (top 15)

Finally, Fig. 5 and Table VI show how Lotka’s law applies to the articles analyzed in this study.
This law states that there is always an unequal distribution of impact and productivity among
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Frequency distribution of scientific production
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Figure 5. Author distribution (according to Lotka’s law)

the authors researching any given topic (38). Thus, the most relevant publications, regardless
of the research area, will most likely be concentrated in a reduced number of authors. This
common distribution makes it possible to quickly identify the most important authors in a given
research field, but other factors must always be taken into account. Indeed, the quality of the top
publications in different areas may vary, for instance, according to the popularity and nature of
each research topic. Considering additional factors is always useful to compensate for the possible
biases in some fields, which may lead to the exclusion of quality articles and authors from the
(allegedly) most impactful group. To sum up, the application of Lotka’s law entails the creation
of an inverse square model, where the number of authors A,, with n publications is inversely
proportional to n?.

Table VI. Author participation in academic production on SSI

Authored or co-authored documents  Authors  Frequency observed

1 309 0.8442623
2 33 0,0901639
3 11 0,0300546
4 10 0,0273224
5 0,0027322
7 2 0,0054645

Table VI shows the results of applying Lotka’s law to the dataset chosen for this study. Of
the total 366 authors evaluated, 309 (84,43 %) participated only in one publication, 33 (9,02 %)
in two, 11 (3,01 %) in three, 10 (2,73 %) in four, one (0,27 %) in five, and finally two (0,55 %)
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in seven articles. Moreover, the actual beta coefficient was 2, 8038, as opposed to the theoretical
value of 2, with a constant of 0, 7269 and a Kolmogorov-Smirnoff K-S goodness of fit of 0,910035
(p-value = 0,89278, independent samples t-test). Finally, the Kolmogorov-Smirnoff K-S test
allowed concluding that the null hypothesis (H0), i.e., the distribution follows the Lotka model,
was most likely correct. Thus, given the p-value of the test, the null hypothesis was not rejected,

with a confidence level of 85 %.

4.2.1. Geographical distribution

Table VII groups the publications according to the country of origin of the authors and
classifies them into two categories: single-country publications (SCP), publications with authors
of a single nationality; and multiple-country publications (MCP), publications by authors of
different nationalities.

Table VII. Geographical distribution the authors

Country Documents Citation frequency SCP MCP MCP-rate
CHINA 12 0,1875 7 5 0417
NETHERLANDS 5 0,0781 4 1 0,200
ROMANIA 5 0,0781 4 1 0,200
USA 5 0,0781 3 2 0,400
GERMANY 4 0,0625 4 0 0,000
INDIA 4 0,0625 4 0 0,000
ITALY 4 0,0625 4 0 0,000
BANGLADESH 3 0,0469 2 1 0,333
UNITED KINGDOM 3 0,0469 3 0 0,000
AUSTRALIA 2 0,0312 1 1 0,500

Moreover, Table VII shows that China has positioned itself as a relevant player in the
blockchain ecosystem, since 18,75 % of the total analyzed citations were of Chinese authors (63).
The Netherlands ranks second, followed by Romania and the United States. The latter had a

7,81 % frequency of citation and a lower level of international cooperation.

4.3. Most relevant sources

Table VIII contains the 15 sources with the highest number of publications on SSI, i.e., 41,96 %
of the total evaluated documents appeared in one of said sources. The total number of published
documents, the h-index, and the quartile is indicated when available in the Scimago index (32).
It is worth noting that 11 of the top 15 sources are periodic conferences that publish the papers
presented in them, which reflects a high positive impact on the dissemination of research results
on SSI in this type of events. IEEE Access was the most influential source, according to its ranking
(Q1) and its h-index (127), followed by Frontiers in Blockchain, a peer-reviewed and open-access
journal with a multidisciplinary approach to blockchain.
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Table VIII. Most relevant sources (top 15)

Sources

Documents Type h-index Rank

Lecture Notes in

Computer Science

Conference Proceedings,

10 400 Q3

Book Series

https:/ /www.scimagojr.com/journalsearch.php?q=25674&tip=sid&clean=0

Frontiers in Blockchain

8 Journal - -

https:/ /www.frontiersin.org/journals /blockchain

7 Journal 127 Q1
IEEE Access
https:/ /www.scimagojr.com/journalsearch.php?q=21100374601&tip=sid&clean=0
Lecture Notes in Informatics 5 Conference Proceedings 25 -
(Lni) Proceedings https:/ /www.scimagojr.com/journalsearch.php?q=21100229106&tip=sid &clean=0
ACM International Conference 4 Conference Proceedings 123 -

Proceeding Series

https:/ /www.scimagojr.com/journalsearch.php?q=11600154611&tip=sid&clean=0

Lecture Notes in

Networks and Systems

4 Conference Proceedings 14 Q4
https:/ /www.scimagojr.com/journalsearch.php?q=21100901469&tip=sid&clean=0

2018 IEEE International Conference
on Internet of Things and IEEE Green
Computing and Communications (GreenCom)

4 Conference Proceedings - -

https:/ /www.computer.org/csdl/proceedings /1800308

Ifip Advances in Information

and Communication Technology

3 Conference Proceedings 53 Q3
https:/ /www.scimagojr.com/journalsearch.php?q=19400157163&tip=sid&clean=0

Lecture Notes in Business

Information Processing

Conference Proceedings,

3 49 Q3

Book Series

https:/ /www.scimagojr.com/journalsearch.php?q=17500155101&tip=sid&clean=0

2ND Conference On Blockchain
Research & Applications for
Innovative Networks And Services

2 Conference Proceedings - -
https:/ /brains.dnac.org/2020/

2020 International Symposium
On Networks Computers And
Communications Isncc 2020

2 Conference Proceedings - -

https:/ /ieeexplore.ieee.org/xpl/conhome /9297148 / proceeding

Advances In Intelligent

Conf P dings,
2 onference Proceedings a )

Book Series

Systems And Computing https:/ /www.scimagojr.com/journalsearch.php?q=5100152904&tip=sid &clean=0
. . 2 Journal 52 Q2
Applied Sciences
https:/ /www.scimagojr.com/journalsearch.php?q=21100829268&tip=sid&clean=0
2 Journal 28 Q2

Future Internet

https:/ /www.scimagojr.com/journalsearch.php?q=21100409311&tip=sid&clean=0

Global Internet of
Things Summit (GIoTS)

2 Conference Proceedings - -

https:/ /ieeexplore.ieee.org/xpl/conhome /9116578 / proceedin

Bradford’s law divides a set of sources into three zones, each one of which contains
approximately one third of the total number of articles on a given topic. The first zone is the
core zone, as it groups the documents of the journals that have published the most on a given
topic (14). The documents grouped in the second zone are those of journals with a relatively low
impact. A greater number of these low-impact journals would be required to match the impact
of any of the journals grouped in the core zone. Finally, the third zone groups the articles that
have an even lower impact than those in the second zone. The impact of the articles decreases

exponentially with each step from one zone to the next. Bradford’s law identifies the distribution
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Bradford's law

Articles's number

First zone of bradford's law

Figure 6. Bradford’s law applied to the set of publications on SSI

of the sources in a given research area, and, for this reason, it can be used as a selection/exclusion
criterion in a systematic literature review. Considering journals outside of the core zone would
entail diminishing returns, increasingly, as one moves further away from it. Fig. 6 shows the
results of applying Bradford’s law to our research topic: the core zone, in this case, is made up
of 48 articles (33, 57 % of the total) and 9 sources (9, 78 % of the total); the second zone comprises
48 articles (33,57 %) and 36 sources (39, 13 %); the third zone contains 47 articles (32, 86 %) and 47
sources (51,09 %). Thus, a linear regression analysis shows a strong negative correlation between
the number of journals grouped in each zone and the impact of the documents of said journals.
Indeed, a correlation coefficient (Pearson’s r) of —0, 72341 and a coefficient of determination (R2)
of 0, 523322 were obtained.

44. Keywords

Fig. 7 depicts, through a word cloud, the keyword frequency (Fig. 7a) and the keywords-plus
frequency (Fig. 7b) of the set of publications analyzed.

It is clear that technological elements such as distributed ledger technology, zero-knowledge
proofs, and frameworks for SSI are crucial for research on this topic. Additionally, the principles
and characteristics of SSI, such as decentralized identifiers, authentication, verifiable credentials,
privacy, security, trust, access control, sovereignty, decentralization, and data protection (GDPR,
EIDAS), are often given much attention. On the other hand, the analysis of keywords-plus (i.e.,
a keyword list created by an algorithm that scans certain parts of the contents of each article)
showed the importance of the IoT, data privacy, design for privacy, digital identity management,
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Figure 7. Keyword and keyword-plus cloud

and network security for researchers on SSI. Moreover, the 361 keywords featured in the articles
of the dataset had a cumulative frequency of 811. The 15 keywords with the highest frequency
were blockchain (11,47 %), self-sovereign identity (8,88 %), identity management (4,81 %) ,
digital identity (2,84 %), SSI (2,22 %), privacy (1,85%), distributed ledger (1,6 %), identity
management system (1,6 %), smart contract (1,6 %), identity (1,36 %), self-sovereign (1,36 %),
verifiable credential (1,36 %), authentication (1,11 %), security (1,11 %), and IDM (0,99 %). On
the other hand, the 639 terms identified as keywords-plus had a cumulative frequency of 1,255.
The 15 keywords-plus with the highest frequency were blockchain (7,25%), authentication
(3,51 %), identity management (3,51 %), electronic document identification system (2,71 %),
digital identity (2,55 %), self-sovereign identity (2,07 %), identity management system (1,99 %),
data privacy (1,20 %), Internet of Things (1,20 %), information management (1, 04 %), privacy by
design (1,04 %), decentralized (0,88 %), distributed ledger (0,88 %), network security (0,72 %),
and privacy preserving (0,72 %).

Table IX groups keywords and keywords-plus into four different categories: identity (C1),
SSI (C2), attributes and principles (C3), and technological elements (C4). Fig. 8 presents the
keyword-interconnection map (Fig. 8a) and the keyword-plus-interconnection map (Fig. 8b)
obtained by determining the relationships between the terms collected and organized in Table
IX.

The keyword-interconnection map comprises two main sections (red and blue), while
the keyword-plus-interconnection map has three (red, green, and purple) surrounding a core
concept: blockchain. Fig. 8a shows that authors have a tendency, in their keyword selection,
to relate sovereign identity with security, trust, regulations for personal digital identification
process —such as the Digital Identification Regulation in Europe (EIDAS)—, privacy, access
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Table IX. Most frequent keywords and keywords-plus and their use by the top 15 authors

Keywords Keywords-plus

Catego: Keywords
gory y (361) (639)
DIGITAL IDENTITY 23 32
IDENTITY MANAGEMENT 39 44
C1- Identity IDENTITY MANAGEMENT SYSTEM 13 25
IDM 8
IDENTITY 11
SELF-SOVEREIGN IDENTITY 72 26
C2-SsI
SSI 18
PRIVACY 15
DATA PRIVACY 15
PRIVACY BY DESIGN 13
. PRIVACY PRESERVING 9
C3 - Attributes,
. AUTHENTICATION 9 44
principles
SECURITY 9
VERIFIABLE CREDENTIAL 11
SELF-SOVEREIGN 11
DECENTRALIZED 11
DISTRIBUTED LEDGER 13 11
BLOCKCHAIN 93 91
) SMART CONTRACT 13
C4 - Technological
L A ELECTRONIC DOCUMENT IDENTIFICATION SYSTEM 34
elements
INTERNET OF THINGS 15
INFORMATION MANAGEMENT 13
NETWORK SECURITY 11

control, and authentication. They also tend to associate the concept of identity management
with decentralization and self-sovereignty, distributed ledger technology, the Ethereum
blockchain, decentralized identifiers, verifiable credentials, and frameworks for SSI such as
Uport, Hyperledger Indy, and Sovrin. The blue section of the map roughly corresponds to the
keywords in the C1 and C4 categories described in Table IX, while the red section corresponds to
the C2 and C3 categories.

In Fig. 8b, on the other hand, the purple section of the map covers some of the keywords-plus
grouped in the C3 category, in addition to some other important terms such as cryptography,
zero-knowledge proofs, reliable computing, and cybersecurity. The green section of the map
is focused on digital identity, linking identity management with authorization, authentication,
security, privacy, and public keys. The terms covered in this section mostly belong to the C1
and C3 categories. Finally, the red section of the map relates concepts from all four categories,
plus two additional concepts that were previously uncategorized: (i) user-centric identity with
verifiable and decentralized credentials and (ii) identity-theft analyses and risk assessments.

To conclude this section, Fig. 9 shows the accumulated frequency of keyword use between
2018 and 2022. The notable increase in the appearance of blockchain among the keywords of
articles on self-sovereign identity highlights the ever-growing importance of this disruptive
technology in that area. On the other hand, the growing interest in identity management becomes
clear by looking at the increase in the use of the following keywords: identity management,
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Figure 8. Keyword-interconnection and keyword-plus-interconnection maps

electronic document identification systems, digital identity, identity management systems, and

self-sovereign identity. Finally, the data shows that research has focused on authentication,

privacy by design, and data regulations such as GDPR.

Finally, Fig. 10 shows the keyword use tendencies, as a percentage of the total number of
articles published in a given year, for the top 15 keywords in the 2018-2022 period. The fact that
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blockchain has been included as a keyword in more than half of the articles on SSI throughout
the whole timeframe under study, even taking into account the overall increase in academic
production on that topic, also goes to show the importance of this technology for the development
of new approaches to personal identity management.

4.5. Citations analysis

4.5.1. Most cited articles

A high citation index in an article is often telling of its quality and relevance. Moreover, highly
cited articles are useful for analyzing the evolution of and the interactions within a line of research.
Table X lists the 15 articles with the highest number of citations, along with their average number
of citations per year.

Table X. Top 15 most cited articles

Ref.  Article title Year Citations Average per year
(40) A survey on essential components of a self-sovereign identity 2018 60 12.000000
(61)  Deployment of a blockchain-based self-sovereign identity 2018 35 7,000000
(34)  Blockchain-based identity management systems: A review 2020 27 9,000000

A new transitively closed undirected graph authentication scheme for

(33) . - . 2018 27 5,400000
blockchain-based identity management systems
BPDIMS:A blockchain-based personal data and identity management

(21) 2019 25 6,250000
system

(23)  Blockchain-based identity management with mobile device 2018 25 5,000000

(22)  Insearch of self-sovereign identity leveraging Blockchain Technology 2019 23 5,750000
The horcrux protocol: A method for decentralized biometric-based

(47) L . 2018 23 4,600000
self-sovereign identity
Blockchain-based identity management: A survey from the enterprise

(31) . 2020 22 7,333333
and ecosystem perspective
WiP: A novel blockchain-based trust model for cloud identity

(11) 2018 21 4,200000
management
A survey on blockchain-based identity management systems for the

66) . . 2018 20 4,000000
internet of things

(29)  Analysis of identity management systems using blockchain technology 2019 18 4,500000
DNS-IdM: A blockchain identity management system to secure personal

@) o 2019 17 4,250000
data sharing in a network
Self-sovereign identity in a globalized World: Credentials-based identity

(62) . . . 2020 17 5,666667
systems as a driver for economic inclusion

(30)  Self-sovereign identity on public blockchains and the GDPR 2020 17 5,666667

The articles published during 2018 focused on two main issues. On the one hand, they dealt
with the organization and documentation of the scientific production on SSI, as well as the
identity management for devices in the IoT. The article written by (40), with 60 citations and
an average of 12 references per year, is particularly noteworthy in this area. Indeed, not only do
they use the principles proposed by Christopher Allen (60) in order to contextualize SSI, but they
present a general architecture for SSI, describe the authentication and identification operations
necessary for it to work, explain the importance of verifiable credentials, and outline some
data-storage challenges that would arise in any attempt to implement SSI. On the other hand, the
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articles published in 2018 dealt with the design of decentralized systems for the implementation
of SSI. The work of Quiinten Stokkink and Johan Pouwelse (61) stands out in particular. They
analyze the problems of designing SSI and focus particularly in portability. Moreover, they
explore minimization of disclosure, interoperability, and data protection (four out of Christopher
Allen’s ten principles). Finally, they include systems like TrustChain or Tangle in their design in

order to store credentials and their metadata, as well as to verify them in the future.

5. Conclusions

This article presents a comprehensive bibliometric survey of the literature on self-sovereign
identity published between 2017 and 2022 and indexed in WoS and Scopus. The analysis offers
an overview of the current state of the research on SSI and its changes over the years. The
set of evaluated publications is made up of 143 articles, out of which 67,8 % are conference
papers, 28 % are articles and 4,2 % are review articles. These articles were written by 366
authors from 274 countries, were published in 92 journals, and were cited 4,479 times. China
is currently dominating the academic production in this area (44,44 % of the total articles were
written by authors of Chinese origin), followed by the Netherlands, Romania, and the USA.
Furthermore, there was an annual publication growth rate of 43,09 % between 2018 and 2022.
Keyword examination considered 361 terms included directly by authors in their articles and
639 keyword-plus terms. A word cloud was constructed to offer an easily-readable depiction of
the influence of each term, and the analysis was supplemented with a keyword-interconnection
map. This analysis highlighted the impact of crucial terms for SSI, such as blockchain, identity
management, electronic document identification system, and digital identity. Regarding the
authors, Lotka’s law allowed distinguishing specialized authors from transitory ones. Indeed,
it could be observed that 24 (6,56 %) authors out of a total 366 authored or co-authored 92
(64,34 %) of the total 143 publications. Jenkins P., Naik N. (with seven published papers and an
observed frequency of 0,0054645), and Liu Y. (with five documents and an observed frequency
of 0,0027322) were the most specialized authors of the entire group. Very much in the same vein,
Bradford’s law helped to determine the main sources where most of the knowledge on SSIis being
published: Lecture Notes in Computer Science, Frontiers in Blockchain, IEEE Access, Lecture Notes in
Informatics Proceedings, ACM International Conference Proceeding Series, Lecture Notes in Networks
and Systems, 2018 IEEE International Conference on Internet of Things and IEEE Green Computing
and Communications, Advances in Information and Communication Technology, and Lecture Notes in
Business Information Processing.
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