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ABSTRACT

The research process was based on the design of a desktop application for indoor and outdoor cover-
age testing of wireless links in the 2.4 GHz frequency band with the use of free software, which allows
capturing, processing, analysing, calculate and generate a real-time statistical type mathematical model of
the media access control (MAC) hardware embedded in a laptop's wireless network card that detects
power level, carriers,and other variables within frames of information transmitted by base stations.The
methodology is experimental. First, different propagation models are analysed, next existing test tools
are studied, and then hardware and software technologies and tools are compared. The programming
language is selected and finally the code and the graphical interface of the application are generated in
order to visualize the mathematical model expressed through the use of least squares with the Leven-
berg-Marquardt algorithm and then compare it with recognized propagation models.
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RESUMEN

El proceso de investigacion se basé en el disefio de una aplicacion de escritorio para pruebas de
cobertura en interiores y exteriores de enlaces inalambricos en la banda de frecuencias de 2,4 GHz
con el uso de software libre, que permite capturar, procesar, analizar, calcular y generar un modelo
matematico de tipo estadistico en tiempo real, del hardware del control de acceso al medio (MAC)
incorporado en la tarjeta de red inalambrica de una computadora portatil que detecta el nivel de
potencia, las portadoras y otras variables dentro de los tramas de informacion que transmiten las
estaciones base. La metodologia es experimental. Primero, se analizan diferentes modelos de propa-
gacion, luego se estudian las herramientas de prueba existentes y luego se comparan las tecnologias
y herramientas de hardware y software; se selecciona el lenguaje de programacién y finalmente se
genera el codigo y la interfaz grafica de la aplicacion con el fin de visualizar el modelo matemati-
co expresado mediante el uso de minimos cuadrados con el algoritmo de Levenberg-Marquardt y
compararlo con modelos de propagacién reconocidos.

Palabras clave: propagacion, radio enlace, estadistico, software, modelo

RESUMO

O processo de investigagao esta baseado no desenho de um aplicativo desktop para provas de cober-
tura em interiores e exteriores de enlaces sem fio na banda de frequéncias de 2,4 GHz com o uso de
software livre, que permite capturar, processar, analisar, calcular e gerar um modelo matematico
de tipo estatistico em tempo real do hardware do controle de acesso a midia (MAC) incorporado
na placa de rede sem fio de um computador portatil — laptop- que detecta o nivel de poténcia, as
portadoras e outras variaveis dentro dos tramas de informagao que transmitem as estagoes base. A
metodologia é experimental. Primeiro, sao analisados diferentes modelos de propagagao, depois, sao
estudadas as ferramentas de prova existentes e depois se comparam as tecnologias e ferramentas
de hardware e software; se seleciona a linguagem de programagao e finalmente gera-se o codigo e
a interfase grafica do aplicativo com a finalidade de visualizar o modelo matematico expressado por
meio do uso de minimos quadrados com o algoritmo de Levenberg-Marquardt e compara-lo com
modelos de propagacao reconhecidos.

Palavras-chave: propagacio, radio enlace, estatistico, software, modelo

For the determination of coverage there are patented
methods such as the calculation of the received signal
strength indicator (RSSI) by positioning based on the
propagation of the frequency hopping of the spread
spectrum, which reduces the effect of multi-channel in-
terference, obstacle blocking, and multi-path effect by im-
plementing a MinMax positioning algorithm (Zeng, Xiao,
He, & Yu, 2017).

Similarly Rademacher and Kessel (2015) establish the
characteristics of power evaluation using three mathe-
matical methods to check empirically the behaviour of
the received power which has a normal probability distri-
bution, using the libpcap software library and the power
of the spectrum through the fast Fourier transform.

The proposal of Chen and Zhan (2017) allows a spectrum
monitoring system to use a real time application that can

find the RSSI intensity of the radio bases by means of the
positioning algorithm with the help of statistical meth-
ods of maximum probability (Yaghoubi et al., 2014), as is
the case with mobile cellular networks, spectrum mea-
surement devices are classified into three categories: (a)
spectrum analysers, (b) test drivers and (c) instruments
dedicated only to cellular technology; for this purpose
many monitoring stations require to know the input
power in the receiving equipment from the measurement
results as they show it (Salvade et al., 2004). In addition,
measurement standards must be established according to
the technical standards established by the (ITU, 2015) for
spectrum monitoring.

For the study of Wireless Network coverage (WLAN)
there are different positioning techniques according to
the classification made by Yassin and Rachid (2015) in-
cluding the Cell-ID, time, RSSI and angle; for the particular
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case being studied a system characterization was made
by means of the Cell-ID method in order to identify the
power level of the nearest access point, and the RSSI in
order to quantify the real power of a received wireless
signal, which is subject to losses in free space and phe-
nomena such as attenuation, reflection, diffraction and
dispersion according to (Kochlan et al.,, 2014).

The research compares different methods of RSSI signal
level capture (Yassin & Rachid, 2015) to process the infor-
mation of the frames stochastically every |0msg, through
the embedded wireless cards or dongle that perform
a pre-processing of the captured records by means of
non-linear regression algorithms to obtain an adequate
propagation model.

By analysing the packet structure in Wi-Fi MAC
(Bhanage, 2017) using the aggregation effect, multiple
packets are combined and transmitted independently in
a single transmission unit via the MAC service data units
(MSDU) to the Internet Protocol (IP) stack in order to
access the frame structure (Bhanage, 2017).

B Related work

Generally, a Radio Frequency (RF) propagation model
consists of predicting the coverage of the signal according
to the power level in order to plan the network based on
measurements or simulations, as represented by Malik et
al.,, (2014) with the Opnet Modeler software that makes
predictions by analysing the structure of the packets and
fragments of the frames using the Markov chains.

Similarly, the calibration software patent of the radio
propagation model of Ayadi et al. (2017) uses the field
strength of the radio and the respective location data,
applying the modified Newton’s second order gradient that
helps model the power intensity; this is a reference for the
implementation of the research methodology proposed in
the mitigation of errors in the design of the application.

Also Bouleanu et al., (2016) determines the prediction
of a microwave system by means of the Radio Mobile
application through simulation which compares the mea-
surements made in multiple locations in order to find
the correlation coefficient between the simulated and
measured signal power values, using the irregular terrain
model of two point-to-point rays (ITM). In the case of
Hamim and Jamlos (2014), they compare the field strength

measurements taken by a portable spectrum analyser
and with the results they perform the simulation with the
coverage models: ITM, ITU-R P.1546 and the Hata-David-
son empirical model in order to exhibit larger errors over
longer distances and introduce the necessary corrections
to increase the accuracy of the prediction.

According to Neidhardt et al., (2013) there are crowd-
sourcing Android applications available which measure
the performance of the network under the parameters
of received power, latency, and performance, as well as
determining a mathematical modelling of the measure-
ments in place for frequencies in 2.4 GHz; however, they
do not perform real-time processing.

On the other hand, Kasampalis et al., (2014) compare the
results of the measurement campaigns by using simula-
tions conducted with Radio Mobile and the ICS Telecom
software, estimating the reception losses by using three
empirical propagation models: NTIA-ITS Longley Rice,
ITU-R P.1546,and Okumura- Hata-Davidson.

l Design methodology

Based on the need to perform the measurements of the
spectrum in an automated way, an application is designed
to autonomously configure measurement parameters,
capture, processing, mathematical and statistical analysis for
the visualization of results,and the generation of an empiri-
cal-experimental analytical model as described below.

A. Functional analysis of the application

The processes, elements and activities are defined and
identified, as well as the technical requirements of the
work environment, user requirements and functional
requirements. The synthesis of how the project is con-
ceived is shown in figure |, and the software architecture
describes all the phases of the development of an applica-
tion as described by Medvidovic and Taylor (2010).

With the use of an internal or external wireless device
working on the 2.4 GHz frequency, the spectrum scan
is performed to capture the 802.11 standard frames by
means of the computer; for this, the card is established
in monitor mode using the physical interface to initiate
the capture and administration of the native packag-
es with the help of the Scapy application according to
Zhou, Jacobsson, Uijterwaal, and Mieghem (2010) and
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Capture monitor

B scapy v2.4.0

>>> sniff (iface-IFACES.dev_from_index (32).conunt-100)
<Sniffed: TCP:0 UDP:0 ICMP:0 Other

>>> PACKETS - sniff (inface-INFACES.dev_from_index (32),count-100

>>> hexdump (PACKETS (1))
000017002F000000598E256000000000 .. ..

0000
0010
0020
0030
0040
0050

noﬂznoonﬁnoocrso 00000FFFFFFFFFF

4632C82864D34632C82864D3201867 .
EQCDCBOéGOUOODééCO31C400CC000000 B
00000000000000000001088284889624 .

100>

80486C0301080504000100002A01042F .H1.

/ 0060 010430140100000FAC040100000FAC04 ..0.
0070 0100000FAC02000032048C1298602D1A .
0080 BD181BFFFFFF00000000000000000000 .
0090 000000000000000000003D1608001700 .
00a0 00000000000000000000000000000000 ....
00b0 0000DD0900101802000018000087C612
Terminal 00c0 F81810C000
>>> wrpcap ("D: /WIFI/Capture-pcap", PACKETS
> Data presentation
L Graphic
interface
Computer Qt
Phyton
ye Builder guide [EEEEERERE
Statistics
Mathe Scientific
Dongle Database matical library
vector

Figure |. General scheme of the spectrum management application

the Network Driver Interface Specification (NDIS)
controller that performs the driver function in the net-
work interface card (NIC), enabling TCP / IP protocols
(Rosati, 2014). Internally random channel jumps are made
to determine the channel to analyse, and then the data
is extracted from the structure of the beacons frames in
order to perform the analytical processing that is visual-
ized in the graphical user interface (GUI), the statistical

results, graphs, equations and the models of propagation
referenced (Sati & Singh, 2014).

B. Design of the programming structure

A structural scheme of the development of the application
is established where the characteristics of the functionality
of the algorithm and the logical design are synthesized, as
shown in Figure 2.

THREAD |:
Analysis of data

PROCESS
Define methods and
subprocesses > PROCESS
¢ Process the data supplied scapy
PROCESS by the thread running npcap repository
— v
Execute privileged mode
in the operating system PROCESS
g Store local data in
£ dictionaries and tuples
PROCESS 2 l
Load the graphical N
interface % PROCESS
¢ Update the graphica interface THREAD 2:
PROCESS as buttons and selectors Data Capture
Set the network interface l
in monitor mode PROCESS PROCESS
) Capture packets
PROCESS Graph the filtered data throung SCAPY
Run the two secondary y
threads of capture and analysis

Figure 2. Flow diagram of the programming functional structure
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Initially the methods used in the application are defined,
then the console or terminal is used to establish the
network card in monitor mode accessible to the user
(Giinther et al., 2014) in order to capture the control
and management frames within the header of the link
layer and the resources of the operating system, on which
the application is running. Next, the graphic interface is
loaded where two programming threads (subprocesses)
are started simultaneously, one for data analysis and the
other for the capture of the beacos frames.

The capture is carried out with Scapy using the “sniff”
command and the local variables are routed in the RAM
memory, which are simultaneously accessed by the “data
analysis” thread. In this subprocess, the data supplied
by the Scapy library is managed to create the payload
(Robyns et al.,, 2015), where local data is stored in dic-
tionaries and tuples (Giustiniano et al., 2015). Later the
graphic interface is updated with the information of
the found networks along with the power and other data
that contains the beacons frames, and finally the data is
filtered and graphed for the application.

C. Development of the application

In the research, the Python development tool was based
on the guidelines of Lei et al, (2015) for programming
and accessing information at the physical layer, air inter-
face and link level, because it facilitates low-level program-
ming and optimization of physical resources as expressed
by Zou et al., (2017) and Guerrero-Higueras et al., (201 3);

with Npcap, the hardware is established in monitor mode,
and with Scapy (Rodofile et al., 2015), the capture is
executed from the wireless physical interface in a text file
with extension .pcap, which contains the extracted data in
real time.The tools mentioned above are integrated with
the Pyqt5 application (Harwani, 2018) for the presenta-
tion and visualization of the graphic interface designed.

D.Installation and Implementation

of graphical interface

A friendly graphical interface is installed with the
elements multimedia, icons, indicators and tables in real time
in a graphic, graphically linking the mathematical processes
and the data obtained statistically as shown in Figure 3.

In the evaluation and validation stage of the application,
the pilot tests are executed to obtain the databases of
each one of the tested measuring points which are tested
in the working frequency of the designed application.

Data configuration

This is the process where the adjustment of the param-
eters of the environment and the system are made by
selecting the text boxes of the elements such as the
height of the transmitting antenna, the power, the gains
and the losses in transmission, the frequency, other losses,
the receiving antenna height, the gain and loss in
reception, the initial position of the receiver,and the name

Initial data configuration

Tx Heigth (m)

Gain Tx (dB)

Loss Tx (dB)

Frequency(MHz)

2 | Steep (m) 1| Rx Heigth (m) 1.5
Other loss

3| (dB) 0| Gain Rx (dB) 2
Power Tx

0] (dB) 0] Loss Rx (dB) 0

2435 PO (m) 1

File name capture Capture story

Restore

Figure 3. Graphical user interface


D.Installation

Software for obtaining a model of statistical propagation in real time, Revista Logos Ciencia & Tecnologia, 12(3):128-137

of the directory that stores the records along the path
(Bureau, 201 1), as shown in Figure 3.

Setting interface

The NIC configures the channels to be analysed, the
number of samples that are required, and the sampling
time according to the technical specifications using Scapy
Iface libraries (Scapy, 2018). For the case study, samples
are taken every 404, Pinnagoda, (2017) suggests taking
dimensions of a few hundred meters so that the path
profile and the general environment of the receiver do
not undergo significant modifications as recommended
(Recommendation P-1406-2 ITU-R, 2015).

Data Capture

When running Scapy in the background using the Ifaces
command as proposed by Chen et al., (2017), the capture
of the data in the active interface of the power levels and
other data to be processed of all the active networks that
emit the beacons frames is initiated, this happens when
“scan” is selected in the menu (Sandhya et al., 2017).

Data analysis

This is the selection process of the network to be ana-
lysed; for this the “analyser” menu is chosen, where the
data is filtered by MAC or by name of the network,
the graphs with the RSSI values in dBm, and the basic
statistics (average, modest, variance, standard deviation,
minimum and maximum) of each of the measurement
points in the path are automatically displayed.

Obtaining the model

The “get model” button generates the analytical semi-
empirical propagation model as seen in Figure 4.

The measurements are carried out continuously under
normal environmental conditions and on similar days
to maintain the accuracy of the thereof (Ponomarenko-
Timofeev et al., 2016).The samples are taken at 3-minute
intervals; when the last sample is taken, the program is
instructed to generate the mathematical equation.

Comparison of models

With the “compare models” button option, the compar-
ison between the mathematical models obtained by the
application against models (Erceg-Sui, Minimun Squares,
Okumura-Hata and Cost-231) is visualized, as shown in
Figure 4.

Generation of the semi-empirical model

L] n n E'] L] L] (1]

Power Levels (dBm)

—8— Mea = B= OEUMURA '

=== CO5T MODEL 231 HATA. =—d= MINIMUM SOUARES ==} = MODELLYM

Figure 4. Generation of the semi-empirical model

I Results and discussions

In radio propagation studies it is important to consider
the coverage of wireless radio systems according to the
technical characteristics of the equipment; however, ex-
ternal factors and environmental conditions are often not
considered, therefore, a prediction of the power levels is
used. Thus, parameters that can describe the behaviour
must be obtained, as is the case of the loss coefficient (n)
obtained empirically and the statistical error parameter
(k) (Morocho-Yaguana et al., 2018), applying Levenberg
Marquardt Algorithm (ALM) as a method of solution ac-
cording to the equation | (Kaveh et al., 2017).

y=a+|0(n)|og[%j+k (1

Assuming that: a is the trajectory losses at a reference
distance, n the exposure of losses, d the distance of each
measurement, dO is the reference distance, and k is the
error of sensitivity of the random effects.

The optimization function “scipy.optimize.curve_fit”
obtained from (SciPy vI.2.1 Reference Guide, 2018) is used,
which makes an adjustment through the ALM within the
programming by means of Phyton with their respective
libraries (Forsyth & Zarrouk, 2018).The ALM analysed by
Cui et al, (2016) is a combination of maximum descent
methods and the Gauss-Newton method that exhibits
rapid convergence (Cornejo & Rebolledo, 2016).

Internally, the ALM performs the weight adjustment of
the positional uncertainties of each point of the samples
obtained, using the estimation of the error k within a vari-
ance and covariance matrix.
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If the ALM compared with the standard least squares
method, by using (2) to minimize the sum of the squares of
the deviations between the measured power values
and the prediction values with the model as a solution,
minf (x),toxe R;.

R=1372() @

It is observed that, the vector of the residues is r(x):
R”—)Rmz[rl(x),...,r (x)]T 3)

and each cada r(x), i= I,..., m,for m >=n,as a non-linear
function of R"in R.

By applying equation 2, the corresponding curve is ob-
tained as shown in Figure 4, which in analytical terms is
generated by the software in real time and equation 4
is obtained:

y =—24.183-31.31515l0g(x) 4)

Otherwise it when

Marquardt’s algorithm as interpreted by Toushmalani et al.

happens applying Levenberg-
(2014) as observed in figure 5, which allows us to gener-
ate the parameter of the sensitivity error of the deviations
of the power values with respect to the distance and the
exponent of losses of the environment under measure-
ment, with this algorithm a better precision is achieved
(Newville & Stensitzki, 2018) and it is represented as a
result in equation 5.

InitializeWeights;
While not stop-Criterion do

Calculates C° (W)for each pattern

q= = (W) e (W)

CaIcuIatesjP (W)for each pattern

Repeat
Calculates Aw

p T p
e, = =l eP (w+AW) e (w+Aaw
2= 2 s aw) ¢ s aw)
If ¢ <e, them
u=u*p
End If
Untile|<e2
u=pulp
W =w+Aw
End While

Figure 5. Pseudocode of Levenberg-Marquardt algorithm.

The results of the obtained parameters are expressed ac-
cording to:

y =—29.960784 +10(-3.31530)log x)+5.7773 (5)

When confronting the semi-empirical model obtained
with the propagation models Okumura-Hata and COST
23 1-Hata; it is observed that the Okumura-Hata model is
based on measurements for mobile macro cell systems,
for distances between the mobile and the base station
between | and 20 kilometres. Define the expressions for
four different environments, urban dense and urban medi-
um, suburban and rural; for the case of the urban environ-
ment, it uses the general equation (6) for losses, where
Lurb (dB) are the decibel losses using the expression of
Yacoub (2019).

lurb = 69.55 + 26.161og(fc) —13.82log(hte) - a hre)

+(44.9-6.55l0g (hte))log (d) ©)
Where fc (MHz) is the operating frequency, hte (m) is
the height of the transmitting antenna, d is the distance
between the base station and the mobile station, and
ath ) is the correction factor of the receiving antenna.
The calculation of this factor depends on the density of
the environment and is calculated with (7):

3.2[log (1 1.45hre)]* — 4.97
8.29[log (1.54hre)]* —1.1

fc > 300

a(hre) = r —fc <300 7)

In the case of the Model Cost 231-Hata (Ambroziak &
Katulski, 2014), the conditions of use are based on the
characteristics of frequencies between 1500 to 2000
MHz, mobile height between | and [0 m, height of the
base station between 30 and 200, my link distances of |
and 20 km, c is 3dB for urban areas (Stuber, 2017).The
resulting basic losses are represented by (8):

PL[dB]=46.3+33.9logf —13.82loghb—a(hm)

+(44.9-6.55)logd +¢ ®

Where hb is the height of the base station, hm is the
height of the mobile, a(hm) is the correction factor of
the height of the mobile, for urban area it is obtained with (9):

a(hm) =3.2[log (1 1.75hm)]> - 4.97 9)

Checking with the Erceg-Sui model (Elsheikh et al., 2017)
which uses equation (10), it works in frequency ranges
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from 2 GHz to || GHz, proposes to characterize scenar-
ios by categories according to the following parameters:
d is the distance between base and receiver in meters, 4
is the wavelength, y is the exponent of losses, hb is the
height of the base station in meters, s is the shadowing
effect and a, b, c are constants that depend on the catego-
ry of the terrain (Choudhary & Dhaka, 2015).

Lb(dB):20Iog{4pld°}+I0{a—bhb+hi}*log{%] (10)

b

+s ;ford >do

According to Figure 4, in terms of received powers, the
LVM loss model is the best fit for field measurements of
tabulated mean data compared to the normal least squares
model with a margin between 2dB and 4dB difference.

When confronted with the Okumura-Hata model there
is a considerable loss between 10 dB to 14 dB below the
value obtained with the LVM model for each measured
power point, which means that this model does not fit
the power prediction techniques; likewise, it can be in-
ferred that Cost-231-Hata and Erceg-Sui models are also
not good predictors due to the number of variables that
have to be considered in a field study; it is convenient to
establish a correction factor in the analytical expression
obtained in order to determine that the power probabil-
ity does not exceed the reception threshold limits at the
time of performing the test drive on the radiated power
levels of the transmission equipment.

| Conclusions

The environmental conditions of the real time field tests
are established in an environment with similar character-
istics regarding: measurement times, climatic conditions,
computing capacity, sampling, equipment calibration, er-
rors and possible dispersing elements in the LOS and
NLOS links in urban environments.

For greater safety, the locations of measurement points
on shorter paths must be estimated according to the
wavelength, strictly respecting technical regulations for
spectrum measurement and the operating conditions of
the measurement equipment.

Test drive measurements should be selected so that there
are no objects that produce reflections and generate dis-
continuities in the measurements. Direct examination of

the ground profile is required in a complete and accurate
manner, guaranteeing a confidence interval of 3 dB around
the real average value measured in the field, and ensuring
a higher level of power and a decrease in the sensitivity
error resulting from random effects (k) obtained in the
model equation.

The Python and Scapy software tools used speed up the
capture of 93% of the frames beacons transmitted in
the wireless channel by continuously sampling the power
levels every 10 milliseconds, so there is a random channel
hop, in turn facilitating the processing of the spectrum
signals more accurately.

The source code in Python allowed only three program-
ming threads to integrate the lines of code in a com-
pact way to reduce the processing time: (|) the main
thread that controls the graphic interface to manage the
events and threads, (2) another thread that captures
the frames and stores the variables, and (3) the final
thread that processes the frames for the statistical analy-
sis of the data, applying the ALM algorithm and visualizing
the equation in the graphic interface.

When the ALM algorithm is used, the fit of the data with
the non-linear least squares problem is improved, since
it is an iterative algorithm that combines two methods
to facilitate the convergence of the value of the power
levels and reduces the processing time of the estimated
parameters.

One mechanism for improving the application in the
future is to use artificial intelligence algorithms, such as
“Reinforcement Learning” to reduce sampling times un-
der extreme environmental conditions.

Another way to optimize the software is to use an
optimal overfit prediction model through Machine Learn-
ing, using a large data set for training with cross validation
and early detection techniques, which increases iterations
and reduces redundant data.
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