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ABSTRACT:

Introduction/purpose: A static absorber is capable of neutralizing any signal either in the physical or virtual domain and its analysis
will be presented in this paper.

Methods: The approach used here includes purely scientific thoughts as well as a model with its explanations evaluated step by
step applying highly sophisticated computer tools for design and simulation. No empirical results will be attached, only claims
with their evidence.

Results: The crucial outcome of this research is a completely new approach to binary systems that are now observed as a set of
real numbers.

Conclusion: The purpose of this research is to introduce something brand- new that can be used in cyber industry while a dynamic
variation of the absorber is still under development.

KEYWORDS: cyber defense, intelligence, static absorber, signal ban, hacking, singularity, mathematical modelling.

Pe swowMme

Beeacnue/ueab: B aaHHOM cTaThe GYACT MPEACTABACH aHAAMS CTATHYECKOrO abcopbepa, KOTOPBIA cIOCOOCH HENTPAAM30BATh
A6 CUTHaA KaK B pH3HYECKOM, TAK M B BUPTYaABHOMN TAOCKOCTAX.

Mertoppt: HMcnioapsyeMblii B CTaThe NMOAXOA BKAKYACT B CeOSl MCKAIOYMTEABHO HAy4YHbBIE PACCY’KACHHS, a TAKXKE MOACAb C €€
O6’bﬂCHCHI/IHMI/I, KOTOPBIC 6bIAI/I BHUMATCABHO HPOaHaAI/ISI/IpOBaH])I M OLICHCHBI C IIOMOIIIBIO BBICOKOP33BHTBIX BBIYMCAUTCABHBIX
MHCTPYMCHTOB AASl IPOCKTHPOBAHHS M MOACAHPOBaHMS. JMIMPHUYCCKUE PE3YABTATBI K CTaThe HE IIPHAATAIOTCS, 3 TOABKO
YTBEPXKACHHS C UX AOKA3aTCABCTBAMH.

PesyabTaThl: 3HAYMMBIM PE3YABTATOM AAHHOTO HCCACAOBAHHS SABASICTCS COBEPIICHHO HOBBI IIOAXOA K ABOMYHBIM CHCTEMAM,
KOTOpbIE B AAHHOM HCCACAOBAHHH CBS3aHbI CO MHOXCCTBOM ACHCTBUTEABHBIX YHCEA.

Boioabt: LleAb AAHHOTO HCCACAOBAHHMS 3aKAIYACTCS B IPEACTABACHUU COBEPUICHHO HOBOH KOHLICIIIUH, KOTOPask MOXET OBITh
HCIIOAB3OBaHA B KHOCPUHAYCTPHH, B TO BpEMsI KAK AMHAMUYECKHI BapuaHT abcopbepa Bee ellie HAXOAMTCA B CTAAMH PaspaboTKu.

Kn1io4eBH&L e C J O B @ BBICOKOTCXHOAOTHYHAs 6CSOH3CHOCTL, 3HaHU, CTATUYECCKUI aGcochp, OTKAOHCHHUC
CHUTHAAOB, XaKCPCKHEC aTAKH, CHHI'YAIPHOCTDb, MATCMATHICCKOC MOACAUPOBaHHC.

ABSTRACT:

VBoa/umm: Crarnuku ancop6ep, uja aHasusa he 6utn npukasana y oBOM paay, y CTamy je A2 HEYTPAAUSyje CBAKH CHTHAA Y
$UBUYKOj AU BUPTYEAHOj PABHHU.

Meropn: TTpeACTaBACHO je HCKAYYHBO HAyYHO PasMMUIAAE U MOACA Ca OfjallmbebHMa KOja Cy MaKAUBO CBaAyHpaHa
kopuuhemeM COPUCTULMPAHNX PauyHAPCKHUX AAATA 3a [IPOjeKTOBALE U CUMyAALHjy. EMIUPHjCKH pe3yATaTH HHCY IPUAOKCHH,
Beh camo TBpAIbE ca BUXOBUM AOKa3HMa.

Pesyaratn: HajsHauajHuju pesyATaT 0BOI MCTpakMBamba jeCTe IOTIYHO HOBH IIPHCTYI OMHAPHUM CHCTEMHMA KOjHU Cy OBAC
IIOBE3aHH €2 CKYIIOM PearHHX 6pojesa.

3axwyyax: CBpxa OBOT HCTPAXKHBAA j€CTE Ad IPEACTABH IOTIIYHO HOBH KOHLICIIT KOJH MOXE Ad C€ KOPHCTH Y caj0ep HHAYCTPHjH,
AOK je AMHAMUYKA BapUjaHTa ar{copGepa joln yBek y ¢pasu pasBoja.

KEYWORDS: BHCOKOTEXHOAOIIKA 6636€AHOCT, Cas3Hamwa, CTAaTHYKH ancop6€p, 0,A,6I/IjaH>C CHUTHAaA2, XaKOBabe, CHHIYAAPHOCT,
MaTEMaTHYKO MOACAOBAIHE.
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INTRODUCTION

The first applications of binary algebra started several decades ago. The entire mathematical concept is based

on the set theory which deals with two basic elements: 0 and 1. Engineers of the 20® century discovered
semiconductor technology that represents 0 and 1 as the definite voltage values: 0 V and 5 V. In such a way,
that paradigm has gotten its physical sense as in digital electronics where it deals with real electricity fields. The
idea of the given mathematical model is quite simple and it relies on the fundamental and proven theorems
of binary logics. This paper demonstrates a complete set of mathematical models, digital circuits, and truth
tables as well as proofs that serve to illustrate a digital logic scheme being capable of neutralizing any signal
or a set of signals coming to its input. In other words, whatever is given at the input will be made into 0 at its
output. This is feasible as any signal being ANDed with its inverted variation is equal to 0. Apparently, such
a model can be assumed as a singularity in the voltage field and some testing graphs in such a context will
be described. Also, this paper will introduce a completely new approach to binary algebra offering a chance
to analyze such an energy area in a set of real numbers. In the essence, this modelling can serve in software
and hardware production as there have been a lot of benefits from a static absorber that can be applied in
cyber industry. Indeed, there have been a lot of pluses and minuses of such a solution and this article will
address how to use its advantages and, consequently, avoid some drawbacks. (Djekic, 2020b; Djekic, 2021¢;
Djekic, 2021d)

In general, technology has always been a responsibility of the one who applies it and for such a reason it is
important to appeal to everyone being in possession of something powerful to deal with it with selflessness,
not selfishness.

It has been quite easy to pass by things without noticinganything. Once mankind has had an eye for details,
it will progress much faster than ever. The nature is full of wonders that wait for humans to pay attention to
them. Apparently, that is how the biggest discoveries in science were made. Next, there has been a question
how well the current natural phenomena were explained and understood. For instance, it is well known that
an original signal with its inversion at the input of the AND logic gate always gives 0 at the output. Boolean
algebra can mathematically prove such a theorem and, indeed, digital electronics can provide these circuits to
work accurately. Indeed, it has been necessary to sort things out intelligently in order to get their maximum
performance. In other words, it is like testing the mathematical and logical IQ by attempting to fit the right
shape object into the right opening. Another good question about such a theory could be: Where will all
that energy go if anything at the input gives nothing at the output? It seems something has been very strange
with such a circuit as it behaves like a singular point pulling everything inside. On the other hand, if that
logic configuration were to behave like a sink, it would need better mathematical modelling to be better
tackled. Also, there has been a strong need for computer simulations as well as experimental examinations in
order to gain a deep insight into all scientific secrets. Humankind may not be at that degree of technological
development at present, but the ongoing tendency suggests that the modern world could be on a good track
to make a better use of current endeavors.

Next, there has been a sense of wonder how such a fundamental Boolean rule could serve in cyber security.
The majority of the present IT security solutions are based on binary algebra. On the other hand, the
marketplace is literally overwhelmed with highly expensive, but not that effective analytical tools. In other
words, cyber defense analysts sitting in their security operating centers (SOCs) can recognize if anyone has
been trying to make a breach and maintain connection with some network’s device, but in order to protect
their asset from such an attack they need to terminate that signal manually. It is an appealing message, is it
not? In the 21% century, something is still needed to be done with hands. How inconvenient?! Apparently,
if it is feasible to recognize web’s anomalies, it should be possible to terminate them automatically letting
only trusted devices exchange the information with a well-protected grid. Indeed, there has been something
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which could absorb any signal and if there were an opportunity to pass only untrusted connections through
that absorber, all unwanted behaviors would be banned in a sub-second period of time. No more breaches,
right? At this stage, it is about how to prevent or probably reduce such a concern; however, if the right things
are put into right places, the best possible performances are expected. (Djekic, 2017; Deki¢, 2021)

In a similar way, hackers can get a brilliant idea creating a malware that can neutralize the internet
connectivity and put into quarantine any infected object. In total, everythingis still an idea which can become
a reality in the coming time.

The purpose of this idea is to improve the effectiveness of the incident response turning active defense into
the passive one or, in other words - converting monitoring and incident responses into extremely intelligent
prevention. There has been a need to develop a computer code very smartly so that it could differentiate
trusted from untrusted behaviors on the web. (Djekic, 2021a; Djekic, 2021b; Djekic, 2021c)

Maybe it is not that much about artificial intelligence as it has been about allowing the communication
through a well-developed algorithm that can make a decision, not think for real. Also, there is a need for
anti-breach software, where the attacker leaves an IP address, but cannot establish communication with a
targeted device for being rejected any time an attempt occurs. In other words, it is a sort of communication
filtering and quite good protection due to which cyber warfare could be history if appropriately applied. The
entire concept can be imagined as the informatics body armor of cyber warriors that cannot be wounded or
killed on their positions once they apply such a shield. The model is called static since it uses only logic gates
without returning branches that could consist of some memory elements.

MATHEMATICAL MODELS USING BINARY ALGEBRA

The set theory is a well-developed and researched area of mathematics which has many applications in
everyday life. On the other hand, there is binary algebra that deals with only two unique elements, 0 and 1.
Such a field of science has found many usages in electronics, especially digital, as the entire modern computer
science applies the results of these explorations. In this research, it has been investigated how it is possible to
do modelling of logic circuits without any dynamics applied to them in order to analyze and simulate their
behavior excluding real experimental conditions and laboratory testing. Also, no coding has been done in
this research as it presents an idea how to develop a code so far as mathematical modelling can contribute
in making both hardware and software.

A basic static absorber can be obtained if original and inverted signals are settled at the input of the AND
logic gate. The mathematical description is given in equation (1) as follows:

B=A-A

where:

A - is an input to the AND logic gate which is in affirmation;

A -is an input to the AND logic gate which is in negation; and

B - is an output of the AND logic gate with two inputs so far.

In other words, any combination at the input will give 0 at the output causing the signal to just disappear.
This is given in equation (2) as follows:

A-A=0
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where:

A - is an input to the AND logic gate which is in affirmation and

A-isan input to the AND logic gate which is in negation.

This can be examined in the truth table that is given in Table 1 as follows:

TABLE 1
Truth table of the initial static absorber

A E
0 0
1 0

Next, an illustration of the basic static absorber digital circuit will be provided. The illustration is made in
Logic Circuit Designer software that can offer quite a reliable simulation option. Figure 1 is given as follows.

D —@

FIGURE 1
Basic static absorber circuit

The illustration represents the AND logic gate with 2 inputs which are, in this case, the original signal and
itsinverted version. If equations (1) and (2) are taken into consideration with their truth table (given in Table
1), itis quite obvious that the results of the simulation will be identical to the given mathematical description.
In this case, such a model has gotten its proof and it is highly recommended that software developers make
an attempt to create a program that can work as given through this modelling. Also, it is obvious that any
entry at the input of this circuit will absorb the signal and give 0 as its output. Further, it will be explained
why such a sort of mathematical models could be considered as a singularity as it literally neutralizes any
clectricity coming in. In other words, it can be discussed that everything given in equations (1) and (2) as
well as in their truth table and logic diagram will be like a sink to anything at the input. The recommendation
is to go deeper into the analysis of electronic circuits in order to completely understand such semiconductor
technology as well as the behavior of the applied electronic elements. Digital electronics is a field with so
many areas to investigate and at this stage there has been insufficient awareness about the opportunity that
such a branch of science and technology can offer so far.

This paper will demonstrate how a slightly complicated model of the static absorber can be developed.
In such a case, through simple mathematics and proof using truth tables and logic simulations, it will be
shown how this model can find its applications in practice. From this standpoint, it is possible to begin with
a mathematical model that relies on Boolean algebra and combines the AND, OR and NOT logic functions.
The description of the model is given in equation (3) as follows:

C=(4-4)+(B-B)
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3)

where:

A - is an input to the AND logic gate which is in affirmation;

A-isan input to the AND logic gate which is in negation;

B - is an input to the AND logic gate which is in afhrmation;

B-isan input to the AND logic gate which is in negation; and

C - is an output of the OR logic gate that always gives nothing for a result as its inputs are always 0.

As given in equations (1) and (2), something AND its inversion are always equal to nothing; so, if
everything is submitted into equation (3), it will be continued with equation (4) as follows:

C=0+0=0

where:

C - is an output of the OR logic gate that always gives nothing for a result as its inputs are always 0.

In practice, the OR logic gate gives nothing only if all its inputs do not have a signal as their incoming
value. Such modelling can serve in designing much complicated logic circuitries. Apparently, the real clues
to this modelling can be obtained via equation (3) the truth table of which is given in Table 2 as follows:

TABLE 2
Truth table of the complex static neutralizer

[l Ul [l [l
[l Ce= Il fan ) us}
[a)le]la)lle]lg]

The truth table given above is the evidence of the well-developed mathematical model whose logic circuit
is given in Figure 2 as follows:

0
@ Ho——@

FIGURE 2
Logic diagram of a complicated static absorber

The static absorber is possible to be designed applying so simple and fundamental logic functions available
in both hardware and software formats. The further research will try to handle a set of real numbers in order
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to examine all possibilities of an energetic field as well as some characteristics of semiconductor technology
typical to silicon-based solutions. It will also introduce a kind of mathematical transformations from a set
of binary numbers into a set of real numbers trying to invoke the entire new area of mathematics that
could find its applications in future scientific research and explorations. In other words, it will be necessary
to thoroughly understand the physical characteristics of digital technology since it can cope, as far as it is
known at this stage, with the singular points in some scalar or vector fields, suggesting maybe that future
investigations will need a better understanding of the field theory. At this stage, it is feasible to offer some
ideas and indeed, the entire investigation can be so time-consuming and can need a great deal of effort from
the scientific community worldwide.

EXAMINING FUNCTIONS IN A SET OF REAL NUMBERS

Boolean algebra is a part of the set theory that consists of two basic elements: {0,1}. It seems the binary
numbers deal with duality since they can be described as a series of Os and 1s. Quantum mechanics suggests
that the entire nature deals with duality and oscillates between two basic states, matter and energy. At this
stage, it is quite hasty to make any sort of correlations as there is a need for more profound research in both
theoretical and empirical manner. The purpose of this effort is to bring forward some brand-new ideas and try
to find a link between something already known. In this paper, it is discussed how to design a static absorber
which, from the perspective of the field theory, could be regarded as a singularity in the energy field.

Indeed, equations (1) and (2) provide some fundamental steps into such an investigation and, no matter
what the inputs are, the output is always nothing. In theory, the absorber could neutralize any power as if
some ways of signal conversion were applied. The recommendation is to make as many experimental attempts
as possible since their results will help defense industry on its way to produce something that will truly work
in practice. As mentioned before, binary algebra deals with two basic states like quantum physics, so in other
words — maybe a Boolean analysis can be used for future research and modelling in that area of science.

The real impact of this article will be described under this chapter as it is needed to introduce a
completely new approach to binary logics as a fragment of mathematics that needs to deal with some practical
applications as well as with a much deeper understanding of its theoretical paradigms. Further, this chapter
will introduce how the binary functions can be presented in a set of real numbers making a comparative
analysis of the input and output energetic fields. Everything will be illustrated in the 2-D and 3-D coordinate
systems trying to encourage prospective researchers to give their contributions. It will be also explained how
the previous mathematical models could be transferred in a set of real numbers not giving any analytics of
the transitional function that could project the elements of the binary logics set into the set of real numbers.
For such scientific research it may be necessary to gather a multidisciplinary expert team who would work
on such a project for a longer period of time.

Indeed, it is well-known that if equations (1) and (2) are dealt with in the binary set of numbers, such a
correlation can give an equation in the real set of numbers as follows:

B=A4-(1-4)

where:

A - is an input signal in affirmation that is multiplied with its negation;

1-A - is an inverted input signal that is a negation of the input 4 which is in the sense of Boolean algebra
illustrated as A, and

B - is an output signal that is a product of affirmation and negation being brought at the inputs.
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In any case, the output of equation (5) is 0 which can be described with the truth table as follows:

TABLE 3
Truth table of the static absorber

& 1-4 E
0 1 0
1 0 0

As illustrated in Table 3, for

A Be AAABG{D,l}’

it has been feasible to prove that if the binary values have been taken for the inputs and the output, the
result will always be a neutralized function that can be graphically represented in a set of real numbers

via the graph made in the 2-D and 2-D form using the 3D Grapher tool. These illustrations have been

provided in the figures as follows.

FIGURE 3
2D graph of equation 5

Figure 3 shows how equation (5) behaves in the 2-D coordinate system indicating that it is about the
square function if 4.8¢(-.+=) .

In other words, in such a case, it is possible to compare a correlation between the input and output signals
which can be voltage dealing first, with the values 0 V.and 5 V as well as the rest of taken variables.

The next illustration in the 3-D surrounding suggests how input and output voltages are dependable on
each other. The graphical representation is given in Figure 4 as follows.

Figures 3 and 4 give a closer insight into how equation (5), being the square function in a set of real
numbers, behaves in the 2-D and 3-D space. If singular dots behave like a sink in this case, it is quite clear
they can be analyzed as a curve as well as an entire surface in the 3-D environment. As explained through this
chapter, the AND logic function in Boolean algebra can be represented as a product in a set of real numbers.
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Ela Edr Yew Graphs Anivotion Helb

D E & »e BlLE FOFXF ?.
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FIGURE 4
3D drawing of the singularity surface

On the other hand, signals in affirmation and negation are given as described in equation (5). 3D Grapher
software deals with the X-Y-Z coordinate system and in this case it is given that X=u, Y=v, and Z=u*(1-
u). De facto, the true correlation between the inputs and the output would be X=u, Y=1-u, and Z=u*(1-u).
That means only in such a case it is possible to analyze the behavior of the inputs regarding the outputs.

At this stage, it is sufficient to demonstrate the feasible singularity objects as practically there is only one
input being either in affirmation or negation and its unique output deals as given above. The advice for future
research is to make an attempt to compare input and output voltages in order to realize how they depend on
each other and why such an energetic field neutralizes anything getting close to it.

Further, it is significant to introduce the behavior of equations (3) and (4) in a set of real numbers. Their
mathematical model is provided in equation (6) as follows:

C=A4-(1-4)+B-(1-B) o

where:

A - is an input which is multiplied with its negation being (1-A4) in which case these two inputs give some
product as a result;

B - is an input which is multiplied with its negation being (1-B) in which case these two inputs give some
product as a result; and

C - is an output of the big function which is in this case a sum of the variables mentioned above.

The truth table of equation (6) is illustrated in Table 4 as follows.
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TABLE 4
Proof of equation (6) in the truth table

[l Ll (B [l e S
[l C=l Il Ll Jux]
[a)le]lall=]g]

Apparently, it is necessary to illustrate, using 3D Grapher, how equation (6) deals in the 2-D and 3-D
space leaving to other researchers to examine the behavior of the input and output energetic fields. At this
level, it is enough to demonstrate such a behavior only in the sense of the X-Y-Z coordinate system. The
illustration in the 2-D form is given in Figure 5 as follows.

In this case, the 3D Grapher mathematical model includes two inputs and only one output whose
correlations are given in Figures 5 and 6. The model is as follows X=u, Y=v, and Z=u*(1-u)+v*(1-v) which
can be assumed as a singular area seeking to be better investigated. In total, some initial ideas are given through
this effort and there is a huge task for researchers, engineers, and scientists to develop more superior findings
for the entire defense industry.

Fle Edt Yiew Grchs Animation jeb
D & - B LLEL FOFXF ¢ .

g Be RSl 8.

FIGURE 5
2D behavior of equation 6

On the other hand, the 3-D variation of equation (6) is given in Figure 6 as follows.
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FIGURE 6
3D graph of equation 6

APPLICATIONS IN CYBER INDUSTRY

As it is well known, one of the biggest applications of Boolean algebra is within digital systems and their
electronics. The overall computer science and engineering area relies on that mathematical landscape. One
of the worst nightmares for any I'T security professional is a breach into some IT infrastructure as that can
mean loss of data, sabotage or espionage. Entire teams of cyber analysts have been employed 24 hours a day,
7 days a week in order to discover and terminate any attempt to break into protected networks and establish
communication between them and the hacker’s workstation. (Djekic, 2021f; Djekic, 2019; Djekic, 2020a)

The point is, these professionals will need to manage their surveillance capacities and disconnect manually
any attempt of a breach. This is called a good incident response. In other words, monitoring software can
recognize any anomalies in the cyberspace, but the incident response is not very effective as it is needed
to be done manually. The idea of this research effort is to suggest that the effectiveness of the incident
response could be improved by simply passing untrusted traffic through a static absorber and terminating
it subsequently. The neutralizer would in such a case reject anything being unwanted and the total incident
response could take only a few moments. The basic theory of such a concept is given in this paper and if the
idea passes some deeper analyses it could find its place in practice. At this stage, it is sufficient to be aware of
such simple, but yet powerful abilities of binary numbers.

CONCLUSION

This paper discusses some possible capabilities of binary logics suggesting that a static absorber already has
some initial modelling, while its dynamic version is still under development. The results given here can trigger
an entirely novel research stream when these ideas become empirically verified. Finally, humankind has a skill
to handle such superior technology, but the message is to be responsible while doing so.
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