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ABSTRACT:

Introduction/purpose: This paper provides an overview of Unmanned Aerial Vehicles (UAVs) from their early days to their
integration into modern wireless networks.

Methods: It analyzes, synthesizes and compares the UAVs development technologies throughout their history with significant
aspects of their integration in wireless communication networks.

Results: Important aspects of wireless communications as one of the key technologies for UAVs are presented. Next, energy
efficiency as a research path for UAVs is considered. The paper also emphasizes the present state in this area as well as what the
future of UAVs in communications will be.

Conclusion: UAVs are important not only for widespread military usage in various combat operations and warfare environment,
but also for other purposes such as their integration in 5G networks.

KEYWORDS: unmanned aerial vehicles (UAVs), drone swarm, Military Internet of Things (MIoT).

Pe sioMe:

Bseaenue/uean: B AaHHO# cTaThe MpeACTaBACHA UCTOPUS GECTTHAOTHBIX AeTaTeabHbIX anmapatos (BITAA) or ux cospanus Ao
MHTETPALMH B COBPEMCHHBIC 6CCIIPOBOAHBIC CCTH.

Metoapr: IIpoBepcH aHaau3, cuHTE3 U CpaBHEHHUE pasBUTHs TexHOAOrHH BITAA Ha mpoTspkeHHH Beelt HX HCTOPHH, C AKLIEHTOM
Ha 3HAYMMBbIC ACTICKTHI X HHTETPALIUK B CETH OECIIPOBOAHOM CBSSH.

Pesyabrate: B craThe mpeaCTAaBACHBI Ba)KHBIC aCICKTBI OCCIIPOBOAHOM CBSISH KaK OAHOHM M3 KAIOUCBBIX TCXHOAOTHH AAS
passutuss BITAA. Taxke paccmarpuBaercst aHeproapPpeKTHBHOCTh Kak HampaBacHHE AAst uccacpoBanuii BITAA. TTomumo
BBILICTICPCIMCACHHOTO, B CTAThe ONUCAHO HacTosuee coctosnne BITAA u nx nepcnextussl B Gyaymem.

BeBopbr: BITAA urpaior BaxHyio pOAb HE TOABKO B Pa3AHYHBIX BOCHHBIX OIICPALUSX B OOCBBIX yCAOBHSX, TAC OHH IIMPOKO
IPUMEHSIIOTCST, HO OHH TaKKE MOTYT OBITH IIOAC3HBI B AAST ADYTHX LICACH, TAKHX KaK, HAPUMEp, HHTerpanust B cetu SG.

KnodueBr e CJ 0B a: 6ecuaoTHbIE AcTaTeAbHbIe antmapatsl (BITAA), poit ApOHOB, BOEHHBIH HHTEPHET BEIIEH.

ABSTRACT:

AUTHOR NOTES

zoranmilicko@gmail.com
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VYBoa/uun: Y paay je npeactaBsen ucropujat becrmaotaux aeteania (BA) — op mocranka Ao nnterpanuje y caBpeMene 6exudHe
Mpexe.

Mertoae: Kopumhene cy anaause, cuntesa u ynopehusame TexHoAorHje pasBoja GECIMAOTHHX ACTEAHIA KPO3 HCTOPHjy ca
3HAYajHNM acIeKTHMAa HHTErpanyje y 6eXuaHe KOMyHUKALMOHE MPEXe.

Pesyararu: [IpeacTaBayeHn ¢y BaKHH acleKTH GeXHdHE KOMyHHKALHj€, Kao jeAHE OA KAYIHUX TeXHOAOTHja 3a BA. Pasmarpana je
M eHepreTcka eUKacHOCT Kao IyT UCTpakhBama becuAOTHHX AeTeanna. Takole, onmcyje ce capamma gpynkuuja BA u npeasuba
Gyayha xomyHuKanHja ca BUMa.

3akaydak: BecrmaoTHe AeTeAnIe HUCY BasKHE caMO 32 IMPOKY BOjHY ynoTpely y pasandutum 60pOCHUM OIeparujamMa i paTHOM
oKpyXemwy, Beh 1 3a Apyre cBpxe, monyT uHTerpanyje y SI' Mpeske.

KEYWORDS: 6ecriuaorue AETEAULIE (EA), poj 6eCITUAOTHUX AETEAULIA, BojHe HHTEPHET CTBAPH.

INTRODUCTION

Unmanned aerial vehicles (UAVs), also known as drones, are aircraft piloted by remote control without
human on board. Embedded computer programs are included, too. A drone tends to be defined in different
ways. Two of them are as follows:

- "An unmanned aircraft or ship guided by remote control or board computers” (Meriam Webster’s
America’s most-trusted online dictionary for English word definitions and meanings).

- "A drone in technological terms is an unmanned aircraft. Essentially, a drone is a flying robot that can
be remotely controlled or fly autonomously through software controlled plans in their embedded systems,
working in conjunction with on board sensors and GPS" (Internet of Things Agenda).

UAVs have enormous potential in enabling new applications in various areas ranging from aerial
inspection, photography, precision agriculture, traffic control, search, package delivery, telecommunications,
medicine, surveillance, etc. Emerging technologies can benefit from significant potential of UAVs equipped
with cameras, sensors and GPS receivers in delivery Internet of Things (IoT) services from great heats,
creatingan airborne domain of the IoT. Also, the Military Internet of Things (MIoT) represents a class of the
Internet of Things for combat operations and warfare. On the other hand, the military IoT could be treated
as an internal network with a group of distributed smart objects such as military vehicles, weapons, soldiers,
equipment, etc. interconnected with the existing military infrastructure, command and control systems.
However, there are many issues to be resolved before the effective use of UAVs can be made including
security, privacy, and management.

BACKGROUND

In should be noted that the earliest military drones appeared in the mid-1850s. The conception dates back
to 1849 during the war (see Table 1) between Austria and Venice. Unmanned balloons with explosives were
used. The Austrian forces launched around 200 incendiary balloons with 11 kg to 14 kg bombs each. It is
interesting to note that only one bomb found its mark, while most of the balloons were blown away due to a
change in wind direction. From the point of view of military technology, the use of balloons does not meet
the current definitions of drones.
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TABLE 1
UAVs background

No. | NAME YEAR |REASON DESIGNED EY | CHARACTERISTICS
Earliest 1845 Ihe war Unrmanned
1 military - zfg:ie; ‘]f‘o";iterslan balloons equipped
drones 1850 with explosive
and Venice
Louis Ereguet
with his
Work on brother Forerunner of the
2. |Gyroplane 1905 |the Jacgues and helicopter with
gyroplane  |under the flexible wings
guidance of
Charles Richet
‘I:V?;.;;Shl?sreguet Rotary-using
aircraft that has 4
CGuadcopter brother
3 configuration | 1907 ALUAYS Jacques and mam
of drones are drones rder the rotors propellers
controlled or auto
guidance of guided
Charles Richet
Drone by Aerial Used against
4. ?l}:jsct;? 1918 target Rusteon Proctor zeppeling
Radic
5. féi:;ﬂgm 1917 |guidance |Archibald Low | First wireless rocket
systermn
To Gyroscopic control
& Kettering 1917 {epresent USs Army intended tE:
Bug aerial represent “aerial
torpeda” torpedo”
Radic Small radio-
7. |oae 1930 |comrol | prenet controlled aircraft
ighter
systermn model
8 Queen bee 1935 Radic Eritish radic Radio-controlled
control control target drone
ID-2D-1 Reversa— Fulse jet-powered
| Curtiss TD- | 1942 Americans unmanned aerial
engineered
2D-1 drones
. simple autopilot to
10 fADgg ;1 g | 1244 Eg’;;f German army | control altitude and
air speed
Mach strategic
reconnaissance
aircraft
SR-71 developed and | Long-range, high
1 Blackbird 1950 | 5py plane manufactured | altitude
by Lockheed
Martin
Corporat.
MNo. | NAME YEAE |REASON DESIGNED EY | CHARACTERISTICS
Jet— Ryen To recover any
12 |Ryan 14785 | 1950 | powered Aeronantical information
drone gathered
Alternative
power Sponscred by Solar-powered
13 |HALSGL 1980 source for |the Cla aircraft
drones
Building
an 4 join project | Medium-sized
14 |RQZ Ploneer | 1988 HISKPENSye by the U5 and |reconnaissance
drone for Israel aircraft
fast
operations
g |Versions of 1990 | Miniand berovironrment | Mifi and macro
UAVS MECr Predator wersion
16 |predator 500 | T0 lunch General Mini and macro
missiles Atornics wersions of UAYS
Small-
17 Ravern, After |sized AeroVironment |Fixed-wing
Wasp, Pumma | 2000 |fixed-wing |Inc. surveillance drones
drones
Pivotal year of the
history of drones,
First with consurmner
cormmercial application slow to
15, | SommercEl | song | drone Fak start andl with 2
drone .
permit was srmall number of
issued people applying for
permits in the first
few years
2006 &lotof
19 ?]fgf tion - ?I?Ezsf cial different A3 delivery vehicles
2015 manufacturers
Use of small
devices with
50 %ﬁee;a(\jt}on sa1e |Operational o, . aircraft weight less
srmall UASS rules than 25 kg (Sn@ll
unmanned aerial
systemn UASS)
To explore the
Mational expanded use of
program drenes including
21 INational 2017 “Drone FAL beyond visual line
Prograr integration of sight flight,
pilot night time
program” operations and
fight over people
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In 1907, an early development of this technology appeared, called the quadcopter configuration. That year,
Louis Breguet (Figure 1) and his brother together with the help of French physiologist Professor Charles
Richet (Figure 2), developed a gyroplane, the forerunner of the helicopter. It should be noted that in 1905
Louis Breguet with brother Jacques and under the guidance of Charles Richet began work on a gyroplane,
the forerunner of the helicopter.

FIGURE 1

Louis Charles Breguet
(Wikimedia Commons, 2021a)
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FIGURE 2
Charles Robert Richet
(Wikimedia Commons, 2021b)

British engineer Archibald Low (Figure 3) developed a radio guidance system in 1916 and during Word
Woar L, he used it in the radio-controlled plane called the Ruston Proctor Aerial Target.
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FIGURE 3
Archibald Montgomery Low (A. M. Low)
(Wikipedia, 2021)

In 1917, Archibald Low, who was named the father of radio guidance systems, invented the first wireless
rocket together with his research group. After this, the U.S. Army built the Kettering Bug with gyroscopic
controls and intended to present an “acrial torpedo” (Figure 4).
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FIGURE 4

Photograph of the Kettering Bug prototype
(Wikimedia Commons, 2021c)

In the 1930s, the OQ-2 was a small radio-controlled aircraft model designed by Walter Righter. UAV
technological developments continued. The U.S. Navy began experimenting with radio-controlled aircraft.
The British developed “Queen Bee” which is a radio-controlled target drone also believed to have led to
“drone” for radio-controlled unmanned aircraft. The first war-produced UAV product in the U.S. was a
remote-controlled model airplane developed by British actor Reginald Denny and Walter Righter in the
1930s. Edward M. Sorensen was an inventor of a radio-controlled aircraft that could fly out of sight. He
patented a ground terminal to track the movements of the airplane. The significance of this event should
be noted because the early aircraft could only operate within the visual sight of the controlling pilot. The
“Doodlebug” of the German army was the most notable event of the Second World War with regards to
drones. This aircraft was the world’s first missile. Its guidance system used a simple autopilot to control
altitude and air speed.

The next big step in drone technology occurred during Vietnam War which saw the first widespread
deployment and use of drones as dedicated UAVs.

In the late 1950s, the U.S. spy plane, the manned SR-71 Blackbird, was still in development, while spy
satellites were also not ready for deployment. Specialized UAVs were needed to safely gather information
in control areas. SR-71 Blackbird was a long-range, high altitude strategic reconnaissance aircraft developed
and manufactured by Lockheed Martin Corporation (Figure 5).
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FIGURE 5

Lockheed Sr-71
(Wikimedia Commons, 2021d)

Some models did exist, like the Ryan 147BS, but they were parachuted to the ground to gather
information. Ryan's Model 147BS is a jet-powered drone, unmanned aerial vehicle produced and developed
by Ryan Aeronautical from the earlier Ryan Fireface target drone series. The need for drones exists in many
countries who explore the use of UAVs for different applications. New drone models are becoming more
and more sophisticated. As for design, they focus on improving the height at which the drones could safety
operate. Thanks to transistor technology, radio-controlled components are minimized enough for serving to
civilian customer purposes.

In 1980, the U.S. began the UAV Program with the aim of building an inexpensive drone for fast
operations. The development of the RQ2 Pioneer was the result of a joint project of the U.S. and Israel in
1986. It was a medium-sized reconnaissance aircraft (Figure 6).
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FIGURE 6
RQ-2 Pioneer on launch rail 1
(Wikimedia Commons, 2021e)

During this period, drone developers were focused on alternative power services for drones, where the
main service was solar power. This led to some interesting solar-powered drones called AERO-Vironment
HAL SOL. The High Amplitude (AAL SOL) Solar-powered unmanned aircraft was sponsored by the CIA
in 1980s as the first solar-powered aircraft. Mini and micro versions of UAVs were introduced in 1990, while
the Predator drone was introduced in 2000.

A number of small-sized, fixed-wing surveillance drones such as Raven, Wasp and Puma, developed by
AeroVironment Inc., were developed after 2000. Raven, for example, is used in many countries, with tens of

thousands of units deployed (Figure 7).

949



VOINOTEHNICKI GLASNIK/MILITARY TECHNICAL COURIER, 2021, VOL. 69, NO. 4, OCTOBER-DECEMBER, ISSN: 004...

FIGURE 7

RQ-11 Raven
(Wikimedia Commons, 2021f)

Another year in the history of drones was 2006 when the first commercial drone permit was issued.
However, the number of people applying for permits in the first year was small. The huge expansion in drone
innovation was evident in the last 10 years in commercial interest, too. For example, in the early 2010s,
drones were used not only as military vehicles, but also as delivery vehicles. Around 1000 commercial drone
permits were issued in 2015 and a demand for drones has continued to grow exponentially. The year 2010
might just be the so-called “golden age of drones”. The number tripled one year later. As a result of merging
radio-controlled aircraft and smartphone technology, equipping drones with cameras is a new commonplace
in commercial photography and videography. In 2013, a group of researchers examined emerging fields
challenging for military: the buildup of ice on drones and other unmanned aerial vehicles. UAVs were not
outfitted with protection to eliminate ice buildup. The prototype of the system was tested in 2015. Since then,
the technology has been tested regularly in wind tunnels and on board during UAV flights. In 2016, the U.S.
Federal Aviation Administration (FAA) released the operational rules for routine civilian use of small UAVs
with aircraft weight less than 25 kg. In November 2017, the FAA launched the national program “Drone
Integration Pilot Program” to explore the expended use of drones including beyond visual line-of-sight flying,
night-time operations, and flights above people. Drones are becoming very attractive not only because of their
fast deployment and low cost, but also because of their ability to hover (Hayat et al, 2016, pp.2624-2661).
The size of air drone-cells can be adjusted by changing their altitude, transmission power antenna directivity,
and other parameters, providing more adaptability to unstable traffic loads and variable user distributions
(Ferranti et al, 2018, pp.1-12). Supporting aerial users with cellular networks goes back to the 2000s with
the use of the global system for mobile communication (GSM) 2G (Goddemeier et al, 2010, pp.1760-1765).
Later, UAV flight tests were conducted over 3G Universal Mobile Telecommunication System (UMTS)
networks. The 3G UMTS network could provide a possible solution for no safety-critical communications
for aerial users with moderate speed and altitude of 1220m (Gonzalez et al, 2011. pp.240-248).

Next, 4G Long Term Evolution (LTE) is promising to support aerial users and UAV applications. LTE
achieved the best performance in terms of latency and jitter with round trip time of 127 ms and a standard
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deviation of 48 ms for the worst case scenario (Afonso et al, 2016, pp.4-11). Such results demonstrated the
feasibility of UAV operations over the LTE network with a low altitude of up to 100m.

The Third Generation Partnership Project (3GPP) investigation has proved that the existing LTE
networks support the UAV deployment with low density and low altitude without need of major changes.
As the number of UAVs grows, it is of importance to develop new technologies to enable cellular-connected
UAVs in term of 3-D aerial coverage and effective air-ground interference migration.

In 2017, the technology called D.ICE was commercialized by the university in Trondheim. With UAVs,
just as with larger aircraft, the accumulation of ice during flight on wings, propellers, and tails can make it
hazardous to fly and even cause them to crash. Frozen water on wings increases their weight thus reducing
lift and can cause an aircraft to stall. Ice on the propeller can increase drag. Sensors can lock up interfering
with the autopilot's ability to gauge speed and altitude.

Icing on UAVs is a relatively new field of research with "unknown parameters"”. The electro thermal panel
can be embedded in UAVs during the manufacturing process or attached to the existing wings. D.ICE uses
two algorithms for icing detection. One is a thermal response from the heating zones; the other involves an
aerodynamic approach in which the system estimates relevant parameters such as lift and drug and infers if
they have degraded due to icing.

BASIC REQUIREMENTS

Wireless communication is one of the technologies for UAVs. The reason is very simple. On the one hand,
UAVs need to exchange information with a remote pilot, nearby aerial vehicles and air traffic controllers
in order to provide the safe, reliable, and efhicient flight operation. The general name for it is Controlled
Non-Payload Communication (CNPC) (ITU, 2009). On the other hand, UAVs have to transmit and/or
receive mission related data (areal image, high speed video, UAV operators, end users, ground gateway). This
is payload communication.

There are three CNPC types required for ensuring safe UAV operations communication:

- Communication for UAV Command and Control,

- Communication for Air Traffic Control, and

- Communication Supporting “Sense and Avoid”.

The communication requirements specified by the Third Generation Partnership Project are shown in
Table 2.

CNPC is of low data rate, for example in the order of 60-100 kb/s for both downlink (DL) and uplink
(UP) directions. On the other hand, reliability of less than 10~ packet error rate and latency of less than 50
ms are required (Table 2). The communication requirements of CNPC links are similar for different types
of UAVs due to their common safety - those for payload data are highly application-dependent. Compared
to CNPC, UAYV payload communication is characterized by much higher data requirements.
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TABLE 2
UAYV communications requirements specified by 3GPP

DATA DATA

TVPE RATE RELIAELITY |LATEMNCY
UL Cornrnand
(GROUND | =" 4 60-100|10% packet Soms
STATION control kbs SITOr Tate
TO UJAVS)

Cormnrmand _ -3
DL U4Vs  |and 60-1001 107 packet | _
TG control kbs error rate
GROUND Application | Up to Sirmilar _to
STATIOM) data E0kbs |~ terrastrial

user

(3GPP, 2017)

For example, to support the transport of a full high-definition (FHD) video from the UAV to the ground
user, the transmission rate is about several Mb/s, while for a 4K video, it is higher than 30 Mb/s.

INFLUENCE OF WIRELESS COMMUNICATIONS

Wireless technology is necessary for providing seamless connectivity throughput with high reliability
in the 3-D space when taking into consideration air-to-air and air-to-ground connections. The most
important communication technologies are: direct line, satellite, ad hoc network, and cellular network. These
communication technologies are used for military systems and applications in various combat operations,
too. For example, applications for military uses involve: reconnaissance, armed attacks, targets for military
training, etc.

A direct line is used between an UAV and its associated ground node over, for example, the unlicensed
2,4 GHz band. It is direct point-to-point communication with a simple, low cost, limited range, low data
rate, vulnerable to interference and non-scalable. The ground node can be a remote controller, a station
etc. It is limited to LOS communication. In urban areas, communication can be easily blocked by trees or
high buildings. As a result, this gives low reliability as well as low rate. The ground node needs to connect
to a gateway for enabling the Internet access of the UAV. One such solution is insecure and vulnerable to
interception and jamming,. It should be noted that a solution with direct line communication cannot be a
scalable solution for supporting large scale deployment in future applications.

Satellites serve to link data transmitted between widely separated UAVs and ground gateways. This is
of importance for UAVs above the ocean and also in remote areas in the case when terrestrial network
(Wi-Fi or cellular) coverage is not of practical use. In addition, satellite signals are used for navigation and
localization of UAVs. As for disadvantages, there are some of them. First of all, propagation loss and delay
are significant because of long distances between satellites and low altitude UAVs/ground stations. Next,
UAVs have stringent size, weight, and power constraints. Finally, high operational costs represent one kind
of inconvenience for wider use.

Each device in a mobile ad hoc network (MANET) can move over time and its line conditions may change
frequently with other devices. Two applications of MANET are vehicular ad hoc network (VANET) and
flying ad hoc network (FANET) for supporting communications among high-mobility ground vehicles and
UAVs in 2-D and 3-D networks, respectively (Bekmezci et al, 2013, pp.1254-1270).
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FANET is unable to provide a scalable solution for serving massive UAVs deployed in a wide area. The
platform realizes a reliable routing protocol over the mobile network with dynamic and intermittent link
connectives among flying UAVs.

Today, there is a growing interest in leveraging the existing and future-generation cellular networks for
enabling UAV-ground communication (Zeng et al, 2018, pp.120-127).

Both CRC and payload communication requirements for UAVs can be met regardless of the density of
UAVs and their distances with the corresponding ground nodes. There are scenarios where cellular services
are not available (remote areas, sea, desert, forest). In this case, direct links, satellites and FANET are used
to support UAV communication beyond the terrestrial coverage of cellular network. Thus, it is proposed
that future wireless networks have an integrated 3-D architecture with UAV-to-UAV, UAV-to-Satellite
and UAV-to-ground communication. In such a hybrid network, each UAV is enabled with one or more
technologies to exploit rich connectivity diversity.

Also, it is important to emphasize that wireless communications with UAVs involve several typical use
cases: UAV-aided ubiquitous coverage, UAV-aided relaying, and UAV-aided information dissemination/
data collection. In the first use case, UAVs provide seamless coverage within the serving area, which is
suitable for fast service recovery after infrastructure failure, as well as base station offloading in the hotspot
application scenario. Next, in the second use case, UAVs connect two or more distant users or user groups
thus supporting military operations, e.g. between the frontline and the headquarters, as well as enable big data
transfer between data centers. Finally, in the third use case, UAVs provide periodic sensing and information
multicasting,

COMMUNICATION ON PHYSICAL LAYER

Unmanned aerial vehicle-drone networks are applied in the case of unexpected and temporal events. Each
drone has wireless transceivers to communicate with the ground user equipment (UE) and other drones.
Drones consist of equipment for receiving, processing, and transmitting signals in order to complement pre-
existing cellular systems. In that way, the communication infrastructure becomes reinforced. This case can
be of importance from the emergency and safety point of view (Milicevic & Bakmaz, 2020).

Today, the key technologies are: multiple-input multiple-output (MIMO), millimeters wave (mmWave)
communication, non-orthogonal multiple access (NOMA) transmission, and cognitive radio (CR).

MIMO is one of the most important technologies when dealing with UAV military communications,
because of command and control messages which require low latency and high reliability for application data
such as, for example, video streaming. The beam forming gain provided by massive MIMO depends on the
accuracy of channel slot information for all served users at each ground base station.

ENERGY EFFICIENCY AS AN ACTIVE RESEARCH FIELD

The need to deal with energy efficiency was driven by:

a) The need to reduce the operation cost and green gas emission and

b) The importance to use the battery for different types of devices.

Energy-efficient UAV communications were focused only on reducing communication-related energy
consumption of cither the ground nodes (Zhan et al, 2018, pp.328-331) or the UAV (Li et al, 2016,
pp-1377-1386).

Taking into consideration the UAV’s propulsion energy consumption, there are research interests on
energy efficient UAV communications. This invokes design problems due to the new tradeoff between
minimizing the UAV propulsion energy consumption versus maximizing the communication throughput.
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For the energy eflicient trajectory plan of a drone, it is very important to extend its service time. Due
to the limited computing ability of a single drone, multiple drones are worth considering in order to
simultaneously provide computing services, where the movement control, cooperation and the resource
allocation of multiple drones require elaborate design.

Today, UAVs have an exponential growth due to significant technological advances enabling numerous
applications ranging from package delivery, traffic control, and video streaming to disaster recovery. Non
Terrestrial Networks (NTNs) using UAVs in terms of high-altitude platforms and usage constellations of
Low Earth Orbit satellites is going to be realized to provide global Internet service among many others.

UAVs have a variety of applications in areas such as public safety, IoT, caching edge computing and
smart cities, as well as in man-made and natural disasters like fires, floods, and earthquakes, providing
wireless services to remote and unconnected areas. UAVs also assist ground wireless networks such as D2D
communications and mmWave communications. Other applications include their usage in small and power
limited devices for healthcare and transportation as well as for high data rate and low latency required in
virtual reality applications. Also, the applications of UAV user equipment (UE) in scenarios of surveillance,
package delivery, transportation, and remote sensing are of importance.

Mobile devices have become a very significant component of military operations, especially taking into
account operations at the tactical edge. This implies that important portions of communications and
processing are executed on resource-constrained and bandwidth-limited platforms and networks. One of the
most critical aspects in military operations is providing the right information to the right person at the right
time. A factor that simplifies searching for stored images in the cloud is that they may be processed before
enabling quick search. The decision of where to do the process depends on the state of the military system,
energy requirements, the quality of information objectives, and on what has been requested. As for video
processing, one of the main problems is labeling all stored images/videos as fast as possible. When videos have
been filtered by time and place, there are two steps for labeling, i.e., prime extraction and detection.

FuTtuRrRE or UAV COMMUNICATIONS

There are still many open issues related to the performing UAV communications in 5G systems. For example,
in certain use cases, there can exist some dissipations and barriers between UAVs and ground stations. In
UAV-enabled multi-user non-orthogonal multiple access (NOMA) systems, the optimal user clustering and
user-pairing algorithms are underexplored fields.

It should be noted that successive interference cancellation (SIC) relies on the channel state information
atboth the receivers and the transmitters to determine the allocated power for each receiver and the decoding
order. One of possible problems is to eliminate the interlayer interference caused by multiplexing in the
power domain. Next, the communication distance between the UAV and the ground user equipment would
vary constantly based on the real-time requirements. Finally, the SIC decoding order determined by the
received signal strength varies with the drone’s location.

To provide seamless communication service to ground users over a wide area, a swarm of UAVs constructs
a multihop network. Such architecture has centralized coordination enabled by ground infrastructure with
computing capabilities (Campion et al, 2018, pp.903-908).

The drawback is a round-trip air-ground delay for UAV coordination. Also, the ground infrastructure
is heavily loaded when the number of UAVs in a swarm becomes large. An alternative for a UAV swarm
is UAV-to-UAV communication. Here the infrastructure, for example a cellular network, offers the back-
bone connectivity between the aerial networks, between UAVs (Zeng et al, 2018, pp.120-127). Some
common technical features can be provided, including moveable wireless devices, long communication
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distance between nodes, a sufficiently high data rate, minimized communication delay, and line of sight
affected by weather conditions. Currently, 5G is being applied into commercial use. Drone swarms also play
an important role in 5G networks (Figure 8).

They may have to deal with huge data flow with low latency. To meet this demand, some communication
technologies are considered for UAV swarms such as millimeter-wave, NOMA and cognitive radio (CR)
(Saleem et al, 2015, pp.15-31).

Many academic and standardization groups have proposed the incorporation of CR and UAV
communication systems to increase the spectrum opportunities (Saleem etal, 2015, pp.15-31).

This concept constitutes a promising network architecture that allows the coexistence of UAVs with
terrestrial mobile devices working in the same frequency band.

The flexible deployment and strong line of sight links of UAVs are expected to make them an important
component of future 5G and beyond wireless networks towards the provision of ubiquitous connectivity
at any time. Business spectrum sharing among the UAVs and the fixed network infrastructure and the
introduction of aerial networks imply additional challenges that need to be addressed. In particular, the
energy supplied to UAVs has been identified as one major issue in aerial networks, since apart from the
possibility of communication interruption, the possibility of physical damage is also looming. To deal with
this problem, the idea of strategically deployed charging stations in urban and rural areas has been recently
proposed in the literature. As UAVs gain ground in mobile communications and the number of UAV
operations is expected to increase, limited places in charging stations should be allocated efficiently.
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Finally, drone swarm control cooperative missions could be accomplished via control among different
military combat and communication and control systems and applications intended for combat operations
and warfare (Figure 8). Today militaries are moving ahead with attacks of swarming drones. For example,

dl’OHCS in swarms can be equi Cd fOl‘ ClCCtl‘ODiC warfare lf needed, Oor swarms may consist Of dl‘OHCS With
q Y
guns, bOI‘l’le, and missiles.
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CONCLUSION

UAVs have a long tradition of more than one hundred years of development and exploitation. During this
period of time, they have become one of the most important technology items which can be used both on its
own and integrated in different systems and applications including cellular networks.

The usage of smartphones reduces the price of microcontrollers, accelerometers and camera sensors, which
are devices convenient for use in fixed-wing aircraft. Advances allowed a drone with 4 or more rotors to
be controlled by adjusting the speed of individual rotors. The growing use of unregulated UAVs has also
accelerated privacy and physical safety. In that way, the future becomes highly promising. As for drones,
it will occur across the segments such as: agriculture, construction and mining, insurance, media, and
telecommunications. Drones are expected to become smaller and lighter with much longer battery life and
flight time.

Also, there will be developments in improving drone optics. From the civilian point of view, improving
flight time allows them to serve as delivery platforms, or to be used in emergency services and for data
collections in a number of areas dangerous for humans, such as in power plants, fires, etc. Home security
and crowd control are included too. Also, one important thing is miniaturization. As components become
smaller and smaller, UAVswill be reduced in size; there will be, for example, microscopic dronesin the future.
Development in flight control algorithms, machine vision and onboard processing power will enable UAVs
to make decisions themselves, rather than to rely on human input. In that way, the reaction time and speed
will be improved. The flexible deployment along with strong line-of-sight links of UAVs are expected to
make them an important component of 5G, and apart from being used in wireless networks, they are also to
become components of various military systems towards the provision of ubiquitous any time connectivity
(Li et al, 2019, pp.2241-2263).

Military networks are crucial in carrying out military actions. As images/videos are rich sources of
information, the main challenge is to be in a position to issue a query over a large distributed set of devices to
find concrete actions or objects of interest. The concrete MIoT solution architecture depends on a specific
military scenario and the area of application (Zielinski et al, 2021, pp.36-42).

Finally, energy supply was identified as one of major issues in aerial networks. In order to deal with this
problem, the idea of deploying charging stations has been proposed by Z.W. Mekikis and Antonopoulos in
2019. However, UAV operators are expected to increase the limited space in charging stations.
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