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ABSTRACT:

Introduction/purpose: Technological progress has led to the actualization of the problem of construction and use of high-energy
microwave weapons, especially electromagnetic bombs. However, in the recent military-professional literature, this issue is little
represented.

Methods: The available existing literature on the subject was analyzed.

Results: It has been established that the general principles of functioning and theoretical bases have been widely available
and known for many years. Numerous experiments in specialized institutions have confirmed the electromagnetic pulse
effectiveness. This is especially true of sensitivity of devices based on semiconductor technology. Also, it is assumed that, at the
current technological level, technical solutions are widely available to a large number of entities. The most common model of
electromagnetic bomb dealt with in the literature is the realization of the use of a compression flux generator and an oscillator with
avirtual cathode. According to the authors, this variant would ensure that the final product has realistic physical dimensions and
sufficient strength to be useful. Another problem identified in the literature is the massive absence of adequate protection measures
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against the effects of electromagnetic pulses. This applies not only to the civilian but also to the military sector and imposes the
need to invest significant resources in order to subsequently increase resilience.

Conclusion: The available literature indicates that it is possible to make an electromagnetic bomb of acceptable physical dimensions
and power. It is assumed that it would generate an electromagnetic pulse with a power of about 10 GW and a frequency of 5
GHz. In combination with high-precision weapons, even protected devices would be successfully disabled. The wide presence of
semiconductor technology in all spheres of life makes this weapon extremely effective and it is realistic to expect its much wider
application in the coming period.

KEYWORDS: high energy microwave weapon, electromagnetic bomb, electromagnetic pulse, explosively pumped flux
compression generators, vircator.

Pe swowMme

Baeaenue/ueap: TexHmdeckuil Iporpecc NPUBEA K aKTYAAHU3ALUH BOIIPOCA O CO3AAHHU U IPUMEHECHHUH BBICOKOIHEPIETHYECKOTO
CBY-opysxusi, B 9acTHOCTH 2AeKTPOMArHUTHBIX 60MO. OAHAKO B HOBEHIICH BOCHHO-TIPOECCHOHAABHOM AUTEPATYPE ITOT BOIPOC
HEAOCTATOYHO OCBEIICH.

Metoanr: B pAanHOI cTaThe MpeACTABACH aHAAM3 UMEIOIIEICS AUTEPATYPHI IO AAHHOM TEME.

Pesyabrats: BsusiBacHO, 4ro 06mme npuHUMNB $YHKUHOHHUPOBAHHS M TEOPETHYECKHE OCHOBBI IIMPOKO AOCTYIIHBI
M M3BECTHBl Ha IPOTSHKCHHM MHOTHX ACT. MHOroyncAeHHBIE OSKCIEPHMEHTBI B CIICI[HAAM3HPOBAHHBIX YUPEKACHUIX
HOATBEPAHAN 3P PEKTHBHOCTD IACKTPOMATHUTHOTO UMITyAbca. OCOGEHHO KacaTeABHO 9yBCTBUTEABHOCTH YCTPOMCTB Ha OCHOBE
HOAYIIPOBOAHUKOBOM TEXHHUKH. TakKe MPEAITOAATACTCS, YTO HA TEKYIIEM TEXHOAOTHYECKOM YPOBHE TEXHHUYCCKHE PEUICHUS
LIMPOKO AOCTYIIHBI GOABIIOMY KOAMYECTBY OpraHHM3aumil. B maydeHHON Anteparype HamboAce pacIpOCTPAaHCHHON MOACABIO
SACKTPOMATHUTHOH GOMOBI SIBASIETCS HCIIOAB30BAHME ICHEPATOpPA CKATHS IOTOKA M IEHEPATOPA C BUPTYAABHBIM KaTOAOM.
[To MHEHHUIO aBTOPOB, 3TOT BAPHAHT IAPAHTHPYET, YTO KOHEYHBIH HPOAYKT OyAeT 0DAAAATH AOCTATOYHOH MOLIHOCTBIO M
PeaAUCTHYHBIME GUSHYECKIMU PASMEPAMH AASL TOTO 9TOOBI HMETh LICHHOCTb HCIOAb30BaHMs. Emme opHa npobaema, 060sHadeHHAS
B AUTEPATYPE, KACAETCS BOIPOCA 00 OTCYTCTBUH COOTBETCTBYIOLINX MEP 3ALIUTHI OT BO3ACHCTBHS IACKTPOMATHUTHBIX HMITYABCOB.
ITO OTHOCUTCS HE TOABKO K TPAXXAAHCKOMY, HO M K BOCHHOMY CEKTOPY U TpeOyeT HHBECTUPOBAHHS 3HAYUTEABHBIX PECYPCOB AASL
MOCACAYIOIIETO MOBBIMICHHUS COITPOTUBACHUSI.

BeiBoaAbL: B AOCTYnHOM AHTEpaType YKasbIBACTCS, YTO MOXHO paspaboTaTh IACKTPOMATHUTHYIO 60MOy mpreMAeMbIX GH3HICCKUX
pasmepos u momHocTu. [ Ipeanoaaraercss, 4To OHa 6yAeT IeHEPHPOBATh SACKTPOMATHUTHBIH HMITYABC MOIFHOCTBIO 0K0A0 10 I'Br
u qacroroit 5 I'Th. B coderannu ¢ BHICOKOTOYHBIM OPYXHEM AKE SALLUILECHHBIC YCTPOMCTBA MOXKHO OYAET YCIICIIHO BBHIBECTH
u3 crpos. [Ilupoxoe mpucyrcTBre MOAYIPOBOAHHKOBBIX TEXHOAOTHI BO BCeX CPEpax KUSHH ACAAET ITO OPYXKHE UPE3BBIYANHO
3$PEKTUBHBIM, CACAOBATCABHO, MOXXHO O)KHAATH €TI0 IIMPOKOTO IPUMEHCHHS B GAMDKALIEM IIEPHOAC.

KnwoueBuoe cioB a: CBY-opyxne BbICOKON HEPIUHM, IACKTPOMATHUTHASL G0OMOA, IACKTPOMATHUTHBIHA HMITYABC,
FEHEPATOPHI CKATHS ITOTOKA C B3PBIBHOM HAKAYKOM, BUPKATOP.

ABSTRACT:

VBoa/1un: TexHoamku HaIIPEAAK AOBEO je AO aKTyeAHsaunj € MuTama KOHCTPyKLII/IjC u KOPI/IH.IhCH)a BHCOKOEHEPTETCKOr
MHUKPOTAAACHOT opy)Kj a,amoce6HO €ACKTPOMArHeTeHE 6omMbe. MebyTI/xM, y HOBI/IjOj BOjHOCpr‘{HOj AUTEPATypH OBa HPO6ACMaTI/IKa
je PEeTKO 3aCTyI»dEHA.

Metoae: I/ISBPI.LICHa je aHaAH3a nocmjehe AOCTYIIHE AUTEPATYPE U3 IPEAMETHE HPO6ACMaTI/IKC.

PesyATaTH: VYceranoBseHO je Aa Cy OIIIITA HAY€Ad (l)yHKLH/IOHI/ICB.I-ba u TCOPI/IjCKC OCHOBC AOCTYIIHHU U ITO3HATH Beh AY>XU HU3 TOAUHA.
Bpojx—m EKCIIEPUMEHTH Y CHCLII/IjaAI/IBOBaHI/IM yCTaHOBaMa IIOTBPAUAHU CY C(l)I/IKaCHOCT y"muaja €AEKTPOMATHETHOT UMITYACA, IITO Ce
[IPEBACXOAHO OAHOCH Ha OCETASUBOCT ypebaja 6a3npa1-u/1x Ha HOAyHPOBO,A,HI/I‘{KOj TCXHOAOI‘I/IjI/I. TaKobe, MPETIIOCTaBAA CE AQ CY, HA
CaAAIIHEM TEXHOAOILIKOM HUBOY, TEXHUYKA PElICha AOCTYIIHA BEAUKOM 6pojy cy6jeKaTa. Kao Hajqeml’m MOAEA €ACKTPOMArHeTHe
6ombe, Yy AHUTEPATYypU CE HUCTHYE peaAHsaunja KOpI/IH.IhCI-bCM KOMIIPECHOHOT (1)AyKC-1"CHCp3TOpal M OCL[HAATOPA Ca BUPTYEAHOM
karopom. OBa BapnjaHTa MorAa 6u A2 06e36eAn A2 KOHAYHU MPOU3BOA UMA peasHe (1)1/1314qu ,A,I/IMCHSI/IjC U AOBOASHY CHAry, Kao
u ynorpeGHy BPEAHOCT. Jom jCAaH oA npoGAeMa KOjI/I je I/I,A,CHTI/I(I)I/IKOBB.H y o6pabeﬂoj AUTEpATypU jecre MaCOBHI/IjC OACYCTBO
AAEKBATHUX MEPa 3AIUTUTE OA ACjCTBa CACKTPOMATHETHOT UMITYACA. To ce He 0OAHOCH caMO Ha LIMBUAHM, HETO U Ha BOjHI/I CEKTOp U
Hamehe HOTPC6y yAarama 3HATHHUX CPEACTaBA PAAU HAKHAAHOT nosehama OTIOPHOCTH.

3a1<myqa1<: ,A,OCTynHa AUTEpaTypa yKasyje Ha MorthOCT HU3PaAE EACKTPOMArHeTHE 6ombe MPUXBATAHUBUX (1)PI3PI‘{KI/IX ,A,I/lMCH3I/Ija
u cHare. IIpernocraBma ce pa 6u BoM 610 reHEPHCaH €ACKTPOMAarHeTHH uMITyAc cHare oko 10 GW u ¢pexsennuje S GHz. Y
KOM6I/IHaLlI/IjI/I Ca BUCOKOIIPEITU3HUM opy)KjeM Morau 6u ce YCHEIHO OMETATH YaK U samrruhenu ypebajn. ]_UI/IPOKB. 3aCTYIIACHOCT
[TOAYIIPOBOAHHYKE TCXHOAomjc YHHH OBAKBO opy)ch HM3Y3€THO C(l)PIKaCHI/IM, naje peaAsHO OYEKUBATH HETOBY 3Haqaj1-u/1jy NpUMEHY
Y HapEAHOM IIEPHOAY.

KEYWORDS: BHCOKOCHEPIETCKO MUKPOTAAACHO opy>1<je, CACKTPOMAarHeTHa 60M6a, CACKTPOMAaTrHETHU HMIIYAC, KOMIIPECHOHU
Q)Ach-reHepaTop, BHUPKaTOP.
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INTRODUCTION

The harmful effects of electromagnetic pulses have been known for a long time. The most famous example is
the activation of a warhead with a power of 1.45 megatons, at an altitude of 250 miles above the Pacific Ocean.
The consequences of this experiment were much more serious than expected. The impact of electromagnetic
pulses was felt in Hawaii, 1445 km from the explosion center. The consequences were the destruction of
street lighting, alarm systems and telecommunication systems. Six satellites at such a distance for which
the possibility of affecting them had not even been considered were completely destroyed. After this event,
the effect of the electromagnetic pulse becomes extremely relevant from the aspect of military use. Further
research has yielded more accurate knowledge about the consequences of using such weapons. Thus, a nuclear
warhead, with a power of 1-2 megatons, activated at an altitude of 250 miles, would release an electric field
of 10-50 kV / m, which would cause damage to a larger continental part of the United States (Miller, 2005,
p-390).

Numerous laboratory research studies have significantly contributed to understanding the mechanisms
of influence of electromagnetic impulses. In them, the electromagnetic pulse is not generated as a product
of a nuclear explosion, but is created by certain high-frequency high-power devices. Although they can be
used more than once, these technical solutions, due to their dimensional limitations, have not found wider
application outside specialized scientific research institutions.

Technical solutions called high-energy microwave weapons stand out today as very important for military
use. These are devices capable of emitting directed high-frequency electromagnetic energy. Their pulse power
is 100 MW-100 GW, and the operating frequency is 1-300 GHz (Ni et al, 2005, p.2). Progress in their
development in recent decades has been most pronounced in the domain of reducing physical dimensions,
while maintaining and increasing power. Currently, such systems have a spatially limited scope, but create
an electric field strong enough to disable integrated electrical circuits (Miller, 2005, p.391). There are
different types of their construction and use, and a special focus is on a solution realized in the form of
an electromagnetic bomb. It is made as a disposable device, whose main functional units are realized using
a compression coaxial flux generator, a high-frequency generator with a virtual cathode oscillator, and an
antenna system based on a helix antenna.

ExPLOSIVELY PUMPED FLUX COMPRESSION GENERATORS

The main problem in the construction of such weapons is the provision of an adequate power source. It
is easily overcome if the concept of a disposable weapon, i.c. electromagnetic bomb (e-bomb) is adopted.
A popular approach to the problem is the choice of an Explosively Pumped Flux Compression Generator.
Its advantage is the well-known working principle, technical simplicity and high efficiency. In addition,
estimates indicate that it can be made by any country with a developed information technology sector (Miller,
2005, p.392).

The idea its construction is based on is to use the power of explosion to quickly compress the magnetic
field, thus ensuring the conversion of explosion energy into electromagnetic field energy. An explanation of
this can be easily found in the available literature, and is illustrated by a simplified cross-section in Figure 1
(Kopp, 1996, p.3).

The basis of the construction is an electric coil wound on a copper pipe, in which there is a shaped
explosive charge. The coil represents the generator stator. On the outside, there is an additional sheath made
of dielectric material so that the electromagnetic field is better directed. The central explosive charge extends

along the entire length of the copper pipe.
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On the side of the charge, from which the detonation path begins, there is an explosive lens which should
provide a certain law of formation and propagation of the explosive wave. This deforms the copper tube
into a regular conical shape. The aim of this is to spread the copper tube evenly over the entire diameter of
the stator, thus causing a short circuit between the stator windings. This deformation will move with the
explosive wave towards the stator output contacts, Figure 2 (Kopp, 1996, p.3).

Dielectric Structural Jacket Insulation Block
Stator Winding \

e e e

Armature Tube

--..‘.----).

Qg NnenennBaa NG an;

Input Ring Exsplosive Stator Output Ring

Insulator Block
Explosive Lense Plain Generator

FIGURE 1
Construction of Explosively Pumped Flux Compression Generators
(Kopp, 1996)

Immediately before the activation of the explosive charge, the coil is supplied with high-power current,
of the order of mega amperes (for which another, smaller flux generator can be used). Due to the flow of
current, a large, rapidly decreasing electromagnetic field is created. The activation of the explosive charge is
timed to correspond to the moment of reaching the current peak in the stator windings.

The explosive generator with the lens is activated and forms an explosive wave that deforms the copper
tube into a conical shape, which spreads over the inner diameter of the stator windings, short circuits them
and "traps" the current in the device.

The short circuit moving along the generator body has the effect of compressing the magnetic field while
reducing the inductance of the stator winding. The result is the formation of a rapidly growing impulse, the
maximum of which is reached immediately before the physical destruction of the generator itself.
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TIME

FIGURE 2

Deformations of a copper pipe under the action of an explosive wave
(Kopp, 1996)

According to the available results, the maximum is reached in a few milli or micro seconds. Also, for a
current peak of 10 MA, an output power of several tens of MJ is provided (Kopp, 1996, p.5). In this way, an
electromagnetic field of 1 kV / m is created at a distance of approximately 2 km, or 10 kV / m at a distance of
175 meters. A field of this strength would ensure the safe destruction of all electrical systems (Miller, 2005,
p-392). However, the main problem is the low frequency of this pulse, usually below 1 MHz, which does not
provide sufficient efficiency on targets of smaller dimensions (such as integrated circuits).

OSCILLATOR WITH A VIRTUAL CATHODE

There are several possible solutions how to provide a high frequency pulse of sufficient power from the output
pulse of the flux generator. The available literature offers several different HF sources, the characteristics of
which can be seen in Table 1 (Ni et al, 2005, p.3).

It is interesting that the most common choice from the aspect of makingan e-bomb is a variant of a device
with a virtual cathode oscillator (vircator). Although it does not provide the highest output power, nor can
it cover higher frequencies of the microwave spectrum and has low efliciency, it is a popular solution for
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making e-bombs. The main reason is a simple construction and small dimensions, which is why it has a great
possibility of practical use. It should be noted that the realization in the variant of the axial vircator stands
out in terms of efficiency (Kopp, 1996, p.5).

TABLE 1
Different sources of HF energy

, P F
Devica name GW) (GHz) T (NS |1 %)
Wirtual cathode oscillator 1.2 5.9 - -
Freedorm electronic laser >1 40 - 20
Ax1al driven cathode 75 117 |- B
oscillator
Flasma auxiliary slow wave 15-

) 4-5 - -
oscillator 25
Single pulse looping-wave 3.
oscillator 1.5 -125 60 50
Looping—wave oscillator 1 10 2 20
Field radiation oscillator 0.06 7 - 25

. . H

Looping-wave oscillator 15 rand &0 =0
Repeatmg pulse looping - 1 10 o 20
wave osCillator
Relativity 1nagnetron 01 - 1000 | -
Irnproved cyclotron tube 2 125 S0 -
Po_lanzed radiation 0.08 = 200 o5
microwave tube

(Niet al, 2005)

Kop offers a simple explanation of the principles on which the operation of the vircator is based, Figure 3.
The basic idea is to accelerate a strong jet of electrons to the mesh anode which is grounded to the device body.
Most electrons will pass through the anode and form a charged space behind it. This charged area represents
the virtual cathode.

The virtual cathode will oscillate at the appropriate frequency, which can be adjusted by manipulating its
position in the cavity. The output power ranges from 170 kW to 40 GW, and the frequency range covers the
decimeter and centimeter wavelength range.

Although it has a very low efficiency, which is only 1%, the simplicity of design, small dimensions, and the
absence of external magnetic field makes this a popular solution (Drazan & Vréna, 2009, p.622).
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Dielectric |
Window
Virtual Cathode

~——>, Insulator

Cathode

Anode

(C) 1996 Carlo Kopp

FIGURE 3
Simplified presentation of the construction and principle of operation of the vircator

Kopp cites pulse duration as the biggest limitation in using a vircator. It is usually of the order of
microseconds and is limited by the melting time of the anode and the stability of the oscillation frequency
which are conditioned by the emitted power.

ANTENNA SYSTEM

The next step in the construction of the e-bomb is the selection of an appropriate antenna system. The
main problem here is the high output power of the vircator and ensuring the maximum utilization of the
transmitting antenna.

Practical problems as an optimal choice impose the choice of a circularly polarized antenna. This brings
the following advantages in relation to solutions with linear polarization:

- reflection - the signal strength is not reduced because it is emitted in all planes, so its reflection is not
mostly expressed on one plane;

- absorption - due to broadcasting in all planes, the probability of coupling with the target device is higher;

- phase - since these are signals of higher frequencies, this type of polarization provides a higher probability
of coupling regardless of the position and shape of the target object as well as obstacles;

- multi-path problem - the problem arises when the basic and reflected signals reach the receiver almost at
the same time. This can have the problem of creating dead spots and reducing the total power at the reception.
Circularly polarized antennas are less susceptible to this problem;

- visibility line - when the line of sight is disturbed by obstacles such as vegetation and smaller buildings,
circular polarization has a better ability to establish a coupling with the target object; and

- influence of atmospheric conditions - thanks to the characteristics described above, there is greater
resistance to the influence of rain, snow and other microconditions on signal absorption.

As an optimal solution, Krop states the use of a narrowing helix or a conical spiral antenna. According to
the shown solution, Figure 4 (Kopp, 1996, p.10), the connection is by means of probes in the resonant cavity
of the vircator, which are directly connected to the antenna.

505



VOINOTEHNICKI GLASNIK/MILITARY TECHNICAL COURIER, 2021, VOL. 69, NO. 2, APRIL-JUNE, ISSN: 0042-8469...

Dielectric Nosecone Radarn_e
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(C) 1996 Carlo Kopp

/ - |

Backfire Reflector

Multifilar Conical Helix Antenna

FIGURE 4
An example of a link between a vircator and an antena
(Kopp, 1996)

EFFECT OF ELECTROMAGNETIC PULSE ON ELECTRIC CIRCUITS

The importance of the problem of the influence of EMP on the operation of electrical circuits is shown by the
fact that it is the subject of work of specialized institutions. For example, in Sweden, there is The Microwave
Test Facility, whose task was originally to test the impact of high-frequency signals on aircraft, and later to
start testing with commercial electrical devices.

The influence of EMP is considered through: impulse characteristics, coupling mode, and mechanism
of influence. The quantities through which EMP is defined and through which its influence on electric
circuits is estimated are: pulse growth time (v/s), electric field strength (V/m), and frequency (Hz), (Miller,
2005, p.387). Growth time is a basic factor in terms of "bypassing” overload protection. The strength of the
electric field directly indicates the amount of energy that can be transmitted, and the frequency indicates
transmission efficiency. Tests have shown that integrated circuits are more sensitive to higher frequency
EMP, while physically larger electrical systems (such as power grids) are more sensitive to lower frequency

EMPs. EMPs at frequencies from 200 MHz to 5 GHz ! are considered the most dangerous for electrical
systems.

Coupling is the way EMP is introduced into an electrical system, and can be accomplished in two ways
(Vasilevich & Pershenkov, 2016, pp.621-629). The first is through the front door, i.e. the points that are
intended to be the inputs / outputs of electrical circuits. The simplest example of this is the transceiver
antennas of various devices. The second way is through the back door or through the points whose purpose
is to connect parts of the system into a functional whole (signal transmission, power supply elements, etc.).
In this case, the correlation with the frequency spectrum of the pulse is very important. Because EMP covers
a wide range of frequencies, it easily penetrates parasitic antennas and connects to electrical systems.

Regardless of the type of coupling, these two authors further list four basic levels of influence on electrical
systems. As such, they single out: upset, lock-up, latch-up, and burnout.

The first two ways are interfering with the operation of electrical devices and as such are found in foreign
literature under the name soft kill. Uupset is the temporary interference with one or more electrical nodes in
adevice. Due to the appearance of parasitic voltages, the device does not function normally. The malfunction
is rectified when the source of interference is switched off. The lock-up is similar to the previous case, except
that now, in addition to stopping the interference, it is also necessary to turn off or reset the device.

With greater power, permanent damage and destruction of electrical devices is achieved. This influence is
found in the literature under the name hard-kill. The only way to eliminate the consequences of such actions
is to repair or replace certain parts of the circuit. A latch-up is an extreme variant of locking in which, due
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to the level of induced voltage, certain nodes in circuits either self-destruct or turn off. Burnout is the most
extreme form of impact on electric circuits. It takes place physically through the form of a short circuit or even
the physical burning of certain nodes, the melting of capacitors, resistors or conductive paths. Incineration
is most often localized at points where more conductors intersect, more bases, collectors or emitters are
connected. Damage occurs because, due to the described phenomenon, the components of the circuit are
heated to a temperature exceeding 300 °C.

The main factors, important for the damage of semiconductor elements, are the following:

- occurrence of voltages and overload currents in electric circuits,

- breakdown of dielectrics and air insulation between and near conductive roads,

- formation of short circuits in parasitic thyristor structures, and

- the induced EMP recombination currents.

Which of the mechanisms will exert a key effect depends mostly on the distance of the target from the
EMP source, its frequency, the vulnerability of the target itself, the degree of EMP connection, as well as the
entry points.

These authors give a tabular overview, Table 2, of the voltage quantities required for the physical
destruction of certain elements realized in semiconductor technology. What can be seen is that
semiconductor elements are extremely sensitive and that it is necessary to achieve voltage induction of
the order of several tens of volts in order to ensure the safe destruction of such elements. Computers and
integrated circuits are especially sensitive, for which a voltage of only 10V is sufficient. In contrast, "older
technology” based on pipe technology is much more resistant.

TABLE 2
Voltage levels required to damage various semiconductor components

Types of semiconductor devices Breakdown
voltage

Silicon high frequency bipolar transistors 15V-E5V

Gallium Arsenide Field Effect Transistors 10V

High density Dynamic Random Access ot
Memories [DEAM)

Generic CMOS logic 7W-15W
M1croprocess_ors running off 33Vor 5V = 3y oy
power suppliesy

Numerous experiments are being conducted to better understand the impact of EMP. The importance
of this question shows that there have been specialized institutes in the world for decades that deal with
research in this field. One example is the Swedish microwave test facility. They are capable of producing
electromagnetic pulse frequency up to 15GHz and pulse power up to 10GV (Bickstrom et al, 2002).

An interesting resistance test of the computer network resistance to the influence of EMP was conducted
in this institution (Arnesen et al, 2005). The subject of the test were LAN and WLAN networks,
implemented on three desktops and five laptops. A field of maximum strength of 29 kV/m at a frequency
of 1.3GHz and 17.5 kV/m at a frequency of 2.86 GHz was used as a source of interference. The tested
equipment was distributed in three different radiation areas (according to intensity).

The results of this study were as follows. Parts of the equipment tested showed varying degrees of failure,
from interference to failure (which could have been instantaneous or manifested with a delay of 5 minutes).

Wireless networks are extremely sensitive because AP 2 were damaged by a field of strength in 175 V/m.
The operation of LAN networks was already disrupted with a field of 2 kV/m, while interference of higher

intf:nsity3 occurred with a field of over 4 kV/m. The physical damage of the electrical components started
at 8 kV/m, and the power field of 12 kV/m had the effect of certain destruction. Computers have shown
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varying degrees of sensitivity. Laptops are up to ten times more resistant than desktops, but there were also
differences depending on the specific type and manufacturer.
It is interesting to note that parts of the network equipment are significantly more resistant than

computers themselves. Although the LAN was already disrupted at 500 V/m, its operation was interrupted

for fields of 8 V/m, there was no physical damage to the parts of this equipment. 4

These and similar experiments indicate that it is possible to make EMP of sufhicient power to affect
electrical devices. This data, in addition to the possibility of making an e-bomb, also indicates the problem
of designing a successful protection against this type of threat.

ELECTROMAGNETIC PULSE PROTECTION

Protection measures and their efficiency depend on several factors, and armor protection and grounding have
proven to be the most effective. The best example of armor protection is the use of a Faraday cage. This type
of protection is realized by complete shielding, protected device, conductive material.

This ensures the distribution of electricity on the surface of the armor, which cancels the electric field inside
it. Although efficient, this system has disadvantages that arise from the need to provide power and signal flow
to the protected device. This causes the need to make holes in the armor, which will represent imperfections
in the electrostatic armor. These openings will be "open doors", for all EMP wavelengths smaller than their
dimensions and thus reduce the effectiveness of this type of protection. In addition, the use of conductors
represents additional points for coupling with EMP.The problem with signal flow is successtully solved by
using optical cables, while the issue of power supply still remains one of the main problems.

Although there are standard protection solutions, they must be adapted to the specific mode of threat, i.c.
the type of electromagnetic pulse. The best example of this is a graphical representation of different types of
clectromagnetic pulses, Figure 5 (Kopp, 1996, p.3). What can be seen, as the most obvious difference, is the
time of growth and duration.

Thus, the EMP caused by a nuclear explosion almost immediately reaches its maximum value and lasts
extremely short, which dictates the specific conditions for the design of protection systems. In contrast, the
EMP created by the flux generator gradually reaches its maximum value and lasts longer. The fact that these
diffences are significant is indicated by the results of the research conducted in the USA, to which Kopp
refers.

According to them, the protection measures developed for the purpose of preventing the impact of EMP
caused by a nuclear strike are not sufficiently effective in preventing the effects of pulses generated by the use
of high-energy microwave weapons.
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FIGURE 5
Forms of electromagnetic pulses
(Kopp, 1996)

The most economically viable is the design and installation of protection during the construction of devices
themselves, while the costs of subsequent protection are significantly higher. As an example, various studies
on the sensitivity to the use of EMP conducted in the United States can be cited (Foster et al, 2008, p.23).
According to them, the estimated costs of installing protection in the existing elements of the high-energy
electric, gas and telecommunication network range between 20 and 30 billion US $. Between $ 800 million
and $ 1.5 billion need to be set aside to protect the most basic parts of the power system (such as high-voltage
transformers). Strengthening most military systems would amount to an additional 10% of the cost, and
strengthening only the military energy network an additional 10% of the cost. What everyone agrees on is
that there are a very large number of systems without any protection, not only in the civilian but also in the
military sphere. The problem is still extremely current because recent estimates suggest that the achieved level
of resistance to electromagnetic pulse is still low and requires a more vigorous approach in eliminating this
danger (Commission to Assess the Threat to the United States from Electromagnetic Pulse (EMP) Attack,
2017)

Example of an electromagnetic bomb model

Back in 1996, Kopp presented an assessment of the dimensions and manner of realization of the applicable
e-bomb. According to him, this can be realized in the housing of the dimensions of an air bomb type Mk.84,
Figure 6 (Kopp, 1996, p.10).
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FIGURE 6
An e-bomb placed in Mk.84 air bomb
(Kopp, 1996)

The air bomb body, 3.8 m long and 0.46 m in diameter, would successfully accommodate an e-bomb
realized on a two-stage compression flux generator, with a virtual cathode generator. This would provide
a usable model whose biggest problem would be a limited field of action, which can be overcome by high
probability of kill. Also, by reducing the activation height, the lethal area is reduced, but the strength of the
electric field is increased. In this way, targets of greater resistance can be destroyed.

Michael Abrams gave an estimate of how much EMP power could be achieved (Abrams, 2003). With the
application of technical solutions stated by Kop, such a bomb would have a power of 10 GW, a frequency of
5 GHz and would have a deadly footprint with a diameter of 400-500 m. In this area, it would create a field
of several kilowatts per meter. This would have an extremely distructive effect, even if the electrical devices
in the targeted area had a certain degree of protection.

CONCLUSION

The trend of digitalization of all spheres of society has brought a wide presence of semiconductor technology.
Besides numerous advantages, however, this undoubtedly brings certain weaknesses. The biggest one,
extremely interesting from the aspect of both attack and protection, is the sensitivity to electromagnetic
pulse effects. This area is important because the mechanisms of affecting electrical devices are well known
and confirmed by numerous experiments.

The theoretical basis and technology of making an applicable model of an e-bomb are known and available
to a wider number of subjects. The optimal choice of technical solutions, such as a flux generator for a
power source and a vircator for an HF generator, would ensure the production of an e- bomb with real
physical dimensions, a power of about 10 GW and a frequency of 5 GHz. In combination with high-precision
weapons, satisfactory delivery accuracy would be achieved and thus limited power would be compensated. A
large number of lucrative targets, ranging from radar and missile systems, through communication systems,
to modern battle tanks, would justify the development and use of such weapons.

The high efficiency of e-bombs indicates the importance of this problem not only in the civilian but also
in the military sphere. The main reason is the declining awareness of the importance of installing protection
measures; and if they exist, they are not fully effective in protection against EMP produced by the e-bomb. A
certain problem is a dominant trend of commercialization of the military sector, which leads to the growing
presence of electrical components, which are not sufliciently protected. This is important because it is realistic
to expect wider application of such weapons systems in the coming period. Also, timely protection, installed
in the design phase, is significantly less financially burdensome compared to the cost of the entire project.
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