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ABSTRACT:

Introduction/purpose: The problem of efficient distribution of cryptographic keys in communication systems has existed since
its first days and is especially emphasized by the emergence of mass communication systems. Defining and implementing efficient
protocols for symmetric cryptographic keys establishment in such circumstances is of great importance in raising information
security in cyberspace.

Methods: Using the methods of Information Theory and Secure Multi-party Computation, protocols for direct establishment of
cryptographic keys between communication parties have been defined.

Results: The paper defines two new approaches to the problem of establishing cryptographic keys. The novelty in the protocol
defined in the security model based on information theory is based on the source of common randomness, which in this case
is the EEG signal of each subject participating in the communication system. Experimental results show that the amount of
information leaking to the attacker is close to zero. A novelty in the second case, which provides security with keys at the level of
computer security by applying Secure Multiparty Computation, is in the new application field, namely generation and distribution
of symmetric cryptographic keys. It is characteristic of both approaches that within the framework of formal theories, it is possible
to draw conclusions about their security characteristics in a formal way.

Conclusions: The paper describes two new approaches for establishing cryptographic keys in symmetric cryptographic systems
with experimental results. The significance of the proposed solutions lies in the fact that they enable the establishment of secure
communication between comunication parties from end to end, avoiding the influence of a trusted third party. In that way, the
achieved communication level security significantly increases in relation to classical cryptographic systems.

KEYWORDS: symmetric cryptographic key, key establishment, source of randomness, advantage distillation, information
reconciliation, privacy amplification, secure multiparty computation..
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MEIRAN GALIS, ET AL. PROTOCOLS FOR SYMMETRIC SECRET KEY ESTABLISHMENT: MODERN APPROACH

Pe 3m0oM e:

BBCACHI/Iﬁ/HGAb: HPO6ACM3 3(1)(1)CKTI/IBHOI‘O pacnpeAcACHUS KpI/IHTOI‘paq)I/I‘{GCKI/IX KAIOYECH B CHCTEMaX CBSI3U ITOSIBUAACH YXKCE
B IICPBbIC AHU HX CYLICCTBOBAHHUs, HO 0cobeHHO OHa 060CTPI/IAaCI> C IIOSIBACHUEM CHCTEM MACCOBOM CBSI3H. OHPCACACHI/IC "
BHCApPCHHEC 3(1)(1)CKTI/IBHI>IX IIPOTOKOAOB PAaCHPEACACHUS KPI/IHTOFPa(l)I/I‘{CCKI/IX KAIOYCH B TaKHX YCAOBHAX MIPACT 3HAYUTCABHYIO
POADb B MOBBIIICHHUH HHq)OpMaLlHOHHOﬁ 6€e3 OMacHOCTH B KI/I6€pHpOCTPaHCTBC.

MCTOAbI: C TIOMOIIIPIO MCTOAOB TCOPHUHU I/IH(l)OpMaLlI/II/I 1 6e30MacHbBIX MHOTOCTOPOHHHX BBIYMCACHUH ObIAU OIPEACACHBI
IPOTOKOABI AASI IPSIMOI'O YCTAaHOBACHHUS KpI/IHTOI‘paq)I/I‘{GCKI/IX KAIOYEH MEXAY CTOPOHAMM CBA3H.

PCBYAI)T&TI)I: B craTtpe TIIPCACTAaBACHBI ABa HOBBIX ITOAXOAQ K PCLICHHIO HPOGAGMI)I YCTaHOBACHMS KPI/IHTOI‘pa(I)I/I‘{CCKI/IX KAIOYCH.
Hosuectso B IIPOTOKOAC, OIIPCACACHHOM B MOACAH 6630H3CHOCTI/I, COrAaCHO TCOpHUH I/IH(I)OPMaLII/II/I, OCHOBaHa Ha HMCTOYHHKC
O6U.l€ﬁ CAy‘{aﬁHOCTH, KOTOPBIM B AQHHOM CAy4Yac SBASICTCS CHTHaA 23T KaXXAOIro OTACABHOI'O Cy6’bCKTa, Y4acCTBYIOLICIO B
CHUCTEMC CBs3H. SKCHCPI/IMCHTQABHLIC PE3YyABTAThI IIOKA3BIBAIOT, YTO 06'I>€M I/IH(I)OPMaLII/II/I, HOCTyHa}OH.ICﬁ K IPOTHBHHKY, 6AH30K
K HYAIO. Hosmecrso Bo BTOPOM CAy4ac, O6CCHC‘~II/IB2JOIH€€ 6630H3CHOCTI) KAIOYaM Ha YpOBHC KOMHI)IOTCPHOI‘;K 6e30MmacHOCTH
3a CYCT NPHUMCHCHHUS 6C3OHaCHbIX MHOTIOCTOPOHHHX BBIMHUCACHUM Py HAAMYHH HCCKOABKHX Y4YaCTHHKOB-3AOYMbIIIACHHHUKOB,
COACPXXHUTCS B HOBOM IIPHMAOXCHHH OAHOﬁ BBIMHMCAUTEABHOM MOACAH. ,A,Aﬂ oboux IIOAXOAOB XapaKTEPHO TO, YTO B paMKax
(l)OpMaAbeIX Teopuﬁ MO>XHO (l)OpMaAI)HbIM O6p3.30M CACAQTHb BBIBOABI 06 ux XapaKTEPpHUCTHKAX 6€30MacHOCTH.

BI)IBOAI)I: B crarpe onuceiBarorcs ABa HOBBIX IIOAXOAQ K YHPaBACHHIO KpI/IHTOI‘paq)I/I‘{EECKI/IMI/I KAIOYaMH B CHMMCTPHYHBIX
KPI/IHTOI‘Pa(l)I/I‘-ICCKI/IX CHUCTEMaX, IMOAKPENACHHBIX 3KCIICPMMCHTAAPHBIMH PC3YAbTAaTAMM. 3HaYUMOCTD TIIpeAAaTaeMbIX PCLHCHPIIZ
3aKAKYACTCS B TOM, YTO OHH IMO3BOASIOT YCTAHOBUTD HAACKHYIO CBSI3b MEXXAY 3AaHHTCPCCOBAHHBIMU CTOPOHAMH, usberasd BAUSHUS
TpCTbCﬂ AOBCPCHHOﬂ CTOPOHBI. ,A,OCTI/IFHyTbIﬁ TaKHUM OGPQBOM YPOBCHbD 6630H9.CHOCTI/I CBsA3H 3HAYUTCADPHO IMOBBIIIACTCA ITO
CPaBHCHHIO C KAACCHYE- CKUMH KPI/IHTOFP&(I)I/K‘{CCKI/IMI/I CHUCTCMaMH.

KnowdyeBbE ca0B a: CI/IMMCTPI/I‘{HI)II‘/JI KpI/IHTOI‘pa(l)I/I‘{CCKI/Iﬂ KAIOY, YIIPaBACHHE KpI/IHTOI‘pa(I)I/I‘{CCKI/IMI/I KAK4YaMHu,
HCTOYHHUK CAY- YaHuHOCTH, TIPCUMYIIECTBA AMCTHAASIINNA AQAHHBIX, COTAACOBa- HHUE I/IHq)OpMaLlI/II/I, YCHUACHUC KOHq)I/IACHLlI/IaAI)HOCTI/I,
6e3ormac- Hple MHOTOCTOPOHHHC BBIYHCACHHUA.

ABSTRACT:

YBoa/uum: ITpobaem epuxacHe anctpubynmje KpUITOrpadCKUX KioyueBa y KOMyHHKALMOHUM CUCTEMUMA IIOCTOjH OAABHO, a Ca
II0jABOM MACOBHMX KOMYHHKALJOHHX CHCTEMA ITOCTA0 je u3paxeH. AepuHHCAmbE ¥ HMIIACMEHTAIIHja ePUKACHHX IIPOTOKOAQ 32
YCTaHOB&SABAEE CHMETPUYHHX KPUIITOrPAPCKUX KAYIEBa Y TAKBIM OKOAHOCTHMA M BEAMKH 3HAYYj Y IIOAM3ay HHGOPMAIIHOHE
6GesbeaHocTH y cajbep npocropy.

Merope: TTpumenom meropa Teopuje nH$opManuja U Ge30CAHOT KOOIEPATHBHOr padyHama ACOUHUCAHH Cy IPOTOKOAU 3a
AMPEKTHO yCTAaHOBAABAbhe KPUNTOIPAdCKUX KoydeBa nsMel)y KOMYHHKAMOHUX CTpaHa.

Pesyararu: ¥ paay cy aeduHuCaHa ABa HOBA IIPHCTYIIA TPOOAECMY yCTaHOBAaBarba KpUNTorpadgekux kaydesa. Hosuna y nporoxoay
AeduHHCAHOM Y 6e30eAHOCHOM MOAEAY 3aCHOBAaHOM Ha TEOPHjU I/IHq)opMaunja 3aCHMBA CE HA U3BOPY 33j€AHUYKE CAYYajHOCTH KOjH
je y oBom cayyajy EEI curnaa cBakor cy6jekTa y4ecHHKa y KOMYHHKALIHOHOM CHCTEMy. EKCIIepUMeH- TaAHM pesyATaTH MoKasyjy
A4 je KoAMdMHA HHOpMaLHja KOja OTHYE Ka IPOTUBHUKY Oancka Hyau. HoBuna y aApyrom cayuajy koju ksyuesuma obesbelyyje
CHI'yPHOCT Ha HUBOY PadyHAPCKE CUTYPHOCTH IIPUMEHOM 0e30¢AHOT KOOIIEPATHBHOT PadyHamba Y IPUCYCTBY BULIC 3AOHAMEPHHUX
YUECHHKA CAAP)KAHA je y HOBOj IPHMECHHU jEAHOT PadyHAPCKOI MOAEAA. 3a 00a MPHCTYIA je KapaKTEPUCTHYHO Al j€ Y OKBUPY
popmaaHux Teopuja Moryhe Ha popMaraH HAYMH U3BOAUTH 3AKAYUKE O BHXOBUM Ge30eA HOCHIM CBOjCTBHMA.

3akmyuak: [ IpeacraBaeHa cy ABa HOBa IPUCTYIIA 34 YCTAHOBAABAHE KPUNITOTPAPCKUX KAYIeBa Y CAMETPUYHUM KPHUII- TOTpadCKUM
CHCTEMMMA € EKCTICPUMEHTAAHUM PE3YATATHMA. JHAYAj IPCAAOKEHHX PELICHa ACKH Y YUICHULIM A2 OMOryhaBajy ycraHOBbaBatbe
noysaaHe KoMyHuKauuje uaMmel)y sannTepecoBaHuX cTpaHa ca Kpaja Ha Kpaj, usberasajyhu yruuaj rpehe crpane op nosepemwa. Ha
Taj HauMH Ce 3Ha4ajHO noBehaBa MOCTUTHYTH HUBO CHI'YPHOCTH BUXOBE KOMYHH- KaliHje Y OAHOCY Ha KAACHYHE KpUITorpadeke
cucTeMe.

KEYWORDS: CUMETPHYHU KPUITOrPadCKM Kiyd, YCIOCTA- BAABE KoyYd, U3BOP CAYYAjHOCTH, ACCTHUAALMjA HPEAHOCTH,
yekaahupame nH$pOpMaLHja, [0jayaBatbe IPUBATHOCTH, 6e30¢AHO KOOIEPATHBHO padyHaibe.

INTRODUCTION

The rapid development of communication and network technologies as well as technological advances
in the design and implementation of microprocessor devices has led to information and communication
connectivity of a large number of heterogeneous devices resulting in the creation of intelligent systems
capable of monitoring and managing complex processes. Communication connectivity based on Internet
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infrastructure and protocols enables the establishment of complex management network systems, such as
Wireless Sensor Networks (WSN) and the Internet of Things (IoT). This kind of progress brings the comfort
of everyday life by advancing many technological and life processes through smart cities, autonomous
vehicles, robotics and intelligent robot behavior (Mohamed, 2019; Atlam et al., 2018). In this way, a
symbiotic community of people and machines is formed - Cyberspace. In this context, information security
has a very important role in maintaining the integrity and privacy of data because their disruption in such
an integrated world can cause serious damage, even to the level of general disaster (Ziegler, 2019; Mahmood,
2019; Banday, 2019). Therefore, in addition to security mechanisms built into Internet protocols, additional
security mechanisms are used in devices and systems themselves to prevent external induction of their
unwanted behavior. Almost all security mechanisms are realized by applying cryptographic methods based
on cryptographic algorithms and their cryptographic keys. Accordingly, the basic precondition for the
reliability of the created security mechanisms essentially depends on the quality of the designed cryptographic
algorithms and the quality of the generated cryptographic keys. Each of these topics, the design of reliable
cryptographic algorithms and the generation and management of cryptographic keys, represents an extensive
research area. Techniques for efficient generation and management of cryptographic keys have been the
subject of research throughout the history of cryptology, and the need to establish a high level of security in
cyberspace has further emphasized this issue.

Managing cryptographic keys involves control over their life cycle. The life cycle of cryptographic keys
assumes their generation, storage, implementation, activation, use, deactivation, revocation and destruction.
In this process, the processes of generation and distribution cryptographic keys are of essential importance.
The basic assumption of the quality of crypto- graphic solutions is that cryptographic keys are generated in a
completely random way and that the parties intended to protect communications come into their possession
in a way that prevents unauthorized parties from accessing their content. Until the beginning of the 1980s,
classical cryptology was focused on a direct or centralized way of managing cryptographic keys:

e Direct way of exchanging cryptographic keys when protected communication actors exchange

cryptographic keys in direct contact, Figure 1.

<=
A | » B

FIGURE 1
Cryptographic key delivery by direct contact

Puc. 1 — I'lepepaya kpunrorpadpuyueckux KAIOUEH IIyTeM IPIMOro KOHTAKTa
Canxa 1 — PasmeHa KavydeBa y AMPEKTHOM KOHTAKTY

e The Center for Distribution of Cryptographic Keys can function in several different forms:

e Predefined communication network and cryptographic keys when the communication
network is defined in advance, who can communicate with whom, and each participant in
communication is assigned a set of predefined cryptographic keys.

e Predefined communication network and assignment of crypto- graphic keys on request when
amember of the communication system marked as A wants to protect his communication by
a symmetric cryptographic algorithm with another member of the system marked as B. The
initiator of the communication A addresses the Center for Generation and Distribution of
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Crypto- graphic Keys T , with the requirement for cryptographic key to communicate with
B. The key assignment scenario is as follows:

KDC KDC
N w
& %
@‘?‘ 2’ \f.
< L %,
B A B
EKTB( KAB)
(a) (b)
FIGURE 2

Models of the cryptographic key delivery by the Key Distribution Center
Puc. 2 — Moaean nepeaadn kpunrorpaguaeckux karodeit yepes LlenTp pacrpeaeseHust kpunrorpagpuaeckux KAIOYCH
Canxa 2 — Moaean ypyuema xpunrorpadckux Kaydesa npexo Llenrpa sa anctpubynnjy Kpunrorpadckux Kiydesa

1. T generates a cryptographic key for the communication 4 and denoted ..
Then T form the ciphers Ex,., (Kap) and Ex,, (Kap) .

3. The generated ciphers are delivered to the parties 4 andB, according to the agreed protocol, Figure
2

¢ Predefined communication network and forwarding of cryptographic keys when a member of the
network, 4, creates a cryptographic key x5 and cipher Ex,., (Kaz) and forwards it to center 7 with a
request to forward it to the userp. The Center T deciphers the received message, forms £y, (5.5) and
forwards it top, Figure 3.

> A KTC ~ | KTC &
&vg’ &° 12y
<L ) &§ /;f«
2 o° Q& o %
NS =
< <
Q&
A B A B
EKTB( KAB)
(a) (b)
FIGURE 3

Models of the Key translation center functioning
Puc. 3 — Moaeau ¢pyuxnmonnposanns Lenrpa mepepadn xpunrorpaduaeckux KAIOYEH
CAI/IKa 3 - MOACAI/I ypy‘{el-ba KPI/IHTOI‘Paq)CKHX KlbquBa HPCKO L[CHTPQ. 3a HPCHOC KpHrITOFpa(l)CKI/IX KA)y‘{CBa

A more detailed overview and analysis of centralized systems for generating and distributing cryptographic
keys can be found in (Menezes, 1997). With the emergence and expansion of mass communication networks,
and the need for information security, the centralized model of managing cryptographic proved to be
inadequate. There are several reasons for this:

o Initial establishment of the system implies the distribution of cryptographic keys to users by the
center for the generation and distribution of cryptographic keys in a secure manner (Trusted third
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party). In the initial phase when there are no secure data exchange channels, this is usually reduced
to courier delivery of the subject keys, which in the case of mass networks, from the point of view of
communication volume and number of participants, is uneconomical and inefficient.

e Achieving agreement on a single central entity for the generation and distribution of cryptographic
keys is not realistic to expect according to required and necessary operational capacity as well as user
needs, 2 problem.

e A special issue is the realization of universal trust in the hypothetical center for the distribution and
generation of cryptographic keys, which is, after all, the value attitude of each individual user. In
today’s world, which is divided over many issues, it is difficult to agree on a common high level of
trust in one such entity and ways to control it.

e Attempts to the problem relaxation have led to the creation of complex hybrid models that have
induced the creation of complex organizational structures resulting in demanding administration
and maintenance procedures.

Searching for more efficient and comfortable solutions in the late 1970s, protocols for establishing
cryptographic keys based on asymmetric cryptographic algorithms were discovered. The security of
asymmetric cryptographic algorithms that are in mass use today is based on ignorance of efficient computer
algorithms for factoring natural numbers, solving discrete logarithms and related problems. The theory of
complexity of computer algorithms for this group of problems has no provable lower limits of complexity for
algorithms that solve the mentioned problems, and accordingly their security cannot be absolute. Therefore,
it is considered that this class of cryptographic protocols belongs to practically secure cryptographic
algorithms, but there is no formal evidence for that. On the other hand, it has been shown that these problems
are effectively solved in the quantum computer model of computation and therefore their security and
usability is lost with the realization of quantum computers. In the early 1980s, ideas began to be developed
to define protocols for which it would be possible to formally prove the level of security they provide to their
users in relation to available computing resources, similar to Shannon’s OTP encryption system. Researchers
focused on the construction of protocols with the following properties:

e Elimination of the trusted third party from the process of creating and distributing cryptographic
keys, which results in the possibility of establishing individual secure "end to end” communication
systems.

e For defined protocols, formal security models can be formed and theoretical conclusions can be
drawn about the achieved level of security, while eliminating the need for the existence of the trusted
third party.

In this context, two formal models of security of cryptographic solutions stand out:
1. Security model based on Information Theory

2. Security model based on Theory of computability and algorithm complexity

INFORMATION THEORETICALLY SECURE PROTOCOLS FOR KEY ESTABLISHMENT

In his seminal papers (Shannon, 1948a,b) Shannon defined the concept of cryptographic security using
Information Theory and formulated the concept of absolutely secure cipher systems. Shannon’s formulation
did not need to take into account possible attacks and the power of a potential attacker for the simple reason
that the security of cryptographic algorithms as defined by Shannon implied unlimited computing power
of the attacker. In the case of cryptographic key protocols, the situation is somewhat more complex and the
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attacker’s ability to access the messages exchanged by the protocol, the way in which it can affect protocol
execution, and the ability to reconstruct the cryptographic key obtained by the protocol must be considered.

The first works on this topic appeared in the second half of the 1970s (Wyner, 1975; Maurer, 1993;
Ahlswede & Csiszar, 1993) with the idea that, during the execution of the protocol illegitimate protocol
observers who have access to exchanged messages cannot collect the necessary amount of information about
the established cryptographic key with the aim of its restoration in an efficient manner. Over time, the
importance of this type of protocol for establishing cryptographic keys has been recognized, and with the
increase in security requirements in cyberspace, more and more attention has been paid to them.

The basic model of the environment in which protocols of this type are defined and analyzed is given
in (Maurer, 1993). According to the symbols common in the literature, the environment in which the
protocol takes place is defined in the following way. Alice and Bob are actors who want to achieve mutual
protected communication using a symmetric cryptographic algorithm, and for that they need a common
secret key. Eve is curious and interested in the information that Alice and Bob exchange and she knows
the protocol according to which they exchange messages and the cryptographic algorithm they will use.
The only way Eve can access Alice and Bob’s information, provided the applied cryptographic algorithm is
safe, is to somehow get their cryptographic key. It is assumed that Eve has an insight into all the messages
that are exchanged during the protocol between Alice and Bob. Based on the information gathered, Eve
tries to reconstruct the cryptographic key that Alice and Bob perform after the protocol is completed. The
initial data, the strings of symbols, which are used in the execution of the protocol for establishing the
cryptographic key Alice, Bob and Eve get in the following way. In a common source, a series of symbols
is generated by some random process, denoted by v = {ui,w.....u.} , through independent binary symmetric
channels of known characteristics are sent to Alice, Bob and Eve who register them as strings of symbols

Xt = {rnan ) Y = (g oy} 20 = (=15, ) respectively. The model is shown in Figure 4.
Common Random Source
g 1 et
o : £
”J/ Zn* \\\\
B ., n
X Eve ¥V

Y 4 Y

Public Channel

FIGURE 4
Model of the execution environment for the Information

theoretic based symmetric key establishment protocol
Puc. 4 - I/I306Pa)KCHI/IC CPCADI BHITOAHCHHUS TPOTOKOAQ YCTAHOBACHUS
KpHHTOFPa@H‘ICCKHX KAIOYEH B PaMKaX TCOPCTHKO'I/IH¢OPM3HI/IOHHO]>’[ MOACAH
Caunxa 4 — rpa(lm‘iKl/I IIpHKa3 OKPY>KCrba U3BPIIABAba IIPOTOKOAA 32
YCTaHOBMAABALC KPI/IHTOFPS.¢CKI/IX KmpydcnBay I/IH¢0PM3LIHOH0'TCOPCTCKOM MOACAY

The result of the protocol execution is to obtain a series of symbols k., &5, with the objectives:

1. The probability that the resulting arrays are equal, P (k. = Kp), is close to unity. At the end of the
protocol, a procedure, which does not violate the security of the process, can be performed to
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determine this equality, and the resulting symbol string is denoted by k™) = K, = K5 where m (n)
is the length of the string symbols obtained after the protocol execution.

2. The protocol is safe from the point of view of the obtained key,x»), in the sense that Eve is not
able to reconstruct the value of ke which is expressed by

T [{m(n):zn —

(1)

This condition has proven to be quite limiting in practice and its some- what weaker variant expressed with

lim, T | K™% 7%} =0,

n— 00 o
where 7 is the length of the initial string of symbols.

Condition (2) essentially means that Eve has the information abouts = but it is not enough to
effectively approximate or reconstruct the key k= In this way, the computing and algorithmic power that
Eve has is abstracted, similar to the definition of the security of cryptographic algorithms in Shannon’s book,
(Shannon & Weaver, 1963).

GENERAL STRUCTURE OF THE INFORMATION THEORETICALLY SECRET KEY ESTABLISHMENT
PROTOCOLS

According to the functional model shown in Figure 4, the protocol takes place in several steps. In the first
step, acommon source of randomness generates a series of random symbols v = {us,w.....u.} which by a discrete
symmetric communication channels without the memory of known characteristics, Pxy~ , forwards to Alice,
Bob and Eve who register them as strings of symbols x», y», z» respectively. In the described communication
channel (P2 x7. v, 77) errors can occur during transmission, in the general case the sequences x», y», 77 are
different from each other.

In the next phase, Alice and Bob exchange messages via a public authenticated channel to detect parts of
the initial set of symbols that are common to them. The way of communication is constructed so that the
similarity of their symbol strings increases and the similarity of Eve’s string of symbols with Alice’s/Bob’s
string of symbols either does not change or decreases despite the known content of the exchanged messages.
A measure appropriate to the situation is taken as a measure of similarity, most often Hamming’s distance.
This phase is called advantage distillation. After that, in the third phase of the protocol, Alice and Bob
exchange messages through a publicly authenticated channel that allows them to extract identical parts in
their symbol strings and thus arrive at a string of symbols that is common to both. Here, too, it is understood
that Eve’s knowledge of the obtained common set of symbols does not increase. This phase is called the phase
of Information reconciliation. In the final part of the protocol, Alice and Bob construct acommon symmetric
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key by applying a pre-agreed publicly known function to the derived common symbol string, and this step
is called Privacy amplification.

Common randomness source sequence distribution

The primary requirement in the process of generating cryptographic keys is that the created cryptographic
key has maximum entropy in relation to its length and that the entropy of the plain text messages is not
greater than the entropy of the space of possible keys. Systems that meet this condition are known to be secure
against an attacker with unlimited computing resources (processor speed, memory, power). This includes the
attacker’s approach to quantum computers. Probability theory and mathematical statistics have developed
techniques by which realizations of random variables with different probability distribution functions under
certain conditions can be transformed into realizations of random variables with uniform distribution. With
this in mind, the idea of an information-theoretical approach in this context is to identify and extract equal
parts with sufficiently high entropy from two mutually correlated signals. According to the nature of the
randomness sources used in this phase, we distinguish two models:

1. Random processes that are not connected to the communication channel - source model, such as
in (Galis et al., 2021).
2. Random processes related to the communication channel model are used as a source of

randomness, such as in (Maurer, 1993).
Advantage distillation phase

In accordance with the model shown in Figure 4, we can consider that the binary symmetric channels through
which Alice, Bob and Eve get their strings x», y», z» are mutually independent and characterized by error
probabilities »4.75 ,and pe respectively with o <p..ps.0r < . For practical applications, the relevant situation is
when 0 < p < min {p1.ps} . In this context, it can be considered that Alice sends her symbol stringx through
a binary symmetric channel to Bob who receives it as a string v with an error probability

pap = P(xi #y;) =

=P(z;#vy |lvi=w) Pa;=w;)+ P(x; Zy; |x; #u;i) - Plx; # ;)

=P(yi #wi) - P(xi=w)+ P(yi=w;) P(x; #u;) =

=pp-(1—pa)+ (1 —pB)-pa 3)

The relationship between Alice’s and Eve’s set of symbols is observed in the same way, and the probability
of error in that binary symmetric channel is given by

pAZ:pZ'(l_pﬂ)'F(l_pZ)'pﬂ (4)

The aim of this part of the protocol for Alice and Bob is to exchange messages via a public authenticated
channel and to select subsets of symbols from x, v, where the error will be less than (3) without revealing
too much information to Eve and the error in her channel will not be less than (4). Below we will describe
the most commonly used protocols of this type.
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The repetition code advantage distillation protocol (RCAD) This protocol is described in (Maurer,
1993; Bloch & Barros, 2011; Tan et al., 2020). For the selected segment of the initial bit string of the length
N, Alice randomly generates the bit - (r(-~0 - #¢-=1- 1) and the code word - (=-). Then she calculated

XN L RN = (r+x1,7r+x9,...,7+2N)

and the resulting vector is sent to Bob. Upon receiving Alice’s message, Bob calculates
YY + XY+ RY = (i +r+ a2+ 7+ 32, ., yn + 7+ 2N)

If as a result Bob gets (- where r € {0, 1} he assumes that his and Alice’s sequences coincide. Bob in response
to Alice sends the bit F

N
o 1 Bobgets |7, 5 ur

0 otherwise

If F = 1, that sequences are considered equal on both sides and participate in the construction of a new
bit string, otherwise that bit sequence is omitted from the further process. The value of the parameter N is
determined according to the situation and optimized so that the probability of matching is maximal and the
level of information leakage to Eve is minimal. It can be shown that, on the accepted segments after the end
of the RCAD protocol, the next statements are valid, (Bloch & Barros, 2011; Wang et al., 2015):

1. On the accepted segment of the length N between Alice and Bob the error probability is

N
RCAD _ (paB)

PAB — N
(paB)” + (1 —pag

and pag is the probability of error on the segment of the length N before starting the protocol execution.
2. Since xV + R is transmitted through a public channel, Eve can calculatez¥+ xV+ ¥ and then the error
between Eve’s and Alice’s segment is expressed with

N N
RCAD __ 1 N
,014. E _ N N * 5 p'U_J

(pae)” + (1 -pap)" L5 \u

) N

where p. is probability that vector of length N has Hamming weight w.
3. Data remaining efficiency, as a quotient between the length of the initial string and the length of the
string obtained after the protocol execution, is given with the next equation (Wang et al., 2015)
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N N
WBCAD (1) oy (paB) " + (1 —paB)
AB y N

The significance of this solution lies primarily in the fact that the possibility of implementing secure
protocols for establishing cryptographic keys from the Information theory point of view elimination of
trusted third parties has been demonstrated in a constructive way. The main drawback of this protocol lies
in the fact that in the case whenpe is significantly less thanpa.pz it is quite ineflicient in terms of the length
of the derived key. A more efficient variant of this protocol is described in (Maurer, 1993).

The bit pair iteration advantage distillation protocol (BPIAD) The BPIAD protocol is an iterative
protocol that, starting from the initial bit strings x» y» in each iteration, generates a sequence for the next
iteration. The result of the last iteration is processed in the next stages of the key establishment protocol. The
following steps are performed in each iteration of the AD protocol, (Wang et al., 2015):

(1) In the s-th iteration Alice and Bob have strings of symbols of the length 75 bits and form blocks of
two consecutive bits.

(2) Alice computes the parity bit for each block (.1 o x..i=0.1..... %} and send them to Bob.

(3) Bob computes his parity bits {1 © X2 i=0.1..... %]} and compares them with Alice’s parity bits. For every
i for which is Xo11 @ Xo #1500 Vs PAILS Xoiip, X5 andvar. v are removed from the further process. In the case
that Xui1 @ Xo = vy @ bit Xo.41is included in Alice’s string and bit o1 is included in Bob’s string for the next
iteration s + 1.

It turns out that it is at the end of the s—th iteration, (Wang et al., 2015):

as

pBPIAD _ (paB,)
AB: = 55 OF
(PaB,)” + (1 —paB,)
BPIAD __ _BPIAD
PAE, = PAE,

0 9
(paB,)” + (1 —pag,)
29 5)

The analysis of the described protocol and the results given in (5) concludes that the number of iterations
depends on the size ras and that with its increase the required number of iterations increases so that the
symbol strings obtained in this phase can be productively used in the following,»z5+” < »iz+ . Also, the protocol
is extremely inefficient in terms of the formula ratio of the lengths of the initial and obtained bit strings,
because according to the third equation in (5), the length of the obtained bit string decreases exponentially
with the number of iterations.

The bit pair iteration advantage distillation/degeneration protocol (BPIADD) The fact that during the
BPIAD protocol the probability of error in Eve’s bit string remains constant during the execution of the
protocol remains constant, the second equality in (5) indicates the possibility of increasing Eve’s capacity to
obtain more information about Alice’s bit string during the next protocol phase. In order to reduce these
possibilities and provide more favorable initial conditions for the next phase, Information reconciliation, the
BPIADD protocol is defined as follows, (Wang et al., 2015):

(1) Alice computes 4, = X5, ;& Xy k=12, . . .and sends 4, to Bob.

RCAD
HAB, (PAB,) =
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(2) Bob computes B, = vy @ Yo k= 1.2., . . .and sends 5, to Alice.

(3) Foreveryi=1.2, ... the following procedure is performed:

—If 4, # B, then Alice deletesx,, .. xu, from X and Bob deletes vy, vy from v .

—If 4, + B, then Alice checks if x., = 1. Ifitis, then she deletes x,,_; from X and if not, she deletes x» from
X. Bob does the same in the case of the string v .

It turns out that after the first iteration of this protocol, the following relations are valid (Wang et al.,,
2015):

wop _ 1 (pag,)”
BPIADD AB,

PAB = 5 5 < PAB,

' 2 (pap,)”+ (1 —pan,)
BPIADD _ PAE, -
PAE, ———7;—-%pAEO( PAE,) > PAE,
2 2
RCAD _ (paB,)” + (1 —pag,)

pap.  (PAB,) = 5

(6)

From the first and second expressions in (6) it is clear that the error in the Alice and Bob’s sequence
decreases monotonically and the error in the Alice and Eve’s series increases monotonically. By applying the
protocol in several iterations using (6) we get that in the . th iteration in order, the following is valid:

pprapp 1 (pABH)Q 2 v
AB, = B F ; 5 AB,_
2 (pap,)" + (1= pan,_,)’ 1
pap P = % +pae, ., (1 —pag, ,) > pae,
RCAD o (pABs_l)Q gy (1 _pABs—l)Q
HAB, (P - H) = 9 )

In this way, the difference between Eve’s and Alice’s string becomes large enough and the difference
between Alice’s and Bob’s string becomes small enough that the process of information reconciliation and
the amount of information that leaks to Eve during it does not have a significant impact on the derived
cryptographic key.

Information reconciliation After completing the previous phase, advantage distillation, Alice and Bob
have reached a situation where they have an advantage over Eve in terms of the amount of mutual
information about their bit strings. In this phase of the protocol, Alice and Bob’s goal is to use an
authenticated public channel for communication to exchange information that will allow them to correct
any differences in the current bit strings they formed during previous phases of the protocol. All messages ex-
changed through the public channel are also available to Eve. The more in- formation Eve can extract from
this communication imply the shorter length of the secret key at the end of the process.

The first such protocol is described in (Bennett et al., 1992). From the point of view of mass application
and efliciency, several widely used solutions have crystallized:
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e In practice, the CASCADE protocol defined in (Brassard & Salvail, 1992) is widely used today.
The protocol is iterative in its nature and in the 7-th iteration it takes place in the following way.
According to a pre-agreed permutation, Alice and Bob permute x» y». The resulting bit strings are
divided into blocks of length %; bits. Alice calculates the parity bit for each of her blocks and sends
them to Bob. Bob compares Alice’s parity bits to his parity bits on matching positions. If there is a
discrepancy between Alice and Bob’s parity bit for some block they apply the binary search algorithm
on that block and the exchange additional parity bits for some sub-blocks of the current block with
the aim to detect an incorrect bit. Upon incorrect bit detection, Bob changes its value. Bob then
analyzes the effect of the changed bit on the previous iterations and eventually detects and corrects
previously masked errors. This procedure is repeated for each block of bits that does not agree with
Alice’s corresponding blocks. Since all blocks in this iteration are processed, the next iteration is
taken with %, =2-%. The initial choice of the block length,#i, is critical for the efficiency of the
algorithm. Many papers have dealt with experimental and theoretical analyses of this problem in
order to achieve an optimal performance (Bennett et al., 1988; Cachin & Maurer, 1997; Carleial
& Hellman, 1977; Csiszar & Korner, 1978). Sugimoto and Yamazaki in their papers (Sugimoto &
Yamazaki, 2000; Yamazaki & Sugimoto, 2000) defined certain modifications of this algorithm and
showed that such a modified protocol has a performance close to the theoretical limits of efhiciency.
He also confirmed that four iterations are enough to reconcile the values of bit strings. On the other
hand, the communication complexity of the protocol during the execution can be great, which results
in a small length of the obtained string in order to minimize the amount of information that Eve has.

e The Winnow protocol is introduced in (Buttler et al, 2003) with the aim of reducing
communication complexity by eliminating the use of a binary search algorithm for error detection
and correction. The author’s idea is to use Hamming’s error detection and correction code to
correct errors. Both sides, Alice and Bob, split their bit strings into blocks of equal length. Two
corresponding blocks are denoted by 47, and 17, and their syndromes, s, and S, , are calculated using
the generator matrix G and the check matrix #, ¢ 7 = 0. Alice sends Bob s, who calculates s, = s, & 5.
If 5, = 0. then M, and 1, are considered equal, otherwise Bob transforms 11, by changing the minimum
number of positions and recalculating 5, for such a modified block to get s, = 0. Analyses have shown
that from the point of view of execution speed, achieved string length and security characteristics,
the protocol has good performance with appropriate pas, (Elkouss et al., 2009; Buttler et al., 2003).

o The aforementioned protocols do not consider the situation when there are significant limitations
in the communication environment in terms of loss of communication packets, limited time for
protocol execution and limited communication and computational complexity, for example in
satellite connections. Gallagher’s Low Density Parity Check Codes (Gallager, 1962) were candidates
for such environments as a promising solution. In this context, LDPC codes were first mentioned
in (Elliott et al., 2005). The advantage of LDPC codes in these applications is that they provide low
communication complexity, inherent and pronounced asymmetry in terms of computing resources
of communication parties.

Decoding LDPC codes requires more computing and memory resources than the Cascade and Winnow
protocols but its significance is in communication resources and complexity reduction as it requires only one
message to be exchanged. In resource-constrained networks, this feature provides a significant advantage in
achieving large gains in execution time and security.

Other ideas in this context have emerged recently. One of them is the application of neural networks in
the process of error correction during this phase of the protocol. (Niemiec, 2019).

More details on this topic with an exhaustive list of references can be found in (Bloch, 2016; Mehic et al,,
2020; Gronberg, 2005)
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Privacy amplification

This is the last phase in the process of the protocol which is carried out by Alice and Bob in order to obtain
a cryptographic key that is information- theoretically secure in relation to Eve. At this point, Alice and Bob
have a string of bits in common and know the estimate of the upper limit of the amount of information
Eve has about that string. Nevertheless, Eve’s in- formation shows that Alice and Bob can extract from their
strings a certain string of bits S45 about which Eve knows nothing or

I[(SaB,5E) =0

where 5z is Eve’s version of 5.5 constructed based on the information Eve collected. Eve knows that 5.5 # S
but does not know in which positions the sequences differ. Using the publicly known selected appropriate
deterministic function 7, Alice and Bob calculate the required cryptographic key as = s(s1s). Knowing the
function s and Sx does not provide any knowledge to Eve about £ because she does not know how the
errors from Sp spread during the calculation of r and affect its result. Consequently, /(s:) does not give any
information about £ to Eve.

Precise formalizations and proofs are based on the notion of Rényi entropy and its derivatives, collision
entropy and min-entropy.

Detailed references to protocols and formalizations can be found in (Bloch, 2016).

The common source of randomness choice

The previously described process of cryptographic keys establishment implies that Alice, Bob and Eve get
their initial strings of symbols x», v, z* from a common source of randomness as shown in Figure 4. This
generally implies the participation of a trusted third party in the process itself. The level of communication
security is increased when it is possible to eliminate the influence of the trusted third party and achieve
protection of communication between Alice and Bob by controlling the generation of cryptographic keys
and using proven cryptographic algorithms. One of the first examples of this communication protection
type was the Quantum key exchange protocol (QKD) BB84, (Bennett & Brassard, 1984). An interesting
and in some ways biometrical oriented approach is described in the works (Milosavljevi¢ et al., 2018) and
(Galis et al., 2021). The authors used digitized recorded electroencephalogram (EEG) brain signals as a
source of randomness for Alice and Bob during identical mental activities, looking at the image of the White
Angel in (Milosavljevi¢ et al., 2018) and during the Wisconsin Card Sorting Test (WCST) in (Galis et al.,
2021). Intuitively, Alice’s and Bob’s brain is stimulated by the same input stimulus but due to individual
physiological differences it is registered as correlated but different and independent signals, for example in the
case of an image the general image content is the same but color perceptions, physical dimensions and other
characteristics may differ. So the digitalized form of Alice’s EEG becomes x"and the digitalized form of Bob’s
EEG becomes v. In that situation, Eve has no information about x» v+ and her only possibilities may be:

1. To be able to recognize in a set of registered EEG signals on the same stimulus, which does not
contain Alice’s and Bob’s EEG, the one closest to them, measured by the Hamming’s metric -
Strong Eve

2. That the set of registered EEG signals includes both Alice’s and Bob’s EEG, but that Eve does not
know the identity of the person from whom the EEG signals originate - Medium Eve
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3. Eve has no information about Alice’s and Bob’s EEG signal, but she knows the process for
obtaining it and the device for recording and digitizing it - weak Eve.

In (Galisetal.,, 2021), the authors used 76 of EEG signals from different individuals during WCST. For all
registered samples, the previously described procedure of performing cryptographic keys in the information-
theoretical model, advantage distillation, information reconciliation, private amplification was performed.
A summary of the results is given in Table 1.

TABLE 1
Experimental results of cryptographic keys establisment using EEG

Type of Eve Strong Medium [Weak
Established key length 120155 [1290.53 |1201.76
502,16 |+ 496,85 [+ 502.44
Efficiency 4.7 9% 4.75% 4.7 9%
Harmurung distance(s,E)  [0.4997+ |0.5005%  |0.4999+
0.0147 0.0149 0.0147
Successfully established |100% 100% 100%
AIrS

Tabauna 1 — DKCIIEPUMCHTAABHBIC PESYABTATH CO3AAHMS KPHUIITOTPAdUIECKHX KAKUCH IPH HCIIOoAb3oBaHHH DT
Tabeaa 1 — ExcriepuMeHTaAHH PE3YATATH YCIIOCTaBA>Aba KpUITOrpadCcKux Kaydesa npumenom EEI-a

The table shows the results in relation to the assumed strength of Eve. The second row labeled Established
key length shows the mean length value and the standard deviation of the established cryptographic keys
lengths in the (76 75)/2 implemented protocols. The third row shows the efficiency of the applied protocols
expressed as the ratio of the length of the obtained cryptographic keys and the length of the initially used
string. At first glance, it seems that the efficiency is small and unsatisfactory, but the length obtained, on
average over a thousand bits, is many times higher than the currently accepted standards for cryptographic
key lengths of secure symmetric cryptographic algorithms. The fourth row shows the Hamming distance
between the keys obtained by Alice and Eve at the end of the process, normalized by the length of the key
obtained, and the table shows that this value is practically 0.5, which is a characteristic value for independent
and randomly generated arrays. In the end, the table shows that the procedure was successtul in all cases in
which it was carried out. In addition, it should be noted that the obtained sets of cryptographic keys were
tested by the NIST package to check the randomness of the data and all requirements were met.

A full description of the basic idea, methodology, applied protocols and experimental results can be found
in (Galis et al., 2021).

COMPUTATIONALLY SECURE PROTOCOLS FOR KEY ESTABLISHMENT

With the expansion of information and communication systems, the distribution of cryptographic keys
in a centralized way through a trusted third party has become a bottleneck in achieving security in the
information and communication world. The first solutions that reduced and relatively eliminated this
problem were defined in the second half of the 1970s with the discovery of asymmetric cryptographic
algorithms, electronic signature and digital envelope techniques (Diffie & Hellman, 1976; Rivest et al., 1978;
Menezes, 1997). However, such solutions assumes the existence of an infrastructure for generation and
management of cryptographic keys for asymmetric cryptographic systems and digital certificates based on
them (Public Key Infrastructure -PKI). This enables the introduction of digital identity in the digital world.
This, in turn, means involvinga trusted third party in the process of establishing cryptographic keys. Today’s
trend in the protection of messages in information and communication traffic is the creation of direct
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secure channels between the parties in communication and the development of techniques for establishing
cryptographic keys directly between them in a secure way.

The first reflections on the protocol for secure decentralized computing of functions are presented
in (Yao, 1982). The described approach considers the possibilities for defining a protocol by which .
participants denoted by p, and each has a private datax; i = 1,2,...,n for a given function . calculate the value

(.o .u) = f (e1.72...2) in such a way that:
1. After protocol execution, the generated value (v1.1.....v.) is the exact value of the function s for
the arguments (+1......«,) and each participant p, received them as a result.
2. After protocol execution, each participant p, knows only (s1.1. ..., Z; and nothing else.
3. Some participants in the protocol may behave maliciously in relation to the protocol in order to

obtain information or influence the outcome of the protocol.

A graphical presentation of the Secure multiparty protocol is given in Figure 5.
Secure multiparty computing can be fully formally described thus createing a formal theory within which
it is possible to infer conclusions about the security features of the created protocols in a logically based way.

FIGURE 5
Graphical presentation of the secure multiparty protocol

Puc. 5 — I'padudeckoe mpeACTaBACHUE IPOTOKOAA (E30MACHOrO MHOTONIAPTUAHOTO BEIMUCACHHS

Cauxa 5 - Ipaduaku npukas 6e36eAHOT KOONIEPATUBHOT padyHAbA

This formalization first defines the characteristics of network channels through which messages are
exchanged during the execution of the protocol. Channels by their nature can be public, when the attacker
has access to the content of messages but cannot change them, and private, when communication between
each two participants is protected. As for the attacker, depending on the communication channel on which
the protocol takes place, all messages can be available to him when the channel is public or only those received
from malicious participants when the channel is private. According to the received messages, the attacker
is passive when only by analysing the received messages he tries to reconstruct information inaccessible to
him, or active when he can influence the malicious participants in the protocol available to him. In the case
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of an active attacker, his behavior does not have to be uniform, but he can adapt to the development of
the situation during the execution of the protocol, and then he is called an adaptive active attacker. Some
protocol participants under the influence of an attacker may behave in a way that affects the execution of the
protocol and the types of such behavior can be described exactly. The protocol is considered safe if conditions
listed on page 623 are met.

An interesting question is how to define security in a formal way. The idea is as follows.

By protocol history, we mean a collection of all non-private data used and constructed during protocol
execution in an environment. The ideal environment is an abstract construction consisting of simulator s, a
functional mechanism for executing protocol instructions that calculates 1, and the attacker. All activities in
an ideal environment are performed in the correct way, exactly as defined by the functionalities and protocol.
The protocol to be executed is denoted by, the attacker by 4 , the protocol execution his- tory by / and
the security parameter by 4. Since in an ideal environment, everything takes place in the right way, security
threats and information leakage cannot be in it. Let us introduce the following two functions

1 h belongs to real world

Bom, 4 (o) = otherwise

0
I a(k k) = é h belongs to ideal world

otherwise

Then we say that the protocol 7 safely calculates the function s in relation to the attacker 4 if there is a
polynomial simulator s for which each execution with the security parameter & and each protocol history
b next inequality is valid

P (Rea (k1) =1) = P (Ina (k,h) = 1)] < ——

for a sufficiently large 4, where »( is an arbitrary positive polynomial. Inequality (8) essentially means
that an attacker is unable to distinguish between protocol execution in an ideal and a real environment and,
consequently, to gather additional information in addition to those already known. The exact formalization
of this concept can be found in (Cramer et al., 2015; Hazay & Lindell, 2010).

The theory shows that in the case of public communication channels and the presence of an active
attacker, each function s can be safely calculated in the previously stated sense, provided that the number
of corrupt participants ¢ is less than 4 . A detailed classification of the possibility of creating a protocol for
secure multiparty computing depending on the type of attacker and communication model can be found in
(Cramer et al.,, 2015).

This method is applicable in any situation when it is necessary to calculate a function based on the
private information of individual entities so that the result is accurate and does not compromise the privacy
of the entities private data participating in the calculation. The problem of generation and distribution
cryptographic keys for bilateral or conference secure communication by its nature completely fits into the
class of problems this area deals with. The model of decentralized generation and distribution of symmetric
cryptographic keys for bilateral secure communication can be described as follows. The participants
P and P» who want to achieve secure bilateral communication agree on a symmetric cryptographic
algorithm through a public communication channel and the function f.,) which they will use to derive
the desired cryptographic key. Then the participant p chooses a random value 71 and the participant
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P, a random value 71, implementing the appropriate protocol for secure multiparty computing, and
using it to computek = f(x1.2) which they will use for the selected symmetric cryptographic algorithm for
communication protection. The realization of the system for the automatic establishment of cryptographic
keys for symmetric cryptographic algorithms begins with the selection of one of the existing universal
protocols for bilateral secure multiparty computing, (Hazay & Lindell, 2010). The implementation of the
selected protocol implies the existence of the following subsystems implemented:

e System for automated translation of the selected function f into an equivalent vector Boolean
function in the algebraic normal form and then construction of its equivalent Boolean circuit.

e System for automated generation of Yao’s garbled computing system based on the obtained Boolean
circuit.

e System for the implementation of oblivious transfer protocols.

The realization of such a software package resulted in a system for the direct establishment of cryptographic
keys of parties who want to establish secure communication without the mediation of a trusted third party.
For the security characteristics of the protocol in the bilateral case, the restrictions related to the number of
malicious participants in the protocol are not important for the simple reason of the number of participants,
two. If at least one of the participants is malicious, the protocol will not be success- fully completed and the
key will not be established.

Similarly, this concept can be used to establish the protection of group communication, such as conference
calls or complete video meetings.

COMPARATIVE ANALYSIS OF PROPOSED SOLUTIONS

By applying the previously described methods, we are able to solve the problem of secure generation and
distribution of cryptographic keys. The levels of security that the methods offer are different, but they provide
a significant advantage over classical cryptology, the elimination of a trusted third party. The benefits of
eliminating a trusted third party are manifold. In the first place, the absence of a trusted third party reduces
the complexity of the system and thus reduces the number of potential possibilities for its compromise, and
further simplifies its administration and maintenance. An additional quality from the security point of view
lies in the fact that both systems can be described in a completely formal mathematical way and accordingly
analyze the defined protocols and make formal claims about the achieved level of security.

In the Information theory model, it is possible to formally define protocols that can achieve levels of
absolute security for generating cryptographic keys and that can be used even in Shannon’s OTP system. In
this model of performing cryptographic keys, an additional quality is the fact that the source of common
randomness can be different environments, which increases the application area of such systems.

In the model of secure multiparty computing on public communication channels, protocols for
establishing symmetric cryptographic keys that reach the level of computer security can be formally defined.
This lower level of security is a consequence of the characteristics of communication channels and the level
of security of cryptographic mechanisms applied in the implementation of the subsystem oblivious transfer.

Although the described systems offer important, technological and security improvements in the field of
generation and distribution of crypto- graphic keys, their application in this context is still small. The main
reason lies in the complexity of their implementation and demonstrated performance. Conceptually, these
solutions have been proven, but great research efforts are being made to find opportunities to improve their
performance and more efficient implementation in terms of computing resources (processing power, amount
of memory).
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CONCLUSION

One of the central problems of cryptology, from its inception to the present day, is the generation and
distribution of cryptographic keys for symmetric cryptographic systems. The centralized system of generating
and distributing cryptographic keys, characteristic of classical cryptology, has manifested its limitations with
the expansion of information and communication systems and their network connection. The increased
need for the application of cryptographic mechanisms in the protection of information systems has induced
an increase in requirements. This paper presents two models by which the described problem can be solved
in accordance with the security requirements of modern cryptology. Solutions based on the above proposals
give users complete autonomy and end-to-end security protection. The applicability of solutions of this type
allows

e Direct establishment of cryptographic keys between communication sites, people or machines,
without the mediation of a trusted third party,

e Application of secure symmetric cryptographic algorithms in mass communication systems, IoT and
WSN (Unkasevi¢ et al., 2019),

o Simplification of the complexity of security systems thus facilitating their administration, and

e By simplifying the complexity and administration of security systems, facilitation of their analysis,
potential weaknesses detection and, overall, an increase of their security.

The described methods for the realization of direct establishment of cryptographic keys for symmetric
cryptographic systems are in line with new trends in data protection in order to reduce the possibility of
influence of entities that do not participate in communication directly. The applicability of these techniques
in IoT and WSN significantly increases the possibilities of raising the level of security in cyberspace. This
claim is supported primarily by the fact that the described methods support cryptographic al- gorithms with
the highest degree of security.
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