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ABSTRACT:

Introduction/purpose: The article presents a model of a slow frequency hopping radio in the case of repeater jamming. The aim is
to analyze the effectiveness of repeater jamming to a military tactical slow frequency hopping radio.

Methods: It is assumed that the repeater jammer will be successful in detecting signals with slow frequency hopping at each hop
and that it will perform successful partial jamming of the intercepted communication. Under partial jamming, it is considered that
a certain part of the transmission time of each hop will be jammed. A theoretical analysis of the impact of a repeater jammer on
a frequency hopping radio was performed based on the definition of the total probability of error. Various parameters that affect
the segment of hop duration under jamming were considered.

Results: The obtained results show that high effective jamming is achieved even when a short segment of hop duration is jammed.
We discuss the conditions for the repeater jammer to detect the signal during each hop and emit the jamming signal with the
required strength. It has been shown that increasing the frequency hopping rate can significantly reduce the effectiveness of the
repeater jammer.

Conclusion: Repeater jammers are highly effective against slow frequency hopping radio communication systems.

KEYWORDS: spread spectrum, frequency hopping, repeater jamming, error probability.
Pe 310M e :

BeeacHne/mear: B paHHOI craTbe INIPEACTABACHA MOACAD PAAMONPHEMHHKA C IIAABHOH IIEPECTPOMKOM YaCTOTHl B
CAydYae PETPAHCAMPOBaHHBIX moMmeX. LleAp cTaThu 3akAOYaeTcs B INMPOBEACHHH aHAANM3a IPPEKTHBHOCTH IIOAABACHUS
PETPaHCAMPOBAHHBIX IIOMEX B BOCHHON TAKTHICCKON PAAMOCTAHIIUH C IAABHOH CKaYKOOOPA3HON MepeCcTPONKON JaCTOTHL.
Meroast: IIpeanoaaraercst, 9T0 yCTPORCTBO MOAABACHUS PETPAHCAHPOBAHHBIX IIOMEX CMOXET YCIICIIHO OGHAPY)KUTh CHIHAABL
C TIAAQBHOJ IICPECTPOHKOM 9aCTOTHI IIPU KaXKAOM IEPEXOAE M YTO OHO OYACT YCIICIIHO BBINOAHATH YACTHYHOC IIOAABACHHC
IepexBadeHHOro coobmenns. IIpy 9acTHYHOM MOAABACHUM MOMEX CYMTACTCS, 9TO ONPCACACHHAS YACTh BPEMCHH IICPCAAYM
KaXAOTO Iepexopa byaeT moaasacHa. Ha ocHoBe onpepeacHus o6mieil BeposTHOCTH omuOKu OBbIA IIPOBEACH TCOPETHICCKUIH
AHAAU3 BO3BACHCTBHUS PETPAHCAHPOBAHHBIX [OMEX HA PAAMOCBSI3b CO CKAYKAMU YACTOTBL DBIAM PAacCMOTPEHBI pasAHYHbBIE
HapaMETPHl, BAUSIONINE Ha IPOAOAKUTEABHOCTD CKauKOB ITPU ITOMEXAX.

Pesyasrarsr: [ToAyueHHbBIE pe3yABTATHI [TOKA3BIBAIOT, YTO BBICOKAS 3PPEKTHBHOCTD TAYIICHHUS AOCTHTACTCS AQXKE IPU ITOMEXAX
C KOPOTKOH AAMTEABHOCTBIO CKauKa. B cTarbe NPOAHAAMSHPOBAHBI YCAOBHS, INIPU KOTOPHIX YCTPOHCTBO IIOAABACHUS
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NENAD M. STOJANOVI#, ET AL. ANALYSIS OF REPEATER JAMMING OF A SLOW FREQUENCY HOPPING RADIO

PETPpaHCAHMPOBAHHBIX ITOMEX AOAXKHO O6Hapy)KI/IBaTI) CHUTHAA BO BPCMS KaXXAOTO CKavKa U INPOHU3BOAHUTH CUI'HAA ITOAABACHMS C
TpC6yCMOﬁ cusoi. B crarpe AOKa3aHO, YTO YBCAHYCHHC CKOPOCTH CKa‘{KOO6paSHOﬁ HCPCCTpOﬂKH YaCTOTbI MOXXET 3HAYUTCABHO
CHHU3HUTD 3(1)q)CKTI/IBHOCTL PETPaHCAMPOBAHHBIX ITOMEX.

BI)IBOAI)I: PCTpaHCAI/IPOBaHHLIC IIOMCXH OKa3bIBAKOT CHABHOC BO3,A,CI;ICTBI/IC Ha CHCTEMY PaAHMOCBS3H C IAABHBIMH CKaYKaMH
9aCTOTHI.

KnwdyeBbe cJao0Ba: pacmpeHue CrIeKTpa, CKa‘{KOO6p33Haﬂ HCPCCTPOﬁKa YaCTOTRI, TAYIICHHUEC PCTPAHCASTOPA,
BCPOATHOCTD OH.II/I6KI/I.

ABSTRACT:

VBoa/1um: Y papy je IpeACcTaBA>EH MOAEA PaAH)a ca CHOPUM GPEKBEHIIN]CKUM CKAKABEM Y CAYYajy KaAd j€ OMETAH PEIIETHTHBHUM
omeTadeM. AHAAM3UPAHO je oMeTame BOjHOT TAKTHYKOT paAHo—ypebaja ca GpPEKBEHIIN]CKUM CKAKAHEM PEIIETUTHBHUM OMETAYCM.
Merope: IlpermocraByeno je pa he pemerntnBHHM oMeray OuTH epuKAcaH NPHAMKOM ACTCKIMj¢ CHTHAAA €A CIIOPHM
(QPEKBEHIIMCKUM CKAKAbeM KOA, CBAKOT CKOKA M Ad he ycIenHo U3BpIIMTH ACAMMUYHO OMeTalbe IIPecpeTHYTe KoMyHuKanuje. [Toa
ACAMMHYHHM OMETaHeM ce IoApasymesa Aa he oapehern Bpemencku Aco TpaHeMucHje cBakor xoma 6utu omeran. CrpoBescHa
je TeOpHjCKa aHAAHM3A YTUIIAja PEIIETUTUBHOI OMETAYa HA PAAMO Ca GPEKBEHIIM]CKUM CKAKaHhEM HA OCHOBY AcPUHMIIM]jE TOTAAHE
BCPOBaTHOhC FPCHJKC. PaSMaTPaHI/I Cy u paSAI/I‘II/ITI/I HaPaMCTPI/I KOjI/I yTI/I‘Iy Ha Ay)KI/IHy nepHoAa XoI1ia KOjI/I hC yCHeH.IHO 6I/ITI/I
OMETaH.

Pesyaratn: AobujeHn pesyAraT MOKasyjy Aa ce ¢pMKACHO OMETake IIOCTHXKE AKO CE OMETA MAAM ACO TPajara jEAHOr CKOKa. Y
PaSMaTPaHI/IM yCAOBI/IMa PCHCTI/ITI/IBHI/I OMETa4 ACTCKTyje CUI'HAaA TOKOM CBaKOTr XOIla U CMI/ITij OMCTajth/I CUTHAA HOTPCGHOM
caarom. [Tokasano je pa ce ca moBehamem GpsuHe GpPEKBEHIIMCKOT CKAKatba MOXKE 3HATHO CMAIBUTH YTHI[Aj PEIICTUTHBHOT OMETaYa.
3axsmyuak: PermeTuruBHM OMeTauu cy BeoMa epUKACHH Y OMETAkY KOMYHHUKAIIMOHUX PAAHO-CUCTEMA €A CITOPUM PPEKBEHIMCKHM
CKaKarbeM.

KEYWORDS: HPOIIMPEHH CIIEKTapP, PPEKBEHIIN]CKO CKAKAKE, PEHETUTHBHO OMETAME, BCpOBaTHoha IpeLIKE.

INTRODUCTION

Frequency hopping (FH) radios are designed to avoid narrowband interference or jamming (Scholtz, 1982).
That is achieved by frequent changes of the operating frequency in a wide range of the spectrum. The
performance of military tactical radio communications is often evaluated by the low probability of intercept
and the anty-jamming characteristics (Lee et al, 2006). Frequency hopping belongs to the spread spectrum
technology which has alot of advantages, including but not limited to: anti-jamming, anti-eavesdroping and
secrecy (Zhang et al, 2012). Due to these advantages, frequency hopping is a very important part of military
communication systems, but also widely used in commercial telecommunication systems.

Frequency hopping is divided into fast and slow. Fast frequency hopping is a technique in which a hop
duration is shorter than a bit duration, i.e. one bit is transmitted over several hops. Slow frequency hopping is
a technique in which a hop duration is longer than a bit duration, i.e. several bits are transmitted within one
hop. Slow frequency hopping is much often used, primarily due to simpler implementation (Torrieri, 1981).

Jammers are malicious radio devices used by attackers to cause intentional interference in radio
communications. Jammers are used to completely or at least partially prevent the target from efficient use
of the electromagnetic spectrum. Efficient use of the electromagnetic spectrum represents a successful radio
communication between two radio devices. Jamming is performed by generating a signal with high strength
which is received by the receiver of the jammed device. When a useful signal arrives at the receiver along with
a jamming signal, it is not possible to extract useful information.

One of jammers classifications is on continuous wave (CW), pulse and repeater (Todorovié, 1994).
Based on their bandwidth, jammers can be classified as: wideband, partial-band and narrowband (Lee et
al, 2006). Also, some other classifications of jamming techniques focus on noise jamming, tone jamming,
sweep jamming and repeater jamming (Zhang et al, 2020). There are many other classifications of jamming
techniques (Grover et al, 2014).
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In military applications, the ability of the frequency hopping radio to avoid interference is limited by
a repeater jammer (also known as a follower jammer). A repeater jammer is a device that intercepts a
radio signal, processes it, and then transmits a jamming signal at the same operating frequency. When the
transmitter changes the operating frequency, the repeater jammer scans the observed bandwidth and searches
for a new frequency to jam again. In the optimal case, the jammer has the transmitter's hopping rate and the
sequence of frequencies. To be effective against a frequency hopping system, the jamming energy must reach
the target receiver before it hops to the next operating frequency. Thus, the hopping rate is the critical factor
in protecting a radio system against a repeater jammer (Torrieri, 2015).

In this article, the effectiveness of a repeater jammer in the case of a radio system with slow frequency
hopping is considered. The aim is to determine how the segment of hop duration under jamming affects the
performance of the frequency hopping radio.

The second section of the article presents a model of a frequency hopping radio. Section three will present
a model of repeater jamming in the case of slow frequency hopping. In Section four, numerical results and
their analysis are given, while in the last section the most important conclusions are made.

MODEL OF A FREQUENCY HOPPING RADIO

Frequency hopping is based on operating frequency change in a wide range. During communication, the
transmitter and the receiver change their operating frequency in hops, according to a pre-agreed rate and
order, which should remain secret for everyone except them. (Todorovi¢, 2021).

A block diagram of the transmitter and the receiver of a frequency hopping radio is given in Figure 1
(Torrieri, 2015). Figure 1 (a) shows a transmitter block diagram. The frequency hopping radio transmitter
consists of a modulator, where some of the conventional digital modulations are applied. The modulated
signal is further sent to the mixer where it is mixed with the carrier generated in the frequency synthesizer. The
rule by which frequency hopping is performed is generated by the pattern generator. The pattern generator
actually generates a pseudonoise sequence that defines which next frequency the frequency synthesizer
should be set to.
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Message FH signal
-] Modulator

i

Oscillator Frequency
synthesizer
Pattern
generator
(a)
FH signal Dehopped Received
signa Bandpass signal message
filter | Demodulator
:;:ﬁ-;i?;g, | Synchronization
Pattern
generator <
(b)
FIGURE 1

General block diagram of a frequency hopping radio: (a) transmitter, (b) receiver
Puc. 1 — O6mas 640k-cxeMa PaAMOYCTPOHCTBA CO CKAIKOOOPasHOI mepecTporikoil yacToTsl: (a) nepeparaux (6) mpuemMHuK
Canxa 1 — Omura 610k-mema pasno-ypebaja ca gppexBeHIMjcKUM CKaKambeM:
(a) MIPEAAJHUK, (6) MIPHjEMHUK

The general block diagram of the receiver is shown in Figure 1 (b). The pattern generator in the receiver
is identical and has to be synchronized with the pattern generator in the transmitter. This ensures that the
operating signal frequencies of the transmitter and the receiver change simultaneously. The signal from the
output of the mixer is filtered, thus returning to the frequency band of the applied conventional modulation.
By demodulating such a signal, an output signal from the receiver is obtained.
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L0 N T, T,
< >< >< > <>
FIGURE 2

Structure of a frequency hop
Puc. 2 — Crpykrypa ckauka 4acTOTHI
Cauka 2 — Crpykrypa jeAHOT QpPEKBEHIIHjCKOT CKOKA

The time duration of one hop is called the hop interval and denoted by 7, (Torrieri, 2015). The structure of
the hop interval is presented in Figure 2. The hop duration can be represented as a single pulse consisting of
several segments. The most important segment, which also lasts the longest, is called the dwell time and it is
marked with7.. The rest of the time is the rise time, 7., in order to reach the appropriate level before emission,
and the fall time,7,, in order to level drop after emission. The first segment is the silent time, 7., which is used
to set up the frequency synthesizer. It is short when hops are within the same subband, and much longer
when two neighbouring hops are in different subbands.

JAMMING SCENARIO

Repeater jamming is effective against slow frequency hopping signals. A repeater jammer consists of two
parts: a radio signal scanner and a radio signal generator. At first, the jammer performs spectrum scan and
detection of received signals (signal intercept) and, based on that information reacts by generating ajamming
signal the strength of which has enough power to completely degrade the useful signal on the receiver side
(Lichtman & Reed, 2016). The jamming signal must reach the receiver before the jammed communication
system moves to the next operating frequency. The repeater jammer has to quickly successively set the
frequency synthesizer to different operating frequencies within a wide frequency range (Lee et al, 2006;
Hansson et al, 2015).

The FSK (Frequency Shift Keying) modulation technique is the most common in frequency hopping
devices. It has been shown that the FSK modulation has additional advantage as the most robust modulation,
especially in military applications (Blanchard, 1982). We assume that the repeater jammer cover the entire
FSK channel. After detection, the jammer begins to transmit a jamming signal and after a certain time
completely jams the useful signal. The error probability would then be defined as follows:

668



NENAD M. STOJANOVI#, ET AL. ANALYSIS OF REPEATER JAMMING OF A SLOW FREQUENCY HOPPING RADIO

P=P(J)-P(e/J)+P(J)-P(elJ),
where are:

e P@) — the probability that there is no jamming in a certain period of hop duration
e P — the error probability when there is no jamming,

e P — the probability that there is jamming in a certain period of hop duration, and
e Pl — the error probability when there is jamming of the useful signal.

As it is assumed that communication between two radio devices will be certainly jammed in each hop, the
key parameter becomes the segment of the dwell time that will be jammed.

Figure 3 shows the geometric arrangement of a transmitter (7, a receiver (R) and ajammer (Torrieri, 1989).
The distances between the elements are indicated. The distance between the transmitter and the receiver is
denoted by a;, the distance between the transmitter and the jammer with d., and the distance between the
jammer and the receiver with ;. The directions of signal propagation are represented by arrows. In order to
meet the condition for the repeater jammer to be effective in jamming, the following inequation must be met:

d . d
o ’ . 3 1 ,
?+Z.SJ+?PJ+Z +C <C+Z :

where the remaining undefined elements of the expression are:

e ¢ — speed of propagation of electromagnetic waves through free space which is 3.-108 m/s,

e T — time required to scan the frequency band used for signal transmission by the repeater jammer,

e 7. — time required for the jammer to set the frequency synthesizer to the appropriate operating
frequency,

e 7w — time required for the jammer to reach 90% of the maximum emission strength (rise time), and

e T, - pulse duration of the useful signal during one hop (dwell time).
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FIGURE 3
Position geometry of the jammer, the transmitter and the receiver

Puc. 3 - TeomeTpust OAOKEHHS FEHEPATOPA TTIOMEX, IIEPEAATIHKA U TPHEMHUKA
Cauxa 3 — [eomerpuja mosunuja omeTaya, IPEAJHUKA H IIPHjEMHHKA

If expression (2) were to be written as follows:

d,+d, <d +(T,-T,-T,, -T,,)-c, ,

and if it were assumed that the right side of the inequality is constant, then it would be an expression for an
ellipse, where the transmitter and the receiver would be in the foci of the ellipse, and the jammer on the ellipse
itself (Torrieri, 1989). If the jammer was outside the ellipse, the jamming would not be effective. Effective
jamming could be achieved in cases when the jammer is on the ellipse or inside of the ellipse (Torrieri, 1989).
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T Iy T, T,
< >< > D S
(a)

Tsy Tey TR Iey {Fs
< >« > > >
(b)

FIGURE 4

Structure of a frequency hop: (a) transmitter, (b) repeater jammer
Puc. 4 — CrpykTypa cKauKa 4acTOThI:
(a) nepeaarunxa (6) nepeaaTYMKA OTBETHBIX TOMEX
Cauxa 4 — CTpyKTypa jeAHOT $PEKBEHIIH]CKOT CKOKA KOA:
(a) npepajuuka, (6) peneTuTHBHOr OMeTaYa

Figure 4 shows the segments in hop durations for the transmitter and the jammer. Figure 4 (a) is identical
to Figure 2, and it is used for comparative representation. In Figure 4 (b), time segments at the repeater
jammer’s hop are shown.

The repeater jammer is scanning the spectrum until it detects a communication signal. After detection,
during processing, the jammer is setting up a frequency synthesizer on the appropriate operating frequency.
The adequate radiated signal strength of the jammer is achieved during the rise time. The effective jamming
period is in the segment marked with 7, (time during which the jammer emits and jams).

The jammer emitted time can be obtained using the following expression:

Iy =1, =15 —Tp, =Ty, =15, »

J f £
After the strength of the communication signal decreases for 3 dB of its maximum, the repeater jammer
also decreases its strength in the 77 interval (fall time). The rise time and the fall time of the repeater jammer
are shorter than the rise time and the fall time at the frequency hopping transmitter.
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NUMERICAL RESULTS

The analysis of the proposed slow frequency hopping radio and the jammer can be performed based on
expression (1). It is assumed in the case of no jamming, the error probability depends only on the noise and
multipath fading that can occur in the channel during signal transmission. In this case, the error probability
is small enough and communication will be realized successfully. In accordance with the above, two values
of P were considered: P =10° and P = 10°. Commercial radios require a high quality of service (QoS),
so it is necessary that the error probability have very low values. In military radios, functionality has to be
provided in hostile environment, so higher values of error probability can be acceptable.

If there is jamming during transmission, one can assume that a signal will be completely degraded.
Accordingly, the value of P(el) = 0.5.

The remaining two parameters from expression (1) are complementary, i.c.:

Pl\J)+P(J)=1.

Figure 5 shows the error probability versus the jamming period. Figure 5 (a) shows the entire jamming
period for the two cases:Pem) = 10° and P = 102, It can be noticed that two curves almost coincide. This was
actually expected because the values of error probability when there is no jamming slightly contribute to the
overall error probability. For a more detailed view, Figure 5 (b) shows only 5% of the jamming period. From
this Figure, one can see that these two curves are different for only 2% of the jamming period.
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10° T T
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0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Jamming period

(a)

-8 1 1
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0.015 0.02 0.025 0.03 0.035 0.04 0045 0.05
Jamming period

(6)
FIGURE 5

Error probability versus jamming period during a hop:

(a) overall diagram, (b) first 5% of the overall diagram

Puc.S - BCPOHTHOCT]) O]_III/I6KI/I B 3aBUCHMOCTH OT IIEPUOAA ITOMEX BO

BpeMst mepexoaa: (a) obumas anarpamma (6) nepsoie 5% o61meit AUarpamMmb

Caunka 5 - BCPOBaTHOha TPEIIKE Yy OAHOCY Ha IIEPUOA OMETakha TOKOM

Tpajama Xoma: (a) KOMIIAETAH AHjarpam, (6) npBUX 5% BPEMEHCKOT A€Aa AHjarpaMa
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FIGURE 6
Jammed signal in percent against the hop rate of the frequency hopping radio

Puc. 6 - SaFAyHJCHHbIﬁ CHUI'HAA B IIPOLCHTAX ITO OTHOIICHHIO K 4YaCTOTC
CKa4KOB PaAHOCBS3U CO CKa‘iKOO6pa3HOﬁ HCPCCTPOﬁKOﬁ YaCTOThbI
Cauka 6 — HPOLICH&T OMCTAHOT CHTHaAQ Y OAHOCY Ha 6PSI/IHy CKaKamba paAHja ca (l)PCKBCHLU/IjCKI/lM CKaKambeM

In order to calculate numerical results based on the proposed model, we used realistic data for the repeater
jammer: d; =30 km, d>=20 and ¢; = 25 km. The repeater jammer scanning time, the repeater jammer processing
time, and the repeater jammer rise time are Ts, = 150 ps, 7= 800 ps and Tr, = 500 75, respectively. It is assumed that
the FH radio dwell time is 90% of the hop duration and that the silent time is 7.= 0.

The percentage of the jammed signal versus the hop rate is presented in Figure 6. The hop rate varies in a
wide range from 100 hops/s to 1000 hops/s. This figure shows a linear decrease in the percentage of jammed
signals with the increase of the number of hops per second. It can be seen that the jammer is effective up to a
frequency hopping rate of 900 hops/s, at least in a small percentage for higher frequency hopping rates. For
frequency hopping rates higher than 900 hops/s, the repeater jammer becomes inefficient.

From Figure 6, it can be seen that over 80% of the hop duration is jammed when the hop rate is 100 hops/
s. For higher frequency hopping rates, the percentage of jammed signals is lower. For example, for 900 hops/
s, the jammed signal drops to around 4.5%.

Figure 7 once again shows the error probability versus the signal jamming period during a hop. Here,
additionally indicated are two values of the error probability for the jamming period which corresponds to
the frequency hopping rate of 300 hops/s and 700 hops/s. For 300 hops/s, about 61% of the dwell time is
jammed, which causes a high error probability of about 3.10°\. For 700 hops/s, about 23% of the dwell time

is jammed, which also causes a high error probability of about 10. With the increasing frequency hopping
rate, from 300 hops/s to 700 hops/s, the error probability is decreasing for 20%, but still has high values,
even for robust military radios.
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FIGURE 7
Error probability versus the period of jamming during a hop with the specified characteristic values
Puc. 7 — BeposTHOCTD OIMOKH B 3aBHCHMOCTH OT IIEPHOAA IIOMEX BO BPEMI IIEPEXOAA C 3aAAHHBIMU 3HAYCHHAMH XaPAKTEPUCTHK
Cauxa 7 — Beposarnoha rpemke y oAHOCY Ha IIeproa oMeTarba
TOKOM Tpa]a}ba XOIa ca Ha3BHAYCHUM KapaKTepHCTI/I‘IHI/IM BpCAHOCTHMa

CONCLUSION

Although frequency hopping signal transmission technology was created primarily to avoid jamming signals,
it can still be effectively jammed using a repeater jammer. Slow frequency hopping is particularly susceptible
to jamming with a repeater jammer. Slow frequency hopping transmits more bits during one hop and the
time spent on one operating frequency is longer, so the repeater jamming is facilitated by jamming a certain
part of the hop duration.

The considered model of the jamming of the slow frequency hopping radio simply shows the dependence
of the error probability on the jammed period of hop duration using the total probability equation. It has
been found that the error probability increases significantly after a very short period of hop jamming, It is
assumed that the repeater jammer will be successful in detecting and jamming each hop.

The success rate of the hop duration jamming was analyzed depending on the frequency hopping rate. It is
shown that the increase of the frequency hopping rate can significantly degrade the efficiency of the repeater
jammer.
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