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ABSTRACT:

Introduction/purpose: The paper analyzes the impact of malicious codes in the cloud. Malicious code is an unauthorized piece
of code that violates the integrity of an application and infrastructure to cause certain effects, such as security breaches, spread
of infections, and data infiltration from the computer with the help of malicious software - this is a simple form of data theft
which can lead to disastrous consequences in all segments of society, especially when it comes to national security. To overcome
this challenge, it is necessary to detect holes in the safety of cloud environments and repair them before the attackers use these
vulnerabilities to bypass the integrated cloud infrastructure.

Methods: Structural analysis, functional analysis, comparative analysis, synthesis.

Results: There are many factors for collecting, comparing, and delivering intelligence data on cloud threats. Cloud applications
are increasingly being targeted because their use to store and share data with mobile application hosting has been increased
exponentially, enabling industrial automation and business information monitoring and procurement. In addition, billions of
devices on the Internet use the cloud infrastructure as a background for processing and transmitting large data sets. Malicious code
is easily distributed due to the ease of sharing documents and files via the cloud.

Conclusion: As cloud technologies are taking a central place in the world of digital transformation, the threat to the cloud
environment is expected to grow exponentially. This means that organizations need to ensure that the cyber security position of
the cloud infrastructure they possess is robust and mature enough to combat all relevant security threats in order to minimize
business risks. Understanding the nature of practical security controls and how they are assessed enables organizations to build a
practical approach to security and privacy in the cloud.

KEYWORDS: malicious code, cloud, malware, intelligence.

Pe sowMme

BseacHue/ueab: B AaHHOM cTaTbe aHAAMBHPYETCS BAMSIHHME BPEAOHOCHBIX KOAOB B 00AQIHOM XpaHHAHMILE. BpeaoHOCHBIH KOA
— 3TO HECAHKIMOHMPOBaHHBIH (ParMEHT KOAA, KOTOPBIH HAPYUIACT LIEAOCTHOCTb NPHAOXKCHHUS M CETCBONH MH(PACTPYKTYPpHL,
BBISBIBAsL OTPCACACHHBIC IIOCACACTBHSL, TAKUE KaK: HapylIeHHE 6¢30MaCHOCTH, PaCIPOCTPaHEHHUE HHPEKIMIA U TPOHNKHOBEHUE
B KOMIIBIOTCPHBIC AAHHBIC C OMOILBIO BPEAOHOCHOTO MPOrpaMMHOro obecriedeHus. VIHBIME cAOBaMH, pedb HACT O IIPOCTOH
KPa)Xe AAHHBIX, KOTOpPas MOXET NPHBECTH K HECH3TAAAMMBIM IIOCACACTBHAM BO BCeX cdepax obIecTBa, yrpoXkas TEM CaMbIM
HALIMOHAABHOI GesomacHoCTH. AAS TOTO 9TOGBI IPEOAOACTD 3Ty IPpobAEMy, HeOGXOAUMO OGHAPYXHUTH ABIPH B (G€30MaCHOCTH
06AQYHBIX CPEA U YCTPaHHTh MX AO TOTO, KAaK 3AOYMBILACHHHKH BOCIOABSYIOTCS UMM AASL 00XOAQ MHTErpanuu o6AadHOMN
HHPPACTPYKTYPHIL.

Metoapi: B cTathe HCIIOAB30BaAHCH: CTPYKTYPHO-QYHKIIMOHAABHDII aHAANS, CDABHUTCABHbII aHAAUS M METOA CHHTE3A.
Pesyabtarsr: CyliecTByeT MHOXECTBO (GaKTOPOB AAsL COOpa, CPABHEHHS M NPEAOCTABACHHUS Pa3BEABIBATCABHON HHPOpMAMK
06 o6aaunbIx yrposax. O6aaqHblec PHAOKEHHUS 9ACTO CTAHOBSATCS MUIICHBIO, IOCKOABKY X HCIIOAB30OBAHHC AASL XPAHCHHUA 1
06MEHA AAHHBIMH € XOCTHHIOM MOGHABHBIX IPUAOXKCHHH PACTET B TCOMETPHYECKOIL IIPOTPECCHH, YTO MO3BOASACT OCYLIECTBASTD
HPOMI)IH_[ACHHYIO aBTOMaTH3aL 110, MOHI/ITOPI/IHF u C6OP ACAOBOﬁ I/IH¢OPM3L[I/II/I. KPOMQ TOTO, MI/IAAI/IaPAbI yCTPOﬁCTB B I/IHTCPHCTC
HCIIOAB3YIOT 06A2YHYI0 MHPPACTPYKTYPY B KadecTBe GpOHa AAsL 06paboTKH U mepeaain 6OABLINX MACCHBOB AAHHBIX. BpeAoHOCHBIH
KOA ACTKO PaCHpOCTPAHSAETCS U3-3a IPOCTOTH 06MEHA AOKYMEHTaMH U paiiaaMu 4epes 06AaKo.

Brisoast: [TockoabKy 06AaqHbIE TEXHOAOTMH 3aHUMAIOT LICHTPAABHOE MECTO B MUPE LIUPPOBOI TpaHCPOPMALIMH, IPEATIOAATACTCS,
9TO yrposa 00AadHON cpeae OYACT IKCIIOHLMAABHO PACTH. DTO OSHAYACT, 9TO AAS TOTO YTOOBI MUHHMH3HPOBaTh OnsHec-
PHCKH OpPraHU3alysIM HEOOXOAMMO OGCCIICUHNTh CBEPXHAACKHYIO CHCTeMy KubepOesomacHOCTH 06AaYHON MH(PACTPyKTYpEL,
KOTOpasi CMOXET HPOTHBOCTOSTh BCeM yrposdaM GesomacHoctd. IIoHMMaHMe XapakTepa NMPaKTHYECKHX CPEACTB KOHTPOAS
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DRAGAN Z. DAMJANOVI#. MALICIOUS CODE IN THE CLOUD

0€30IaCHOCTH U CIIOCOO0B UX OLIEHKHU IIOMOXKET OpraHU3ALUAM Bpra6OTaTb MPaKTHIECKUH TOAXOA K obecrieyeHUIO 6€30MaCHOCTH
U KOHQUACHIIMAABHOCTH B obaaxe.

KnwodueBbo e CJ 0B a: BPeAOHOCHBIH KOA, 06aaxo, BpeaoHocHoe I10, nareanexr.

ABSTRACT:

YBoa/uus: Y pay je USBpIICHA aHAAM3A YTHLjaja 3AOHAMCPHUX KOAOBa y obaaky. 3aoHaMepHU Kop (MaaBep) HeoBaamhenu
je ACO KOAQ KOjU HapyllaBa MHTCIPHTCT alAMKalMje M MHPPACTPYKType Kako 61 msasao oapeheHe edekre, xao mro cy
HapylaBae 6e3beAHOCTH, Iupebe HHPEKLMje U MHPUATPALIHja IOAATAKA ca padyHapa Y3 noMoh saoHamepHor codrsepa (pasu
ce 0 jeAHOCTaBHUjOj Kpahu moparaxa, koja MOXKe AOBECTH AO ITOTyOHUX IIOCACAMIIA Y CBUM CETMECHTHMA APYILTBA, II0CEOHO Kaa je y
nuTamy HanuoHaaHa 6es6epnoct). Kako 61 ce 0Baj H3a30B peBasuIao, HEOIIXOAHO je OTKpUTH Ge36eAHOCHE PyIIe Y OKPY>XKeHHMA
y 06AaKy U IOIPABUTH UX IIPE HETO IITO HAIIAAAYH HCKOPUCTE OBE HEAOCTATKE U 3a00ub)y nHTerpuTeT MHPpacTpyKType obAaaka.
Metoae: CrpykrypHa aHaAmM3a, $yHKIIMOHAAHA AHAAN3A, KOMIIAPATHBHA AHAAN34, CHHTE3A.

Pesyararu: TToctoju MHOrO MeToAa 3a NpUKyNmame, nopeheme n AocTaBsarbe 00ABEIITAJHHUX TOAATAKA O NPETHAMa y 00AAKY.
Kaoya, ananxanuje cy ce yemhe Ha MeTn aKTepa NpeTHH, jep ce ynoTpeba anankanuja y 00AaKy 3a CKAAAUIITCEC H ACHCH-E
AATOTEKA Ca XOCTHHTOM MOOHAHHX anAMKaluja, Koje 0MoryhaBajy HMHAYCTPMjCKY ayTOMAaTH3aLHUjy, npahc:H,e M IPUKYIASAbe
II0CAOBHUX HH$OpMaIHja, ekcrioHeHjaaHo nosehaaa. [Topea Tora, muanjapae ypehaja na nnreprery xopucre uagpacrpykrypy
06AaKa K20 MO3aAMHY 3a 06paAy U IIPEHOC BEAUKHX CKYIIOBA IIOAATAKA. SAOHAMEPHH KOA Ce AAKO AuCTpubynpa s6or aaxohe semema
AOKYMEHATA 1 AATOTEKA IIPEKO obAaKa.

3akmyuak: Kako TexHonrormje obaaka 3ay3HMMajy IIEHTPAAHO MECTO Y CBETY AUTHTAAHE TPaHCPOpMALHje, OYeKyje ce Ad he IPETHE
OKpY>KeHHMa Y 00AAKY eKCIIOHEHIHjaAHO pacTu. To sHaun Aa opranusaruje Tpeba Aa 06esbeae aa cajbep 6e3beAHOCHA osHIIHja
uH$pacTpykType obaaka Kojy moceayjy 6yac AOBOAHO pobycTHa 1 3pesa 3a 60pOy IPOTHB CBHX PEACBAHTHHX 0e30EAHOCHHUX
HPCTH)I/I Kako 6I/I ce MHHHMHSHP&AI/I IIOCAOBHHU PI/ISI/IL[I/I Pa3yMeBaH)C HPI/IPOAC HpaKTI/I‘IHI/IX 6C36CAHOCHI/IX KOHTPOA& W1 HAYMHA Ha
KOjH ce OHe Ipoliekyjy omoryhasajy opraHusanujaMa A2 M3rpase NpaKTHYaH IPUCTYI 6e36€AHOCTH U IPUBATHOCTH Y 06AAKY.

KEYWORDS: 3AOHAMEPHH KOA, 06AaK, MaABED, HHTeAHreHqua.

INTRODUCTION

Malicious code (malver) is an unauthorized piece of code that violates the integrity of an application and
infrastructure to cause certain effects, such as security breaches, the spread of infection, and data infiltration
(it can lead to disastrous consequences in all segments of society, especially when it comes to national
security). Attackers can use the cloud infrastructure to set up malicious code that performs malicious
operations and unauthorized activities, such as spreading malware, filtering out sensitive information,
and launching additional attacks. This malicious code can take many forms including scripts, add-ons,
executables, binaries, and applets (any small application that performs a specific task within alarger program).
(Sood, 2021)
Malicious code can (Hutchins et al, 2011):

e spread infections to a large number of Internet users,

e filter out sensitive and critical data from compromised systems,

e use additional online systems to spread infections within the network,

e install advanced malware, such as remote administration toolkits (RAT) and ransomware (Some
types of rensomers can block a computer by creating a blackmail message that the user cannot remove
without paying a ransom. Other types can encrypt files. In that case, the user whose computer is
infected is asked to ransom in exchange for decrypting the data recorded on the disk),

e reconnoiter and collect information about the target environment,

o use endangered infrastructure for additional abuses, such as launching miners,

e arm compromised systems to act as launching platforms for targeted and widely based attacks, and

¢ violate the integrity of cloud-based cloud web sessions.
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A complex code can combine many of these functions in collaboration for infection distribution and data

filtering (Sood & Zeadally, 2016).

MALICIOUS CODE DISTRIBUTION: DOWNLOAD ATTACK MODEL

It is important to understand the most prominent model for distributing malware and attacks on the
Internet. Attackers typically opt for a download attack (Sood & Zeadally, 2016) that involves creating
a socially-crafted “fishing” email to encourage a user to visit an attacker-controlled URL that distributes
malware.

An attacker embeds a link in an email with a tempting (or even ominous) message to trick users into
clicking on the link. Let us understand this model by dissecting its steps:

Step 1: An attacker sends an official email containing a built-in link to a malware download site. This is
called a social engineering technique because it relies on the interests or emotions of users and tricks them
into clicking on an embedded link.

Step 2: The user opens the link in the email and is redirected while the browser downloads the contents
of the file hosted on the cloud infrastructure (applications, storage services or instances).

Step 3: The browser automatically downloads the malicious file located on the cloud infrastructure to
the end user's system. Depending on the type of attack, an attacker can either force the browser directly to
download a malicious executable file or download a maliciously created file that exploits a vulnerability in
the browser to install the payload into the system. After a successful operation of the system, a dropper is
installed in the system. (Droper is an intermediate file that installs the final malicious load on the system.)

Step 4: A droper loads malicious code into the user's system, which can (in some cases) bypass system
security checks to perform unauthorized operations. Upon completion of these steps, a successful download
attack was successfully achieved. The cloud infrastructure here acts as a launching platform for the
distribution of infections (Sood & Zeadally, 2016).

Similarly, an attacker may host phishing sites (phishing or network identity theft is an attempt to steal
Internet user data through a forged website) on the cloud infrastructure to steal credentials from the end
user system (Sood, 2021).

HOSTING A MALICIOUS CODE IN CLOUD STORAGE SERVICES

This allows us to understand the true picture of cloud infrastructure abuse, especially that of storage services.

MISUSE OF INHERENT STORAGE SERVICE FUNCTIONALITY

Attackers abuse cloud storage service functionality to host malicious codes and spread infections on the
Internet. Attackers take advantage of cloud storage functionality either through free accounts or by using
compromised accounts to host malicious code. Cloud storage services allow users to host files and share links
with a specific set of users or more, that is, anyone who has a link to a file can download the file.

In addition, certain cloud services allow us to download files directly when the link is opened in a browser
without any notification from the browser. Both of these features allow attackers to host a malicious code,
make it public, and share a connection with large sections of Internet users. When the user downloads the
connection, the file is automatically downloaded to the system. The first case study is a witty DNS malware.
This shows how attackers can abuse the functionality of cloud storage service providers to host and distribute
a malicious code.
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The install.sh file is a bash shell file that, when executed, runs the specified commands. Looking at the
contents of the install.sh file, we notice the URL for the cloud storage provider.

URL points to /brut.zip?dl=1. Due to its inherent functionality, the cloud service provider supports
binary verification using dl as a parameter. If the dl value is set to 0, the browser downloads the file only after
displaying a notification. If the dl value is set to 1, the browser automatically downloads it. This indicates
that the attacker may force users to download the gross. zip without any user intervention (Sood, 2021).

HOSTING SCAREWARE FOR SOCIAL ENGINEERING

Scareware is another social engineering technique that allows an attacker to trick (or manipulate) users into
believing they have to perform certain actions such as downloading files, providing specific information,
opening additional links, or buying malicious software. This can either spread infections or extract sensitive
information from the target user.

Attackers use intimidating software in conjunction with social engineering tricks to force users to perform
actions by playing on their fears, such as sending computer virus notifications, indicating they will be subject
to a tax audit or even pretend to be a bank infringer. Users must now re-authenticate or verify their account
information. Modern attackers who carry out online scams largely use this intimidating code.

This example of scareware illustrates user fraud by causing fear of virus infection in the end user's system.
This is potentially a phone scam, because the intimidating software asks the end user to call the specified
number in order to get support and solve the virus problem in the end user's system. In reality, the real goal
is to deceive the user. An important point is the distribution of this scareware through the cloud storage
service (Sood, 2021).

MAN-IN-THE-BROWSER (M1TB)

Another client-side attack is Man-in-the-Browser (MitB), which attackers use to steal the credentials of
cloud management accounts by installing malicious code on the end user's system. There are two variants of
MitB malware. One involves installing malicious code on the system as an executable file, the other installs
it in a browser as a browser add-on or extension.

Both variants of MitB are capable of bypassing browser functionality to perform unauthorized operations.
These two models of attacks undermine the integrity of the browser by implementing hooks into the
components of the browser and initiating a process to control the execution of the task, which ultimately
leads to the theft of sensitive information.

Hooking (Sood & Enbody, 2011) is an inherent technique for controlling the execution behavior of
running processes by intercepting the flow of communication, which changes the known behavior of the
operating system. In this MitB model, the attacker has already installed malicious code into a system that has
the ability to monitor communication that takes place from a browser.

Let us say a user opens a cloud management account from a browser. As malicious code is found in the
system, it filters that traffic and implements hooks to redirect requests that the browser sends to the domain
controlled by the attacker.

If you give credentials, the malicious code steals the credentials through a hook and leaves the original
request to a legitimate server.

The response was received from the server and the communication was successful. This attack occurs on the
end user's system before the request actually passes through the network. The manipulation is going smoothly
and no one knows that the credentials for the cloud management accounts have already been stolen. This
model reflects the MitB attack, as malicious code is capable of modifying or stealing browser communication.
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There are, of course, other variations of the MitB attack.

Grabbing form (Sood etal,2011): Malicious code searches for an HTML form that an application displays
in a browser to request credentials. For example, it may display a web page to sign up for a cloud management
account. When a user provides their credentials, malicious code makes a copy of the complete HTML form
data, which is mostly an HTTP POST request, and transmits it to the domain managed by the attacker. As
a result, letters of credit were stolen.

Inserting Content: Malicious code can easily insert unauthorized HTML content on the client's side and
lead the user to believe that the content is legitimate. Let us say a user logs into a cloud management account
through a browser. Malicious code can insert HTML content to trick the user into believing that the content
is coming from a cloud server, but in fact, malicious code on the system injects unauthorized content into
the HT'TP response before it is displayed.

In addition to the above techniques, MitB malware can perform potentially catastrophic operations in
active web sessions with the cloud management console.

We will show a few of them:

Stopping Elastic Cloud Compute (EC2) cloud instances,

Change inbound and outbound filtering rules to change communication settings,

Inserting malicious code into S3 bins and making it publicly available to spread malware,

Initiation of workloads for illegal crypto mining operations of bitcoin,

Data filtering via data backups and recordings,

Gainingaccess to private S3 baskets,

Deleting other user accounts,

Hosting phishing websites on cloud instances,

Hosting illegal services and advertising accordingly using newly created unauthorized instances, and
Synchronizing malicious files via cloud agents with storage services from compromised systems.

It is clear how significant MitB attacks are and have the inherent ability to abuse the integrity of the
operating system and installed packages (Sood, 2021).

Croup CLI EXFILTRATION OF STORED CREDENTIALS

Cloud administrators and engineers use Command Line Interface (CLI) tools to execute commands directly
in the cloud infrastructure. This design gives them an easy way to perform operations. However, for CLI
tools to work, they store credentials in a client-side figurative file. The local configuration is unencrypted and
the credentials are stored in plain text on the end user's machine. If an attacker successfully installs malware,
then it is easy to filter out all saved credentials for cloud management accounts. Installed malware can easily
transfer credentials from a hidden .avs directory. Even in this attack mode, the malicious actor does not
directly attack the cloud infrastructure. Instead, they first compromise the end-user system and then use
stolen credentials to misuse the cloud infrastructure. In addition, they can also use the AVS CLI package
to execute commands on behalf of users on the AVS account. As mentioned earlier, a malicious actor can
perform countless operations to affect the environment in the cloud (Sood, 2021).

SYNCHRONIZATION TOKEN EXFILTRATION VIA HUMAN CLOUD ATTACK (MITC)
Man-in-the-Cloud (MitC) (Dulce & Shulman, 2015) synchronization token filtering (MitC) is another

variant of the MitB attack, but in this scenario, malicious code installed on the end-user system has a built-in
synchronization token targeting module used by various agents installed on end-user systems to synchronize
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cloud files. As mentioned earlier, malicious code running in a compromised system can be very powerful in
interacting with system software and running processes.

Numerous users install cloud vendor software agents to synchronize files present in dedicated directories
with cloud storage. This allows the user to store the files in the appropriate directory, and the agent will
automatically sync the files. For this, agents need a synchronization token to verify authentication and
authorization for the cloud storage service before the data synchronization operation begins. To facilitate
the synchronization process, the token is stored on the local machine so that the user does not have to
enter a password every time the synchronization operation starts. This improves the ability of users to work
seamlessly with the cloud and allows files to be synchronized in an automated way. If malicious code steals
this token, then any device can sync and access files available in the cloud storage for cloud user accounts.
Attackers use the MitC technique to filter out tokens and use tokens from various devices to gain access
to files or synchronize malicious files to trigger chain infections. In some cases, malicious code can modify
tokens to avoid detection as a result of missing tokens and trigger alerts. All in all, the MitC technique is an
advanced approach that abuses the file synchronization mechanism using cloud agents that run the system.

INFECTING VIRTUAL MACHINES AND CONTAINERS

Attackers can choose different ways to infect VMs and containers to inject malicious code or misuse it to
perform unauthorized cloud operations. Numerous attack models that we talked about earlier can contribute
to the infection process, but there are some additional ways that attackers can go after targeting VMs and
containers.

Exploiting vulnerabilities in network services

Launching misconfigured and unsecured containers and orchestration frameworks attracts threat actors,
who then attack and use them for evil purposes. Docker containers (Cimpanu, 2020) and Kubernetes
orchestration are often targeted by attackers via automated malicious code to steal information or launch
other malicious useful content, depending on the design of the vulnerable component.

Inserting code into container images

Endangering the integrity of container images (Remillano, 2020) is another technique that attackers use to
distribute malicious code. A number of developers use images and it is possible to insert malicious code into
an image and distribute it. When developers retrieve and deploy a container image in a cloud environment,
malicious code is activated and unauthorized operations are performed, such as scanning vulnerable dockers
on the Internet or installing crypto miners.

Unsecured API endpoints

Unauthorized and insecure API endpoints in containers are the most prominent vectors for compromising
containers and installing malicious code. Threat actors scan exposed API endpoints for container-based
services and execute code to perform unwarranted operations. One such example is the malicious code Doki
(Fishbein & Kajiloti, 2020) which scans unsecured Docker images and compromises them for evil activities
on the Internet.
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Secretly executing malicious code in VMs

VMs run as background processes without any visible element to end users. This means that there is no
graphical user interface (GUI) for the VM and the user has no way to interact with the VM using the GUL
As most VMs share resources, such as disks and resources with the host OS, it is possible to misuse this design
with specially crafted malicious code. One such example is Ragnar (Arghire, 2020) locker ransomware, which
attackers distribute usinga VM without performing ransomware operations by encrypting files on the host
over a guest VM over shared resources.

Applying software without patches

One of the biggest security concerns is placing unpatched and outdated software in containers and
VMs. Running code infiltrated with security vulnerabilities makes the cloud infrastructure vulnerable
to exploitation - for example, running an insecure OS in VMs, placing vulnerable database software in
containers, and so on.

This makes it much easier for attackers to exploit the inherent software and plant malicious code to
perform illegal operations from the cloud infrastructure. In one case, unpatched Linux server software
(Poston, 2020) was used by attackers to install persistent backdoor or malicious code to gain access to Linux
servers.

Embedding malicious code through vulnerable applications

Deploying vulnerable applications to containers and VMs is one of the prominent vectors used by
attackers to distribute malicious code. Applications that allow injection attacks, such as multi-site scripting
(KSSS), structured query language (SKL), non-SKL (NoSKL), OS commands, Extensible Markup Language
(KSML), and Simple Object Access Protocol SOAP), allow attackers to enter unverified useful data that
is executed dynamically. After the successful execution of useful data, the code provided by the attacker
is executed in the context of the application and unauthorized operations are performed. A recent study
(Millman, 2020) highlighted an exponential increase in attacks on web applications where the CDN security
provider blocked billions of web layer attacks.

THREAT INTELLIGENCE

Threat intelligence is defined as evidence-based knowledge that includes detailed system artifacts, events,
compromise indicators (IoC), attack mechanisms, and potential risks for gaining detailed visibility of system
status to proactively detect and prevent threats, including incidents. In general, evidence-based knowledge
can be gathered only if there is sufhcient insight into systems, networks, and overall infrastructure - including
end-user behavior.

Cloud threat reporting

There are many factors for collecting, comparing, and committing cloud threat intelligence. A number of
factors are:

Cloud applications are increasingly being targeted by threat actors because
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e the use of cloud applications to store and share files with mobile application hosting, enabling
industrial automation, monitoring and collecting business information, has increased exponentially,

e multiple cloud environments is seamlessly integrated for large-scale data transfer for sharing and
productivity purposes, and

e billions of devices on the Internet use the cloud infrastructure as a backdrop to process and transmit
large data sets.

Malicious code is easily distributed due to the ease of sharing documents and files via the cloud.

Malicious code is used to filter sensitive data from cloud instances.

Cloud infrastructure is often used for unauthorized operations such as cryptocurrency mining.

Detecting and preventing security breaches reduces business risks and potential damage to the brand.

Understanding the behavior of users who communicate with the cloud is used for fingerprints of
suspicious and anomalous behaviors.

Violations of privacy and compliance may occur due to insecure application of controls.

The effectiveness of security controls is assessed in order to create defense against threats.

Based on these scenarios, it is vital to gain and import visibility into cloud infrastructure using organized
threat alert operations (Sood, 2021).

Classification of threat intelligence

It is important to understand what we mean by the classification of "threat intelligence". In general, threat
reporting includes contextual information from multiple resources needed to bring about information
about the threats in particular environment, and then take appropriate action or precautionary measures
accordingly. These actions are specific to detecting and preventing malware, as well as manual, targeted attack
frames. Within the environment, it is possible to obtain and manage contextual data (granular event-related
details) from multiple resources to generate threat intelligence.

These resources are:

In-house platforms - internal platforms for handling large-scale contextual data to build threat
intelligence,

Enterprise platforms - platforms managed by third party organizations that provide contextual data, which
can then be used directly in the internal platform, and

Platforms open source - community researchers use it to manage and provide contextual data in open
source format, which can then be used directly in the internal platform to make informed decisions (Sood,
2021).

Basic threat intelligence classification model

Once contextual data has been received, different types of threat intelligence can be generated:
Strategic intelligence

e threat Intelligence to help make strategic and informed decisions by conducting high-level analysis

and building risk profiles,
Operational intelligence

o threat intelligence related to the mode of operation of attacks (broad-based, targeted) and threat
actors (attackers) associated with those attacks,
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Tactical intelligence

e threat intelligence that reveals details of advanced and covert techniques, tactics and procedures
adopted by threat actors to launch various attacks,

Technical intelligence

e threat intelligence covering technical aspects of threats, such as detection indicators that detect the
functionality of malware in the system and the network level to build technical intelligence that can
be incorporated into automated detection and prevention products (Sood, 2021).

THREAT INTELLIGENCE FRAMEWORKS

In this section, we consider cyber threat intelligence frameworks that use a modular approach to
implementing the various phases and building blocks of a mature threat intelligence platform.

Basic information for different cyber threat frameworks: DNI cyber threat framework. The US
government has introduced a cyber threat framework (ODNI, 2021) to provide a consolidated approach to
the classification and categorization of various cyber threats. This DNI framework is designed to provide a
common language for describing the number of cyber threats and related suspicious activities. It also allows
policy makers and researchers to communicate about threat events in a structured way so that appropriate
action can be taken.

The framework emphasizes the rival life cycle, which consists of four phases: preparation, engagement,
presence and consequences. In addition to these phases, the framework also explicitly relies on objectives,
actions and indicators to detect threats and conflicting activities.

MITER ATT & CK Framework MITER Corporation provides the ATT & CK Framework (MITER,
2021) to highlight techniques, tactics and procedures adopted by opponents to launch either targeted
or broad-based attacks, depending on the conditions. This box provides information that can be used to
categorize various attacks and threats to be detected in particular environment as part of a threat notification
platform. In essence, the latest version of ATT & CK illustrates the comprehensive paths of attack from
reconnaissance to the persistence and exfiltration of various attacking entities.

This framework can be used in many ways, such as building threat intelligence logic, cyber risk analytics,
enemy detection / prevention techniques, technology stack application, and automated attack assessment.
The MITER framework for conducting cyber threat modeling (Bodeau, McCollum, Fox, 2018) can also be
used to detect potential threats against cloud infrastructure in a proactive way. The framework enables the
dissection of infrastructure and the implementation of threat modeling by supporting a variety of threat-
focused approaches, systems and assets.

It supports attack characterization using a cyber defense framework in which risks can be categorized into
devices, people, data, network, and applications. In addition, the risk associated with cloud infrastructure and
how vulnerable the cloud environment is to threats and attacks can be calculated. Overall, this framework
allows the application of threat information to detect unknown infections by adopting a single standard.
Overall, both the DNI and MITER frameworks provide an efficient way to use different types of cloud threat
information to design threat intelligence frameworks. These frames can be used directly or adapted to specific
requirements.

CONCEPTUAL VIEW OF THE THREAT NOTIFICATION PLATFORM

The threat notification platform is designed to enter raw data from multiple resources and process it to create
intelligence that can be used to detect and prevent threats.
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Data collection

This component is designed to enter large sets of raw data in the form of records, events, devices and CIDR
lists from a wide range of hosts working in the infrastructure, including different types of networks and end-
user devices. The goal is to collect data on a continuous basis and maintain it for processing. Data includes
objects such as IP addresses, URLs, domains, file hashes, customer information, and complete billing for
users and services. All types of records are entered, such as debugging and application execution, cloud service
execution, access and communication protocols.

Data operations

When data is collected, it is passed to the next component for operations. The intention is to create a
structural data format after performing normalization and duplicate removal operations to build a generic
data format, remove duplicate records, and clear data entries with missing information. Once the data is
normalized and cleaned, it is transformed into a structural format before validation and analytical operations
are performed on it.

Certified Intelligence

This component handles validated threat intelligence from multiple sources, such as enterprise security
tools deployed in the environment, enterprise classification feeds, malware family information, and open
source threat sources to link to data operations and analysis machine. This is validated threat information that
is used in conjunction with data from various organizational resources to build contextual threat intelligence.

Correlation and data analysis

Once the data structure is in place, it is time to perform data correlation and analysis using a variety of
data science techniques, including machine learning and artificial intelligence, to link large amounts of data
to detect anomalies and threats located in the organization of infrastructure. The goal is to detect threats that
are in the system by analyzing raw data and using threat intelligence to reveal the time frame of the threat.

Contextual intelligence threats

Contextual Intelligence Threats (CTI) emphasizes threats that are found in systems in significant detail
with the intention of showing business risks to the organization. CTT can provide very specific insights
into the various assets used in infrastructure, including end users, and assess how prone these entities are to
malware infections or are already infected with malicious code. This component also provides the ability to
search for contextual intelligence for any particular entity (end user, system, and device). CTI can also be used
for other purposes, such as performing risk mapping and proposing safety remedies. It may be particularly
useful to specify areas of unacceptably high risk and exposure.

Understanding compromise and attack indicators

The Compromise Indicator (IoC) highlights data or metadata that reflects potential system compromise or
the presence of threat actors in the environment, especially in this context, the cloud infrastructure. The IoC
can help assemble the automated response needed to detect a threat in the environment so that appropriate
prevention steps can be taken. Threat intelligence and security solutions import the IoC database to instruct
tools to scan network data and endpoints from different systems in the infrastructure to detect network
and endpoint threats, respectively. Another term used in the same context is Attack Indicators (IoA), which
provides information regarding a potential attack that is ongoing or has previously been performed on
cloud infrastructure. The primary difference between the IoC and the IoA is that the IoC indicates that a
compromise has been reached, while the IoA reflects that the threat actor launched the attack, but there is no
confirmation of a compromise. In order to obtain a detailed context on the security stance, an alert triggered
by scans, assessments, and other security software must be linked using IoC and IoA to make specific calls
about potential threats to the system and determine how they arose (Sood, 2021).
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UNDERSTANDING MALWARE PROTECTION

It is crucial to apply inherent security protection in a proactive way to defend against malicious code and
thus significantly reduce the impact and risk on the organization.

Proactive security mechanisms help prevent the spread of malicious code by detecting infections and
stopping problems in early stages of infection. This helps to significantly reduce business risk, and thus reduce
the occurrence of security breaches. The term "protection” here includes both "detection"” and "prevention”.
This means that "malware protection” includes security mechanisms and strategies for the implementation
of "malware detection” and "malware prevention” controls (Sood, 2021).

Malware detection

Controls that can be applied to detect malware in the cloud.

All cloud computing instances (hosts) should have a Host Intrusion Detection System (HIDS) installed
that is able to do the following:

o Apply File Integrity Monitoring (FIM) to assess changes that occur in system files and maintain the
state of the modified file. The goal is to check for file integrity violations on critical cloud servers.

e Detect anomalies using log analysis to build a risk attitude so that potential security risks can be
analyzed. Detecting anomalies also helps identify potential attacks targeting cloud instances, such as
brute force and cracking accounts. This technique is also called log-based intrusion detection (LID).

e  Process and file level analysis to detect malicious code, such as rootkits running on the system. HIDS
enables the detection of suspicious and hidden processes in critical cloud servers in order to detect
possible infections.

All critical servers must have antivirus mechanisms installed to scan for malicious code (viruses, trojans,
ransomware and rootkits) running on the system. Antivirus programs are updated at regular intervals with
advanced signatures and heuristics to stay up to date to detect malicious code in the system. The antivirus
engine has a built-in ability to scan documents, executables, mail and archive files to detect malicious code.

Scan files stored in cloud storage to detect potentially malicious code. By default, storage baskets do not
have the built-in ability to check the nature of files. Either a third-party security solution or a cloud vendor-
specific security service must be implemented to scan files in the storage bin for malware.

Implement an improved scanning process to dissect the contents of files uploaded to cloud services to
detect the presence of malicious code. This content verification check must be enabled for each file upload
feature in cloud applications.

Implement scanning of the content of specially embedded links and attachments for emails associated
with cloud accounts, such as O365, to detect phishing attacks, such as

e cmbedded URLs that point to malicious domains for download attacks and
e attachments that contain malicious files resulting in malware installation.

Check the integrity and security of third-party applications integrated with cloud accounts for enhanced
functionality to ensure that malicious files are not served through these third-party services.

Always scan network traffic for intrusion detection by dissecting network trafhic and related protocols
to detect command and control (C&C) communication, data exfiltration, and sensitive data leakage. In
addition, scan the network traflic for malicious code that served as part of the download attack and the spread
of the infection.
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Mandatory implementation of a system for detecting suspicious behavior of end systems in relation to
critical cloud services displayed on the Internet. For example, for attempts to retrieve accounts that target
SSH and RDP services, the end customer sends multiple brute force requests and account breaches to gain
access. The same system of behavior should detect a wide range of attacks and malicious code.

Perform periodic Azure authentication checks from Active Directory Federation Services (ADFS) to
ensure that all authentication traffic flows properly through the ADFES instance and that no “golden SAML”
cards have been created to bypass normal authentication (Vijayan, 2020).

MALWARE PREVENTION

If any malicious files detected during the scanning process are implemented at the operating system level,
ensure that the quarantine file takes place in an automated manner to avoid any interference. This helps filter
out malicious files on the fly and restrict access to, share or transfer malicious files.

While uploading files to the cloud environment, i.e. application or storage services, if the file is found to
be malicious in nature, it should be discarded, never stored in storage bins. This helps prevent malicious files
from spreading after storage.

During the email scanning process, if malicious files are detected as part of an attachment or malicious
URL, apply automated quarantine to filter emails that contain malicious content.

During the network scanning process, if intrusions are detected, make sure that the intrusion prevention
system restricts malicious code and communication to prevent malicious code from reaching the end user's
system via the cloud.

If the system detects a dataleak during the on-line scan process in which the contents of the file are scanned
to see if any sensitive data is present in the file, make sure the system restricts file sharing with other users
and filter accordingly. A file containing sensitive data can be transferred as part of a data exfiltration process
using malicious code.

Since systems detect suspicious communication using behavioral tracking, such as retrieval attempts, be
sure to blacklist the end customer by limiting the IP address to prevent retrieval attacks. Make sure that all
software running in the cloud has no vulnerabilities. If vulnerable packages or network services are found
to be active, make sure patches are applied to remove vulnerabilities or poor configuration in the cloud
environment. Make sure that there is a strong strategy for backing up and recovering the implementation in
case of a ransomware attack. This helps administrators recover damaged data from backups at some point.
In general, the detection and prevention of malware depend on each other to protect against malicious
code in the cloud. This is because in order to prevent malicious code infections, they must first be detected.
This means that gaining insight into the work of malicious code is the most important task. Once an
understanding of the malicious code and how it affects the cloud infrastructure is gained, preventative
solutions can be applied to completely disrupt the life cycle of the malicious code. Thus, a complete malware
protection framework can be applied to prevent malicious use of cloud infrastructure (Sood, 2021).

TECHNIQUES, TACTICS, AND PROCEDURES

Threat intelligence plays a significant role in building proactive and reactive security approaches in the fight
against malicious code in the cloud. They also allow risk analysis to be performed to determine the level of risk
associated with critical hosts, applications, and services deployed in the cloud. Threat intelligence also helps
identify techniques, tactics, and procedures (TTPs) used by threat actors and malicious code. Using threat
intelligence, mechanisms can be put in place to assess the effectiveness of security controls in the environment
and to verify that the security stance is robust enough. Overall, it is an important condition to have an internal
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threat alert platform to implement rigorous cloud infrastructure security procedures and processes. Applied
intelligence on threats helps to prevent the abuse and exploitation of the cloud environment (Sood, 2021).

CONCLUSION

The attackers are targeting the cloud infrastructure to carry out cybercrime and vile Internet operations.
The attackers use the cloud infrastructure for various attacks, such as distributing malicious code, launching
crypto mining operations, running DDoS, filtering sensitive information and more. As cloud technologies
take center stage in the world of digital transformation, threats to cloud environments are expected to
grow exponentially. This means that organizations need to ensure that the cybersecurity position of the
cloud infrastructure they possess is robust and mature enough to combat all relevant security threats so that
business risks are minimized. To overcome this challenge, it is necessary to detect security holes in cloud
environments and fix them before attackers take advantage of these shortcomings to circumvent the integrity
of the cloud infrastructure. Understanding the nature of practical security controls and how to evaluate them
enables organizations to build a practical approach to security and privacy in the cloud. There are no shortcuts
to cloud security because it is an ongoing process which requires constant improvement how technology
evolves.
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