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Introduction/purpose: This paper provides an overview of research on computer system vulnerabilities caused by compromised
electromagnetic radiation by wireless keyboards. Wireless devices that use event-triggered communication have been shown to
have critical privacy issues due to the inherent leakage associated with radio frequency emissions. Wireless connectivity technology
is a source of signal emanation that must be protected in terms of performance and security.

Methods: Wireless device vulnerabilities and side-channel attacks are observed, along with electromagnetic emission of radio
waves.

Results: The findings highlight a specific wireless keyboard's security and encryption flaws. The results of penetration testing
reveal vulnerabilities of targeted wireless keyboards in terms of outdated firmware, encryption, wireless reliability, and connection
strength.

Conclusion: Wireless keyboards have security flaws that disrupt radio communication, giving a malicious user complete access to
the computer to which the keyboard is connected. An attacker can steal sensitive data by observing how the system works using
compromised electromagnetic emissions.

KEYWORDS: wireless keyboard, radio frequency, electromagnetic emission, software defined radio.
Pe s310M e ;

Beeacnune/uean: B aanHoOI cTaThe mpeascTaBACH 0630p HCCAEAOBAHUM YA3BUMOCTH KOMIIBIOTEPHBIX CUCTEM, BHI3BAHHBIX MOOOYHBIM
JAEKTPOMATHUTHBIM U3AYYEHHUEM GCcnpoaoAHblx KAaBuaTyp. beiao mokasaHo, yro 6CCHPOBOAHLI€ YCTPOMCTBA, UCIIOAb3YIOIIUE
CBsA3b, HHUIIMMPYEMYIO TPUITEPAMH, CTAAKHBAIOTCA C CEPbE3HBIMU npo6AeMaMI/I KOHQUACHIIMAABHOCTU BCACACTBUE YTEUKH,
CBSI3aHHOH C PAAHOYACTOTHBIM M3AYYCHHEM. [€XHOAOTHSI GeCHPOBoAHoﬁ CBSA3U SABASIETCSI MCTOYHUKOM M3AYYEHHS CUTHAAA,
KOTOPbIH He0OXOAMMO 3aIUIIATD C TOUYKH 3pEHUS IPOU3BOAUTEABHOCTH U 6e30macHOCTH.

Metoasr: Habaroaaorcs YA3BUMOCTH GCCHPOBOAHMX YCTPOMCTB U aTaKU IO CTOPOHHUM KAaHAAAM, a TAIOKE IAEKTPOMArHUTHOE
H3AY4YEHHE PAAMOBOAH.

Pesyabrarsr: B pesyabrare nccaeAOBaHUS BBISIBACHBI HEAOCTATKH 6€30IMacHOCTH U mupPOBAHUSA KOHKPETHBIX 6ccnpoaoAme
KAaBHATyp. Pes3yAbTaTsl TeCTHPOBAHH Ha IPOHHKHOBEHHE ITOKA3aAH YA3BUMOCTH 66cnp0BoAH0151 KAAQBUATYPhI, CBA3AHHOMU C
yCTapeBUIMM BCTPOEHHBIM IPOrPAMMHBIM obecreyeHueM, mHpPOBAHUEM H HAACKHOCTHIO 6CCHPOBOAHOﬁ CBSI3U.

BeBoap: Hepoctatku 6eszomacHocTH GCCHPOBOAHMX KAQBUATYP HPHUBOAAT K HAPYIIEHMIO PAAUOCBA3H, IPEAOCTABASA
3AOYMBIIIACHHHKAM ITOAHBIH AOCTYII K KOMIIBIOTEPY, K KOTOPOMY IIOAKAIOYCHA KAAaBHATypa. Takum o6pa30M, 6AaroAapﬂ
HaOAIOAECHHIO 32 pa60T0131 CHCTEMBI, Y 3AOYMBIIIACHHUKOB ITOSBASIETCSI BOSMOXXHOCTh YKPACTh KOHQUACHIIMAABHBIE AAHHBIC,
HCTIOAB3Ys nobouHOE 9AEKTPOMATHUTHOE U3AYYEHHUE.

KnwowueBbe ¢cJa08Ba: GCCHPOBOAHaﬂ KAaBHATYpa, paAMOYaACTOTA, IACKTPOMArHUTHOE HU3AYYE€HHUE, IPOTPAMMHO-
OIIPEACASIEMOC PAAHO.

ABSTRACT:

VBoa/umm: PamUBOCT pauyHAPCKHUX CHCTEMA Y3POKOBaHA je KOMIPOMUTYjYHHM €ACKTPOMATHETCKMM 3padereM ca GeKHIHMX
tacrarypa. [Tokasano je aa Gexuunu ypehaju xoju xopucre komyHnKanujy Gasupady Ha TpUrepuMa UMajy mpobaeme Koju ce
OAHOCE Ha IIPUBATHOCT, LITO j€ Y3POKOBAHO CACKTPOMATHETCKHM OTHIJAECM IIOBE3AHHM Ca EMHCHjOM PaAHO-Taraca. TexHoAOTHja
GEeKMMHNX Besa M3BOP je eMaHALMje CUTHAAA KOju Mopa buth samrruhen y moraeay nepdopmancu u 6esbeanocrn.

Metoae: Youasajy ce pasmuBocTu 6exndHux ypehaja u Hanaau Ha 604HE KaHAAE, YIIOPEAO Ca EACKTPOMATHETCKOM EMUCH]OM PaAHO-
CHTHAAA.

Pesyaratn: VkasaHo je Ha rpemxe y 6esbeaHOCTH 1 eHKpHILHju 3a oppeene Gexxndne Tactarype. Pesyaratu nenerpanmuonux
TECTOBA OTKPHUBAjy PAbHBOCTH LI AAHE GEKUIHE TACTATYPE Y IIOTACAY 3aCTAPEAOT PUPMBEpPa, CHKPHIILIH]E U IIOY3AAHOCTH HEKIIHE
Mpexe.

3akaydak: Bexuune Tacrarype mmajy 6esbepoHocHe mpomycre koju oMoryhyjy omerame papmo-komyHukanmje, aAajyhn
3AOHAMEPHOM KOPHCHHUKY IIOTITyH OPHCTYII padyHapy Ha KOjH je TacTaTypa osesaHa. CTora oH MOXE Ad YKPAAE OCET/HHBE II0OAATKE
nocmatpajyhu paa cucrema u xopucrehu eaekrpomarsercky emucujy.

KEYWORDS: 6exxuuna TacTarypa, paAI/IO-(l)pCKBCHLII/IjC, CACKTPOMArHETCKa CMI/ICI/Ija, coc])TBepcm/I Aeq)I/IHI/IcaHH paauo.

INTRODUCTION

Manipulation and compromise of wireless devices are not new concepts. Wireless devices that use event-
triggered communication have been shown to have critical privacy issues due to the inherent leakage
associated with radio frequency (RF) emissions (Oligeri et al, 2020, pp.231-241). Wireless keyboards allow
users to move keyboards to a more comfortable or visually pleasing position, resulting in a mess-free
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workspace. These keyboards, on the other hand, are not typically selected or used with security in mind, and
a surprising number of wireless keyboards affected by multiple vulnerabilities can allow malicious users to
completely compromise the computers to which these devices are connected.

This paper advances the attack frontier by reviewing inexpensive, easy-to-implement, efficient, and
effective attacks capable of detecting typing on a wireless keyboard. Such attacks are particularly harmful
because they succeed even when an eavesdropping antenna is several meters away from the target keyboard,
regardless of the encryption scheme, communication protocol, radio noise, or physical obstacles. We also
discuss attacks on wireless capabilities, such as wireless access points, routers, mice, and keyboards. However,
it is critical to understand that of all wireless risks, not just those associated with network connectivity
must be considered (Sheimo, 2021). In terms of performance and security, wireless connectivity technology
is also a source of signal emanation and must be protected (Logitech, 2023). Furthermore, we offer some
recommendations for mitigating attacks.

This paper is organized as follows. Wireless keyboard layouts and standards are covered in the second
chapter. The third chapter discusses wireless security, vulnerabilities, and threats. The fourth chapter is about
penetration testing. The final chapter concludes the paper.

COMPUTER KEYBOARDS

The computer keyboard is a primary component needed while working on desktops. There are various types
of keyboards available in the market, and choosing the best one is dependent on the user’s requirements.

Selecting a layout such as QWERTY, QWERTZ or AZERTY can influence the decision on what type of
keyboard should be used for a specific purpose.

Computer keyboard layout

A keyboard is a type of input, a peripheral device that allows users to enter text into another electronic device
and communicate with a computer in the simplest way possible. It is made up of a number of buttons that
generate numbers, symbols, letters, and special keys. The design of the keyboard is inspired by typewriter
keyboards, and the arrangement of numbers and letters on the keyboard aids in typing speed. Table 1 shows
the most commonly used keyboard layouts.

298



SINISA V. JOVANOVI#, ET AL. SECURITY OF WIRELESS KEYBOARDS: THREATS, VULNERABILITIES AND COUNTERME...

TABLE 1
Keyboard layouts (WebNots, 2022)

Feyiboard

[Crescription
lavyouts P

Desigrned to reduce wrist and arm pain.
Ergonoric fZurvy to accornunodate palms and
rovide a comfortable experience.
Foldable and portable. Made of rubber-
lile material resistant to water and dust,
Flexible Elustooth keyhoards with a Connector.
Fequire a hard surface to be placed on
prd typed on.
Designed for heavier usage. Keys are
placed on spring-activated switches, An
Electric circuit sends signals to the
lcormputer based on the pressed keys.
Produces more noise than rubber
rmembrane keyboards, but they reduce
the possibility of accidentally pressing a
idifferent key.
[evs tightly packed and occasiconally
protected by a transparent mermbrane.
Lightweight and resistant to dust. Error-
rore nature whern typing.
[nclude multimedia keys for play, pause
rewind, forward, and volume
Rdjustments. May be useful if the user
fraquently watches videos or listens to
rusic. The keyboard replaces the
IControls on a cormputer's videoaudio
player apps. Some may include gaming
lontrols.
IZome with a default onscreen or
touchscreen monitors. Eliminates rieed
for a physical keyboard. Lack physical
ICormponents in the layout section,
Frojection [Necessitates use of a srmall handheld
evice connected to the computer via
Elustooth or TISE cable. When turned on,
the device displays a laser projection of
the kevboard layout.
IConnect to cornputers via Bluetooth or
USE RF. To use it, customer should insert
A small connector into the USE port and
turn on Elustooth

tfechanical

blembranes

Blultirnedia

Wireless

Tabauua 1 — Packaaska xaasuarypst (WebNots, 2022)
Tab6eaa 1 — Tacrarypa (WebNots, 2022)

Keyboard standards

The keyboard is primarily used to enter the alphabet, numbers, commands, and other data into a computer
(see Table 2). It has over 100 keys (see Figure 1) (Chauhan, 2020). Most keyboards today use one of
three different physical layouts by the (1) worldwide International Standard Organization/International
Electrotechnical Commission ISO/IEC 9995-2 standard, (2) American National Standard Institute ANSI-
INCITS 154-1988 standard, and (3) Japanese Industrial Standard (JIS) X 6002-1980 (ANSI webstore,
1999).
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TABLE 2
Key type description (Chauhan, 2020)

Keyboard

keys Description

Turn the page up and dowrl [@Errows,
MNawvigation | Home, End, Insert, Delete, Page Up, Page
Doower1)

Function Used to perform specific tasks F1-F12)
Mostly used in cornbination with other
Control keys to perform specific tasks (Ctrl, Alt,
Windows key, Esc)

Alphanurmeric keys, symbols and
punctuation marks

Equal to calculator keys, at the right side
of the keyboard

Used to perform special functions
Special related to the computer systermn (Shift,
Enter, Alt, Ctrl, Esc)

Typing

Murmeric

Tabauna 2 — Onucanue kaasum (Chauhan, 2020)
Tabeaa 2 — Onuc tacrepa (Chauhan, 2020)

Function Keys Special Keys

Numaric Ke

Vs

¥ u i 0

Typing Keys

Control Keys

Navigation Keys

FIGURE 1
Keyboard keys (Chauhan, 2020)

Puc. 1 — Kaasumu (Chauhan, 2020)
Caunxka 1 - Tacrepu (Chauhan, 2020)

Figure 2 shows physical division and a reference grid defined by ISO/IEC 9995 standard series. The
sections are further subdivided into zones as follows:

- alphanumeric section:

o alphanumeric zone (green),

o function zone (blue),

- numeric section:

o numeric (dark red),

o function (lighter red),

- editing/function section:

o cursor keys (darker grey),

o editing function zone (lighter grey).
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FIGURE 2
ISO/IEC keyboard (ISO, 2009)

Puc. 2 — Kaasmmm ISO/IEC (ISO, 2009)
Canka 2 —Tacrarypa ISO/IEC (ISO, 2009)

-

Each key can be identified using the reference grid by a unique combination of aletter (indicating the row)
and a two-digit sequence (indicating the column). The labelling rules allow for function keys to be arranged
in rows other than above the alphanumeric section (thus, an AT keyboard is compliant with the standard):

e Columns containing editing/function keys should be numbered from 60 onwards if they are placed
beyond a right numeric section, or from 80 onwards if they are placed left of the alphanumeric section.

e Rows above the alphanumeric section should be labelled beginning with K, and rows below the space
key should be labelled beginning with Z.

e The grid can be angled or squared.

The characters that can be entered using the keys in the alphanumeric section are organized in levels. Level
1 contains lower-case letters, while Level 2 contains capital letters (e.g. unshifted/shifted). There are no rules
governing the distribution of non-letter characters, while digits are most commonly found in Level 1. The
standard allows for a third level (characters are selected by the means of an AltGr key). If the three-level
organization of the keyboard is insufficient to accommodate all characters to be contained in a specific layout,
“groups” may be defined as a higher hierarchical unit than levels. The Japanese keyboard layout, as well as the
Canadian Quebec layout and the German T2 layout, are common examples of layouts that allow characters
from different scripts to be input (ISO/IEC 9995-1, 2009).

ANSI-INCITS 154-1988 standard describes the layout of the 48 keyboard basic keys as well as the
upper- and lower-case characters that can appear on the keys (ANSI webstore, 1999). In recognition of the
various graphic character requirements of each application, the character assignments are divided into five
application areas.

The Japanese Industrial Standard specifies the layout of a keyboard used for information processing with
both hands that implements the JIS X 0201 7-bit alphanumeric-katakana code (JSAJIS, 2018). This standard
specifies the relative positions of keys on a keyboard but does not specify key spacing, keyboard inclination,
keytop and space bare shapes, or else. This standard makes no mention of character representation on keytops.

Keyboard prevalence

The QWERTY keyboard is widely used in the Americas and parts of Europe. In German-speaking countries,
the QWERTZ keyboard, also known as the Swiss keyboard, is used, whereas in France and Belgium, the
AZERTY keyboard is standard. American keyboards used to be alphabetically organized. This layout, while
logical, presented some technical challenges. Some of the most commonly used keys were placed near one
another, their mechanisms too close next to each other. As a result, the letters and the QWERTY keyboard
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had to be rearranged. Because the most commonly used characters vary from language to language, a slightly
different layout was chosen in certain non-English-speaking areas. German speakers adopted the QWERTZ
keyboard because the letter Z is more common than the letter Y. New keys have also been added in several
countries. For example, the keys needed to enter French accents were added to the traditional English

QWERTY layout. QWERTY was retained in Spain and Latin America, but with the addition of N, a
commonly used character in Spanish.

WIRELESS KEYBOARD SECURITY

Because wireless signals travel through the air and can be intercepted and read by a skilled attacker, wireless
devices are almost always a security risk. The wireless link is usually encrypted with an encryption algorithm
such as the Advanced Encryption Standard - AES (NIST, 2001), which is widely used to protect the majority
of wireless keyboards. However, using a Software Defined Radio (SDR), for example, encrypted signals can
be recorded. Wireless Universal Serial Bus (USB) dongles are also at risk. Unencrypted input can still be sent
to the dongle and used to access the attached computer and send signals while the keyboard is connected to
the dongle in an encrypted session (Weiss, 2023).

Wireless communication

Wireless communications are globally regulated, but certain bands are reserved for unlicensed users. The
industrial, scientific, and medical (ISM) bands which range from 2.4 GHz to 2.5 GHz and are defined as such
by the International Telecommunication Union Radio Regulation are one example. Wireless keyboards also
use the ISM band (Tomsic, 2022). Analog RFs are used to transmit digital data using various modulation
techniques such as frequency shift keying (FSK). Because the use of two distinct discrete frequencies allows
for the transmission of either zero or one, binary data can be transmitted over an analogue channel. The
digital data transmitted by a radio transceiver will have limitations on how frequently a new symbol can be
sent, which will affect the data rate. To convey the correct data, a transmitter and a receiver must use the same
data rate and be synchronized. A protocol must be used to structure the data transmitted between devices.
The protocol stack typically defines a logical link frame as a preamble (a series of bits) to allow the receiver’s
clock to be synchronized with that of the transmitter, a destination address, and data. Some protocols make
use of other fields, and the exact protocol specifications vary greatly between manufacturers and devices (Pohl
& Noack, 2019). Because software-defined radios are devices in which many radio components are replaced
with software variations of them, it is possible to control the radio flexibly through software and adapt it toa
wide range of applications and scenarios. This, however, makes it useful in debugging and research situations
where the system under investigation by a malicious user is not completely known (Sadiku & Akujuobi,

2004, pp.14-15).
Wireless keyboard security vulnerabilities, threats, and countermeasures

Every wireless device has weaknesses that malicious users can take advantage of. The top ten sources of
vulnerability, as identified by Bastille Networks in 2020 and presented by de Jesus Rugeles Uribe et al. in
2022, include, among other things, wireless peripherals that are open to Keystroke injection attacks on
keyboards without data encryption. A hacked wireless keyboard could reveal sensitive information because
of the wireless keyboard flaws such as:

e Flaws in encryption: the signal travels unprotected through the air and is easily intercepted.
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e Firmware flaws: even if a wireless keyboard is encrypted, firmware bugs can be used to read the wireless
signal.

o Keylogger: a type of spyware that records every keystroke and sends the stolen information back to the
attackers.

o Keysniffer: a set of security flaws affecting non-Bluetooth wireless keyboards from eight different vendors
(Anger, EagleTec, General Electric, Hewlett-Packard, Insignia, Kensington, Radio Shack and Toshiba) since
they use unencrypted radio communication protocols enabling an attacker to eavesdrop on all the keystroke
typed (Bastille Networks Internet Security, 2023).

e A compromised access point: cybercriminals can install rogue access points in public places with the
intent of stealing data from unsuspecting users who connect to them.

To help in the prevention of wireless keyboard attacks, the connections must be as secure as possible. The
first step is to ensure that the firmware of the keyboard is up to date and that the connections it establishes
are encrypted. Bluetooth devices should also use the Secure Connection only mode, which is compliant
with the Federal Information Processing Standard (FIPS) developed by the National Institute of Standards
and Technology (NIST). Furthermore, an anti-rollback feature for security-based device firmware upgrades
should be considered for keyboards that connect via a USB dongle. This prevents critical security patches
from being unintentionally removed while still allowing non-security-related updates to be rolled back.
Third, the encryption algorithms, such as AES which is the most known symmetric algorithm today, should
be used. When two devices connect, a key is generated and shared between them. The key is then used by the
devices to encrypt and decrypt the data they transmit and receive (Griskenas, 2023).

Side channel attacks over USB connection

The most common standard used to connect wired peripheral devices to a main host and transmit data is the
USB standard. The standard has evolved over the years, going from version 1.1 to the most recent version 4.0,
which supports a transmission rate of up to 40 Gbps (Liu et al, 2021). Different plugs, transmission speeds,
and power delivery capacities define each standard. The ability to power or recharge standalone devices is just
one example of the new features that could be integrated thanks to the evolution of the USB standard over
time. As a result, the USB standard is now used for a variety of purposes, expanding the range of peripheral
devices that are mutually compatible, while also exposing brand-new vulnerabilities. Malicious users today
take advantage of the default trust on USB ports to extract sensitive data from wireless devices. Despite
efforts by security experts and manufacturers to detect and block threats to a wireless keyboard, an even more
subversive approach to compromising user privacy relies on a USB side-channel attack (Liu et al, 2021).

According to Barthe et al (2018, pp.328-343), side-channel attacks are typically physical intrusions
in which malicious parties steal protected and confidential data by observing how the system operates
physically. To defeat a cryptographic system, these attacks use specific factors like electromagnetic (EM)
radiation, timing, and power consumption (Mangard et al, 2007). The goal of every side-channel attack is to
exploit an unintentional emission (Sayakkara et al, 2018; Grdovi¢ et al, 2022, pp.836-855). This problem is
also related to Compromising EM radiation (CER), which is primarily associated with devices protected by
some of the cryptographic methods (Markagi¢, 2018, pp.143-153). In general, attacks on user information
can be either passive or active, with the former having no effect on the sender, the receiver, or the data
transmitted over a communication channel, and the latter involving a malicious user engaging in an attack
and affecting one of these. Side-channel attacks are a type of passive attack that involves “listening” to devices,
equipment and transmission to monitor communication between two (or more) parties while leaving no
traces. As a result of these factors, users are frequently unaware of the attack.

A malicious user can passively and covertly record everything typed on the wireless keyboard from several
meters away using an antenna, a wireless dongle, and a few lines of software code in a side-channel attack to
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USB. It is a difficult-to-prevent attack that almost no one sees coming. Due to several flaws, low-cost wireless
keyboards enable a malicious user to listen in from afar. Though not all wireless keyboards are created equal,
and many are not vulnerable to eavesdropping, there is a simple solution to the problems caused by malicious
attacks on the wireless keyboard - make use of a wired keyboard (Whittaker, 2016).

Electromagnetic emission and electromagnetic signal acquisition

Electromagnetic compatibility (EMC) is a property of electric equipment that allows it to operate as
expected in the presence of other electric/electronic equipment while not interfering with it (ETSI, 2023).
EMC is focused on the analysis of EM interferences of RF interferences in electric devices, to reduce the
unintentional generation, propagation, and reception of EM energy. Unwanted emissions can be categorized
into two groups: conductive coupling and radiative coupling. Through transmit interferences through the
system, conductive coupling requires physical support (such as wires). Radiative coupling, on the other hand,
occurs when an internal circuit component acts as an antenna and transmits unwanted EM waves. EMC also
distinguishes two types of EM emissions based on the type of radiation source: differential mode (generated
by loops) and common mode (the result of internal voltage drops) (Vuagnoux & Pasini, 2009). There are
several standards, two of which are specifically related to RF, teleccommunication network equipment, radio
equipment and services, EN 300 386 V16.1, EN 301 489-1 V1.9.2 (ETSI, 2011; ETSIL, 2012).

There are two techniques for detecting compromising EM radiation. Standard techniques include using
a spectral analyser to detect signal carriers (compromised emanation is composed of peaks) or a wide-
band receiver tuned to a specific frequency (scanning a receiver’s entire frequency range of the receiver to
demodulate the signal based on its amplitude or frequency modulation). Unfortunately, some direct and
indirect EM emanations may go undetected using standard techniques, especially if the signal contains
irregular peaks or erratic frequency carriers. Indeed, spectral analysers rely heavily on static carrier signals.
Similarly, the scanning process of wide-band receivers is not instantaneous and takes a long time to cover
the entire frequency range. Demodulation may also conceal some intriguing compromising emanations
(Vuagnoux & Pasini, 2009). Novel approaches detect compromising EM emanation by directly collecting
raw signals from the antenna and processing the entire captured EM spectrum, which is extremely useful for
detecting EM emanations from the keyboards (both wired and wireless).

Software defined radio

SDR is a dynamic radio transmitter and/or receiver, capable of changing operational characteristics, setting
or changing RF operating parameters such as frequency range, modulation type, output power, and coding
rate, allowing a single hardware platform to be adapted to be a transmitter or a receiver under different
technologies, based on software configuration for any type of signal through software or firmware functions
(Chamran et al, 2019; Molina-Tenorio et al, 2021; de Jesus Rugeles Uribe et al, 2022). In SDR, software
modules execute in real-time on microprocessor platforms. The main operational characteristics of the system
can be modified or changed while running, allowing SDR to be easily reconfigured to perform different
functions (Garcia Reis et al, 2012). As a result of this, as well as due to relatively low-cost technology, SDR
platforms are now frequently used for side-channel attacks.

An ideal SDR has very little hardware at the RF front end, consisting of only an antenna and a very
fast sampler capable of capturing and digitizing wideband radio signals. However, relatively long coverage
distances may be achieved only by employing amplifiers before both analogue-to-digital and digital-to-
analogue conversion (ADC/DAC) stages (see Figure 3). LNA, PA, FPGA, and DSP are acronyms for Low-
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Noise Amplifier, Power-Amplifier, Fast Programmable Gate Array, and Digital Signal Processor, respectively
(Stewart et al, 2015; Duarte et al, 2019, p.1490).

[ransceiver

Antenna
L —_— — DSPs, GPPs
LNA ADC FPGA
- -+ - Digital signal Processing
PA DAC Resources

Hardware Radio o )
Software radio

FIGURE 3
Software defined radio (Duarte et al, 2019)

Puc. 3 - [Iporpammuo-onpeaeasiemoe pasuo (Duarte et al, 2019)
Cauka 3 — Codrsepcku pepunucanu papno (Duarte et al, 2019)

De Jesus Rugeles Uribe et al (2022) compare 19 commercially available SDR platforms in terms of ADC/
DAC, Tx/Rx, Fmin-Fmax, Max RF Bandwidth, signal processing platforms (MATLAB, Labview), and
GNU radio (free open-source toolkit available for low-cost external RF hardware to create SDRs). The
following devices are classified as low-cost hardware: FUNCube, RTL, RSPduo, AirSpy, HackRF, BladeRF,
LimeRF, and Pluto. These SDR platforms, together with open-source software and signal processing
platforms, have enabled the global advancement of SDR technology. At the same time, the possibility of
side-channel attacks increased exponentially. As a result, SDR is now opening up entirely new pathways
for penetration testing and security research even though EMC standards and regulations address emerging
threats from side-channel attacks. When considering the EMC requirements of devices, the International
Organization for Standardization (ISO) advisory notice K.841 states that information leakage from EMC
must be considered (ITU, 2014).

PENETRATION TESTING

Liu et al (2021) presented the findings of a survey on vulnerabilities and side-channel attacks related to,
among other things, wireless devices and the EM emission of radio waves. The results show vulnerabilities
of the targeted wireless keyboard in terms of keystrokes as targeted information. Vuganoux and Pasini
(2009) conducted a comprehensive study on this type of attack, testing its feasibility on various keyboard
technologies, including wireless. The authors specifically rate the Matrix Scan Technique (MST) as the most
effective method for keystroke interference over a USB cable. The authors propose three countermeasures
against side-channel attacks: (1) shielded cables and wired keyboards to reduce EM emanations (effective
but costly), (2) signal-shiclded areas (low cost, effective, but valid only within a certain range), and (3)
encrypted USB communication (improves communication security but encryption can be cracked). In
similar circumstances, a brief study by Sim et al. (2016, pp.518-520) aims to infer keystrokes from wired
keyboards solely through signal processing.

Wireless keyboards, on the other hand, have many advantages, but they also have some critical flaws
that allow malicious users to take complete control of connected devices. Throughout the years, numerous
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test methods have been developed and implemented to identify vulnerabilities and improve the security of
wireless keyboards.

Goodin (2019) shows that keystrokes can be recorded, replayed and injected into Fujitsu wireless model.
Researchers from the penetration-testing firm SySS created a proof-of-concept attack that takes advantage
of the insecure design. They were able to send commands to vulnerable Fujitsu keyboard set LX901 receiver
dongles within the range using a small hardware device. The researchers were able to send input that was
automatically routed to the connected computer. The distance was about 10 meters.

Gatlan (2019) discovered in 2018 four novel vulnerabilities of the Logitech Unifying USB receivers that
allow users to connect wireless keyboards to the same computer via a 2.4 GHz radio connection. The flaws
are caused by Logitech’s outdated firmware that allowed physical access to the target computer to exploit the
bugs and launch keystroke injection attacks, record keystrokes, and take control of the compromised system.
Logitech fixed two of them with patches in 2019.

Logitech introduced Logi Bolt, a new standard for secure, robust wireless connections in terms of both
security and encryption, in 2022 (Logitech, 2022). Logi Bolt is the next-generation wireless connectivity
protocol that ensures compatibility with multiple operating systems while also improving security, wireless
reliability, and connection strength. It reduces the risk of cyber-attacks while also addressing the growing
security concerns brought on by more mobile workforce. The Logi Bolt provides security through encryption
using Elliptic Curve Difhe-Hellman P-256 and AES-128.

Wadell (2016) discusses wireless keyboards that are vulnerable to KeySniffer, all of which are low-end,
inexpensive models. Anker, EagleTec, General Electric, Hewlett-Packard, Insignia, Kensington, Radio Shack
and Toshiba are among the companies affected (Bastille Networks Internet Security, 2023). Note that,
although Bastille Networks has tested these products, the results should not be interpreted as an exhaustive
list of all vulnerable keyboards.

Deeg and Klostermeier (2019) present security concerns about wireless keyboards that use 2.4GHz radio
communication that they have collected over two years. They began opening keyboards, identifying chips,
reading documentation, locating testing points, and analysing data communication with a logic analyser.
Then they used SDR (HackRF one), a wireless development platform (Ubertooth One), research firmware
(Crazy Radio PA) and GNU radio to record and analyze radio communication to identify used transceivers
and communication protocols, among other things. The findings on two Fujitsu wireless keyboard sets
(LX901 and LX390) and Cherry B.Unilimited 3.0 (all of which include wireless keyboards and mice) reveal
the following flaws: no protection against Replay attacks, no encryption of sensitive data (KeyStroke sniffing
attack), and insufficient verification of data authenticity (KeyStroke injection attack).

Tomsic (2022) describes seven steps of penetration testing: (1) pre-engagement (communication with
the client about the scope, approvals, and terms), (2) information gathering (post scanning and gathering
open source intelligence), (3) threat modelling (threat a plan how to attack targeting system, based on
gathered information), (4) vulnerability analysis (developed threat model is used to discover vulnerabilities
if any), (5) exploitation (attacking vulnerabilities), (6) post-exploitation (determining the actual impact of
the exploit), and (7) reporting (the findings of the penetration test). He used HackRF SDR connected to the
computer via high-speed USB 2.0 to conduct the research. Following the SDR analysis, a Crazy Radio PA was
used to capture and send data. Furthermore, 10 wireless keyboards from nine different manufacturers (Clas
Ohlson, Corsair, Deltaco, Exibel, Siglo, Logitech, Plexgear, Rapoo, and Razer) were subjected to penetration
testing. Penetration testing revealed that the majority of protocols contained flaws that allowed for keystroke
injection or key sniffing. Eight of the keyboards were found to have previously unknown vulnerabilities that
could give an attacker complete control of the computer to which the keyboard was connected. Furthermore,
only one of the keyboards promised any type of encryption.
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CONCLUSION

Wireless keyboards have security flaws that disrupt radio communication, giving a malicious user complete
access to the computer to which the keyboard is connected. Because malicious users can easily either passively
or actively attack the sender, the receiver, or the data transmitted over a communication channel, secure
connections and secure communications are required to aid in the prevention of wireless keyboard attacks.
Side-channel attacks are physical intrusions in which the attacker steals sensitive data by observing how the
system works using compromised electromagnetic emissions. The results of penetration testing presented in
this article reveal vulnerabilities of the targeted wireless keyboard in terms of outdated firmware, encryption,
wireless reliability, and connection strength.
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