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Abstract:
							                           
The aim of the present paper is to analyze the criminal procedural implications of applying artificial intelligence systems in the context of internal investigations. More specifically, we will seek to answer the following questions: how can AI be used in these procedures and which are its legal boundaries? In case of effective use of this technology, how can it, in a future criminal proceeding, affect the admissibility and valuation of elements of information derived from internal investigations? In order to address these questions, we will apply the deductive methodology with a review of European and Brazilian legislation, doctrine and jurisprudence. At the end of the paper, we will demonstrate the limits to be observed for the processing of data and the use of AI in the scope of internal investigations, as well as the requirements and limits of sharing the information obtained from them with criminal proceedings.
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Resumo:
						                           
O objetivo do presente trabalho é analisar as implicações processuais penais da aplicação de sistemas de inteligência artificial em investigações internas. Mais especificamente, buscaremos responder aos seguintes questionamentos: como a IA pode ser utilizada nesses procedimentos e quais são suas limitações legais? Em caso de efetivo uso dessa tecnologia, como ela pode afetar a admissibilidade e valoração de elementos de informação derivados de investigações internas, em um futuro processo penal? Para responder a estas questões, aplicaremos a metodologia dedutiva, com análise da legislação, doutrina e jurisprudência europeia e brasileira. Ao final do artigo, demonstraremos os limites a serem observados no processamento de dados e uso da IA no âmbito das investigações internas, assim como os requisitos e limites para o compartilhamento das informações obtidas a partir delas, com processos penais.
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            Introduction

            Among the various mechanisms for preventing and tackling economic and business crimes, one of those that has become the object of greater legislative, jurisprudential and, mainly, doctrinal attention is certainly the compliance programs. More recently, these mechanisms, as well as several other sectors of society, have experienced the influxes of the so-called “Revolution 4.0”3, since their most diverse activities have been carried out with the aid of new technologies, among which autonomous systems and artificial intelligence (henceforth, AI)4.

            It is true, however, that despite their undeniable potential to make compliance activities more effective and efficient, the use of these technologies also raises some relevant doubts, especially if we consider some of their inherent limitations, such as the opacity of their operation and unpredictability of their outputs. Furthermore, their specific use in compliance programs, especially in their most repressive aspect, which is conducting corporate internal investigations (henceforth, CII), raises serious questions in terms of the rights and guarantees of those being investigated, which is even more serious if we consider that, although is not their exclusive purpose, they can investigate facts that constitute crimes and, consequently, be relevant in future criminal proceedings.

            In view of this scenario, the central object of this investigation focuses precisely on the use of AI in the scope of CII and its criminal procedural repercussions. In other words, we will seek to answer the following questions: how has AI been and can be applied in CII and what are the legal limits for its use? In case of application, how can it affect the admissibility and valuation of the information collected in these investigations in any criminal proceedings?

            To elucidate these questions, we will initially analyze the concept, operation and limitations of AI systems in order to understand not only their potentials, but also the risks generated by their use in the scope of CII. These procedures will also be the object of our attention in this topic. Through the analysis of their fundamental concepts in the light of doctrine, legislation and jurisprudence, we will seek to understand their relevance, functioning and possible criminally relevant implications.

            Finally, we will focus on the main question of the present study, analyzing the legal guidelines for the use of AI in the scope of CII and for the sharing of information with the criminal procedures. In this context, based on a deductive methodology and with the analysis of Brazilian and European legislation, doctrine and jurisprudence, we will investigate three main aspects: the legal guidelines for processing data in CII; the limits to the use of AI systems in these procedures; and the requirements and limits for sharing the information elements derived from them, with an eventual criminal proceeding.

            At the end of the investigation, we will seek to demonstrate that the processing of data for the purpose of applying AI in CII does not find obstacles in the Brazilian General Data Protection Law (LGPD) or in the European General Data Protection Regulation (GDPR), provided that it is based on at least one of the legal hypotheses and respects the test of proportionality between the intended purpose and the means employed to achieve it. We will also demonstrate that, although based on the directive power of the employer, the use of AI systems in this scope is not unlimited either, and must observe, among other barriers, those imposed by the legality, the expectation of privacy of employees and by a second proportionality test. Finally, we will conclude that these elements of information can be shared with the criminal procedure provided that a third proportionality test is respected and that it is observed that they can never be considered sufficient to justify the conviction of any defendant, having a regime similar to that of the elements of information coming from public acts of investigation.

        

        
            1. Black-boxes 2.0: Artificial intelligence and the “new” face of corporate internal investigations

            Although recent attention has been paid to problems related to AI, driven especially by technological advances in this scope, it is important to mention that this field of study dates back to the post-World War II period, largely made possible by the work of Alan Turing focused on decoding messages during the war5. However, the use of this terminology is attributed to John McCarthy in the context of the text “A Proposal for the Dartmouth Summer Research Project on Artificial Intelligence”, of 1955. At the time, the author considered it as “the science and engineering of making intelligent machines, especially intelligent computer programs”. Besides, “it is related to the similar task of using computers to understand human intelligence, but AI does not have to confine itself to methods that are biologically observable”6.

            Currently, a proposal of definition that seems more appropriate to the state of the art of the matter is presented by the European Commission’s High-Level Expert Group on Artificial Intelligence, which proposes a subdivision into two categories: by i) artificial intelligence as systems, we can understand software or hardware that, given a complex goal, acts in the physical or digital world by perceiving their environment, interpreting the collected data, reasoning on this data and deciding the best action(s) to take, according to pre-defined parameters. Moreover, they can also be designed to learn to adapt their behavior by analyzing how the environment is affected by their previous actions. In turn, when considered an ii) scientific discipline, AI includes several approaches and techniques, such as machine learning, machine reasoning and robotics, integrating them in cyber-physical systems7.

            Scientific and technological advances in the area of AI have been accompanied by an undeniable expansion of the application of this technology in various fields of activities, such as transports, medicine and the capital market. It is no different with the scope of criminal justice, where autonomous and AI systems have been increasingly applied in activities of surveillance, investigation, judgment and sentence serving8.

            Our object of study, however, refers to the application of AI in the most varied activities carried out within the scope of compliance programs9-10, especially with regard to their reactive scope, that is, the conduction of CII11-12. As Christoph Burchard rightly points out, the time when only state agents made use of predictive systems to detect and prevent crimes is gone. On the contrary, digital criminal compliance (DCC) can be considered the buzzwords when it comes to employing digital systems for real-time prevention of compliance violations13.

            Depending on the complexity of the case and the companies involved and their respective scopes of activity, CII tend to be proportionally complex, with a high expenditure of time and human and financial resources of the corporation, for the purpose of properly ascertaining the facts in question. For this reason, technological instruments capable of assisting in certain tasks that demand the processing of an immense amount of data in a short time, especially with accuracy superior to that of humans, have been increasingly sought after.

            When talking about the digitization of criminal compliance, it refers to the intelligent analysis of a large data set (big data), especially through AI, in order to ensure compliance with laws and prevention of crimes within companies14. The reasons for this option lie precisely in the pretension of greater effectiveness and efficiency of the compliance program and, consequently, greater security for the company, since more advanced computer systems are able to predict with high accuracy the actions and productive processes, as well as to prevent and detect situations that may be harmful to the corporation15.

            According to Burchard, digital criminal compliance presents the promise (not necessarily fulfilled) of being a more complete, objective, neutral and effective form of compliance. The author explains that one of the main limitations of traditional (human-based) compliance is the fact that it is often forced to operate retrospectively (ex post). This occurs precisely due to human limitations and errors and despite the prior existence (ex ante) of data on possible non-compliance. Furthermore, despite the need to contain corporate crimes, companies are always faced with the dilemma that compliance measures tend to paralyze the company. With the digitalization of the compliance structure and the ability of new technologies to analyze big data in real time, the expectation is to predict a large number of possible infractions, preventing their occurrences. Furthermore, even if they are not avoided in some cases, the data storage capacity of AI systems would certainly favor the ex post investigation of the facts16.

            In view of these ambitions, it is important to point out that some functionalities of compliance programs already experience the benefits of digitalization and some new technologies. This is the case, for example, of the digitalization of whistleblowing and guidance channels and the portals of training and clarification of doubts of the employees. Furthermore, employee training itself can be favored by technological tools, which can be used to clarify doubts about concrete and specific situations, especially those that can be easily solved in light of the company’s code of ethics17. With the consequent reduction in the demand for services, the competent department is able to dedicate itself to the resolution of more delicate cases, which cannot be solved by the system18.

            In addition, activities that demand the processing of a huge amount of data in a short time tend to be especially benefited. This is the case, for example, of the analysis of the legal and regulatory aspects applicable to a given situation, especially if we consider that companies have been increasingly subjected to an immensity of legislation, including international ones, due to their activities in different markets. In this sense, tools that assist in the automated processing of data and categorization of those that are relevant in the specific case tend to benefit not only the compliance sector, but the generality of the company’s legal activities. Dedicating itself to the study of the applications of these technologies in the legal field, we have legal tech (or law tech), which refers precisely to the use of new technologies (from the simplest ones, such as those used in data storage, security or in office administrative services, up to the most modern ones, which help or even replace lawyers in some tasks) for the simplification and enhancement of legal services19.

            Also in this sense, the identification, monitoring and analysis of risks – activities that we will include here within the scope of so-called risk assessment – are positively impacted by the aforementioned data processing capacity. As if that were not enough, algorithms that are capable not only of a mere risk categorization, but also effectively able of autonomously update themselves with their previous experiences and the most recent scientific knowledge, legal updates and jurisprudence, certainly add to the program’s efficiency20.

            Within the scope of due diligence activities21, there are already tools on the market that assist in the collection of information regarding third parties, merger or acquisition target companies and any other agents, which the company wishes to do business with, identifying the viability, risks and transaction values. The benefits of using AI in this scope are once again in its high data processing capacity and its high accuracy, which helps in the preparation of a very precise and informative final report22.

            These are, however, some less controversial features of AI within compliance programs. Larger issues arise from its application when monitoring and supervising the work environment and tools, as well as the workers themselves. Furthermore, its capabilities can also be used in the measures of CII themselves, whether merely because of the immense amount of data it can store and which may be of interest for fact-finding, or because of its potential to effectively assist in conducting interviews, analyzing data and making decisions and predictions.

            In order to better understand how new technologies such as AI can be employed in CII, we first need to understand what these procedures are. CII can be considered a set of procedures conducted within a given company, with or without the help of external professionals, with the aim of investigating facts showing signs of legal, ethical or bylaw violations that come to its knowledge. They cannot be confused with day-to-day supervisory activities, or with due diligence procedures, since they have a reactive and non-day-to-day nature23.

            Even if not considered legally obliged to do so, companies have a burden of investigating24 the facts that occurred within their scope, since not doing it may end up calling into question the adequacy and effectiveness25 of their compliance programs and, consequently, affecting possible procedural benefits derived from them, such as non-prosecution agreements, penalty reductions or even the exclusion of corporate criminal liability26-27.

            The investigative procedures tend to follow a minimally uniform rite, subject to some obvious particularities of the corporation and its scope of activities. As a rule, the company becomes aware of facts that are potentially illegal, or contrary to its internal rules, from denouncements through communication channels28, its daily supervisory activities or even externally, through the current or imminent promotion of a state investigation or criminal proceeding communicated directly to the company or reported in the media29.

            In some cases, as highlighted by Nieto Martín, depending on the origin of the complaint, it may be necessary to carry out a preliminary investigation, prior to the CII, in order to verify the degree of verisimilitude of the allegations, avoiding, thus, waste of the company’s financial resources, as well as unnecessary interference in the scope of the rights of any persons being investigated30.

            Subsequently, an investigation plan is defined. This phase is essential for previously assessing the costs and time required for the CII, as well as for defining the limits of the methods employed. Furthermore, it is at this stage that the competences within the procedure are defined, appointing a person or department responsible for the investigation and also deciding whether or not to hire external professionals31-32. In any case, internal or external lawyers must be granted the respective powers of attorney and signatures in the relevant terms of confidentiality must be taken from those involved in the investigation in order to ensure the legitimacy of the measures taken, as well as to preserve the secrecy of the information collected, if so decided33.

            Once the investigations themselves have begun, interviews are conducted, documents, audio and video recordings and other digital files (such as email messages, web files and hard disks) are collected and analyzed, and these may even be from working instruments – such as corporate computers and cell phones. Depending on the case and the area of activity, technical expertise may also be required34.

            It is precisely in the execution of these investigative activities that AI proves to be most useful. Attention is drawn, for example, to the predictive surveillance of employees, through which, based on the analysis of a dataset, it is expected to determine with a high degree of precision which employees are more likely to commit acts of non-compliance, including criminal offenses35. This dataset may include, for instance, audio and video files of environmental and telephone recordings, monitoring of e-mails and internet browsers, information about computer keystrokes, content published on social media and information regarding facial expressions, body heat, physical gestures and voice tones, being these later accessed through devices incorporated into workers’ desks and offices36-37.

            Some other systems already available on the market38 are allegedly able to detect “sensitive keywords” in communications (videos, phone calls, emails, etc.) and send an alert to the responsible department, so that it can analyze the interlocution. In addition, they have the ability to measure the actual work time performed by the employee, comparing it with the time he deals with outside matters39.

            Focusing his analysis on the use of AI in lie detection systems, and its possible use in CII, Trentmann explains that the present and the future of technical lie detection involve the detection and evaluation by AI systems of verbal and non-verbal signals and patterns. During a statement, the system collects, through cameras and microphones, information about facial expressions, gestures, language use or the frequency of certain terms and formulations. Subsequently, it compares these data to the empirical knowledge stored by the system and assesses whether the information provided by the declarant is true or false. The author explains that AI works particularly with voice stress analysis and with facial or eye scanning, also being able, in a combined approach, to recognize patterns very quickly, even based on an almost infinite data repertoire40.

            Among the many examples of AI-based systems for the analysis of verbal, non-verbal and combined signals41, the so-called Eye Detect stands out for its application also in the private sphere42. As Trentmann explains, this system is owned by the American company Conversus, having been launched in 2019, but the technology used by it was created at the University of Utah in 2003 and has been improved since then. This software’s approach is based on the observation that when a person is lying, their brain has to work harder, which ends up unconsciously affecting their eyes. Therefore, through high-speed cameras (especially infrared), the system records the reactions of the declarant’s eyes to certain questions or situations, including changes in pupil diameter, eye movements, blinks or fixations. Its algorithm then calculates a credibility value between 0 and 100, with any value below 50 indicating that the claim is a lie43.

            We, therefore, observe that there is great potential for using AI in CII and compliance programs as a whole. However, even though we recognize that this technology can in fact make these activities more efficient and effective, the risks derived from it are equally relevant, and hence reflections on its legal bases are fundamental, especially if we consider its possible implications in criminal proceedings.

            When the investigations are completed, a final report will be prepared with their respective conclusions44. The destination that will be given to the information obtained will be decided according to the specific interests of the company45. If signs of practices that are illegal or contrary to the company’s internal regulations are found, the corporation may choose to: i) apply internal sanctions, such as warnings, suspensions or dismissals; ii) safeguard the information for the preparation of the company’s defense in future state liability procedures, including in court, presenting the evidence it deems appropriate in those respective moments; or iii) share with the competent authorities the information and evidence collected that it deems appropriate and relevant, requesting their incorporation in official investigations and bargaining for eventual procedural benefits, such as settlements, reductions in sentences or acquittals, if applicable46.

            It is precisely from the hypothesis of sharing the results of CII with the authorities that some of the most relevant controversies arise in this scope, not only due to susceptibilities to “risk shifting” or violation of rights and guarantees of those involved47-48. Since in these procedures possible criminal offenses are generally investigated, the information collected in CII will often not be limited to the defensive purposes of the legal entity49, and may be of interest to public authorities for the purpose of ascertaining authorship and punishing the individual who committed the crime. For this reason, the transfer of this information to the criminal trial, either as defensive evidence from company, or through its collaboration with the authorities, raises numerous questions, starting with the compatibility of these private procedures with the rights and guarantees of those being investigated, such as the presumption of innocence, the contradictory and the right to non-self-incrimination50. In addition, since the collection of evidence in this scope is carried out by private entities, generally dissociated from public authorities, there are doubts regarding the possible means of ensuring the reliability of the evidence collected in CII and how to fully certify the procedure that was carried out in the collection, transport and storage of these information, including the subjects who intervened in each phase of the process51-52.

            The relevance of all these discussions enhances, in our view, if we consider the possible application of AI in CII, which is why it is fundamental to address the topic of possible legal frameworks for its employment and its possible criminal procedural implications.

        

        
            2. Legal guidelines for applying artificial intelligence in internal investigations and the possible admissibility of information in subsequent criminal procedures

            
                2.1. Legal requirements for data processing


                When referring to the use of AI within the scope of CII, we must bear in mind that this technology inescapably depends on data that feed its system. For this reason, the first question to be answered is about the eventual legal permissibility and the possible limits for data processing in this scope.

                As Victor Valente points out, the protection of personal data is a fundamental and extremely personal, autonomous right, being effectively a result of the functionalization of privacy. Personal data are, above all, components of personality or legal capacity, conferring rights to their holder and legal obligations regarding informational self-determination53. In Brazil, the Federal Constitution provides in its Article 5th, X, the protection of the inviolability of private life, in addition to ensuring, in its item LXXIX, the right to the protection of personal data, including in digital media. In Europe, Article 8(1) of the Charter of Fundamental Rights of the European Union and Article 16(1) of the Treaty on the Functioning of the European Union (TFEU) provide that everyone is entitled to protection of personal data concerning them.

                If we take the Brazilian legal system as a basis, we will see that the General Data Protection Law (LGPD) excludes from its regime, among others, data regarding public safety and criminal proceedings54. Likewise, the General Data Protection Regulation (GDPR) is also not applicable, within Europe, to data processed by authorities for the purposes of “prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security”55. However, in our opinion, these rules are not directly an impediment for data processing in CII. As we have already mentioned, not only the primary purposes of these procedures are neither strictly the public safety nor the investigation of crimes, but also there is a clear economic purpose when these activities are carried out.

                This understanding also seems not to make CII incompatible with the provisions of Article 4th, §2nd, of the LGPD. It is a fact that this provision prohibits the processing of personal data by private persons for the sole purpose of investigation and criminal prosecution. However, as we have already pointed out, although these CII procedures can identify facts that fall under crimes, this is not their exclusive purpose. A contrary understanding, in our view, would make it impossible not only CII, but also compliance programs as a whole, hindering legal entities from fulfilling duties imposed to them by Law.

                A point to be noted, however, is that, under the GDPR, the processing of data related to criminal convictions or offenses is not permitted, unless conducted under the control of an official authority or authorized by the law of a Member State of the Union, which also ensures rights and guarantees of the data subjects56. The interpretation to be made of this article, in our view, is that the use of data related to possible criminal records as input to AI systems can only occur if the investigation takes place with the knowledge and supervision of the state authority in question or if the law of the Member State authorizes it. Furthermore, when the occurrence of a criminal offense is verified during the investigation, the processing of data may continue to take place for the purposes of better ascertaining the facts only in cases where the law authorizes the company to investigate (eg, anti-money laundering laws) or with the knowledge of the authority.

                The LGPD presents different requirements for their processing in the case of personal data or sensitive personal data
57-58. In a very similar way, the GDPR admits the processing of data in the cases provided for in Article 6, while Article 9(2) provides for the exceptional situations in which the processing of “special categories of personal data”59 will be admitted.

                In light of these legislation, we can consider that the main legal bases that authorize the processing of data within the scope of CII are, in descending order of relevance, i) compliance with a legal or regulatory obligation, by the company; ii) the regular exercise of rights in judicial, administrative or arbitration proceedings; iii) the pursuit of legitimate interests by the company; iv) the consent of the holder
60.

                In order to justify this order, we must point out that in cases where compliance obligations are imposed on the legal entity by law, decrees or regulations61, they justify the processing of personal data as an indispensable measure for the fulfillment of these obligations. In our view, this legal basis overlaps with the hypothesis of regular exercise of rights in proceedings (expressly provided for only in the LGPD and not in the GDPR, except for sensitive data), because, although the legal entity has the legitimate right to defend itself, in some situations there would not be ongoing, or on the verge of being initiated, judicial, administrative or arbitration proceedings. Although the admissibility of this basis can be ventilated considering future hypothetical processes, the use of this legal basis is more appropriate when the company is actually defending itself, especially when sharing data with public authorities (a hypothesis that we will discuss in detail later).

                The pursuit of the company’s legitimate interest, although quite appropriate to the context of CII, is in third place on this list because, as can be seen from the aforementioned Article 11 of the LGPD and Article 9(2) GDPR, it is a hypothesis that does not support the processing of sensitive personal data, which will be of particular relevance (especially the biometric ones) if we consider the use of some AI systems in compliance programs and CII.

                Finally, even though we consider the subject’s free, informed and unequivocal consent necessary for each specific purpose of processing his/her data (including for subsequent purpose changes, such as eventual sharing with authorities), we understand that this should be the subsidiary legal basis in the case of CII and compliance programs. Firstly, because, pursuant to Article 8th, §5th, LGPD and Article 7(3) GDPR, consent may be revoked at any time, upon express manifestation by the holder. Also, because we have serious doubts about whether we can effectively talk about freedom of consent in labor relations. In other words, the fear of not being hired or, as the case may be, being fired, can hinder subordinate employees from exercising effectively, with freedom, their agreement or not with the processing of their data62.

                However, in light of the GDPR, we understand that the consent of the data subject is essential, even if this is not the legal basis invoked by the controller, when it comes to data processing for the purposes of using autonomous systems and AI. This is because Article 21 provides that the subject may object, at any time, to the processing of their data based on the public interest or the legitimate interest of the controller (hypotheses (e) and (f) of Article 6(1) GDPR), for e.g. profiling purposes, unless the controller demonstrates that there are “compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data subject or for the establishment, exercise or defence of legal claims”. Furthermore, in accordance with Article 22, the data subject has the right not to be subject to any decision based on automated data processing, which may produce legal effects or affect him or her in any way, unless, among other hypotheses, if authorized by the legal system in question or based on the explicit consent of the data subject63. For this reason, regardless of the legal basis used, we maintain that there must also be the explicit consent of the data subject, including which data will be processed, for what purposes, and even which technological systems will be employed in the processing of this data.

                Despite this order listed above, we maintain that, provided that the respective requirements are met, any of these legal bases can be invoked to substantiate the processing of data within the scope of compliance programs and CII. Legal authorization, however, although imperative, is not enough. The guiding principles of data processing must also be observed.

                In a monograph on the subject, Gleizer, Montenegro and Viana maintain that the processing of data for purposes of public security and criminal investigations must comply with two fundamental principles: the necessary reserve of law (in the sense that all data processing presupposes authorization by law) and the prohibition of excess (in the sense that the proportionality of interventions must be observed)64. Although the purpose of CII is not strictly the investigation of crimes, we understand that these two principles can also guide the processing of data in this private sphere, not only because they are not incompatible with the LGPD and GDPR (quite the contrary), but, also, precisely because is possible that, within the scope of these CII, facts of criminal relevance are investigated and may be of interest to state investigations and proceedings.

                Legal authorization refers precisely to the cases mentioned above, in which data processing is authorized. With regard to the test of proportionality, it refers to the balance that must be made between the means used by the data controller and the purposes sought by the processing. The criteria that must be observed in this proportionality test are, according to the authors: i) the legitimacy of the purpose, that is, that the purpose pursued must actually correspond to interests related to the common good; ii) adequacy, in the sense that the means chosen must be able to promote the purpose in question; iii) the necessity, in the sense that there should not be less onerous and equally efficient means to achieve the purpose in question; and iv) proportionality in the strict sense, in the sense that the severity of the intervention and the common interests pursued must be pondered65.

                According to the authors, this proportionality test is precisely materialized through the list of principles that is brought by Articles 6th of the LGPD and similar articles in the GDPR and DPD66. In short, they are: good faith; i) purpose (legitimate, specific, explicit, and informed purposes to the holder); ii) adequacy (processing according to the purposes informed to the data subject and the context of the treatment); iii) necessity (processing limited to the minimum necessary to achieve the purposes); iv) free access (facilitated and free consultation by the holders, of the form, duration and completeness of the data); v) data quality (accuracy, clarity, relevance and up-to-date data); vi) transparency (clear, precise and accessible information); vii) security (protection against unauthorized access, destruction, loss, alteration, communication or diffusion); viii) prevention (measures to avoid harm); ix) non-discrimination (prohibition of treatment for unlawful or abusive discriminatory purposes) and x) responsibility and accountability (clear demonstration of personal data protection measures and their effectiveness)67.

                Responding, therefore, to the question raised at the beginning of the topic, we understand that the processing of data for the purpose of applying AI in the scope of CII does not find obstacles, either in the LGPD or in the GDPR, being admitted, provided that it is supported by at least one of the legal hypotheses and respects the proportionality between the legitimate purpose sought and the means applied.

            

            
                2.2. (In)Admissibility of AI systems in corporate internal investigations


                A different question is to know which AI instruments would be admissible in the field of CII. Since they are very efficient in collecting, processing and storing data, as well as in predictions and decision-making, they open the door for the company to obtain a multitude of data and information from its employees, in addition to, in cases with more advanced systems, performing real-time monitoring and enabling automatic decision-making. However, even if there are eventually no problems in data processing, it is certain that the company will not be able to apply any and all AI systems without considering some rights and guarantees of those involved. Concerns about the level of intrusion into workers’ privacy, secrecy of communications68 and even physical integrity are evident69.

                A first limit to be observed is that of legality, that is, the adoption of these instruments must find legal support. As a rule, employer supervision and control measures are based on the employer’s directive power
70, which attributes to him/her the burdens and powers related to the control of the work environment, the company’s assets and employees. However, it is certain that these powers are not unlimited, encountering barriers precisely in the constitution, in the laws and eventually in collective agreements.

                In Spain, for example, the Workers’ Statute is clear in its Articles 20.3 and 18, that the employer can adopt the measures he/she deems opportune for the surveillance and control of the worker’s labor obligations and duties, as well as for the protection of the business assets71. According to Gómez Martín, within the scope of this company’s right to inspect its workers, there are two very distinct groups of cases: i) the right to register the worker, his locker and his personal objects; and ii) the right to supervise the work instruments that the employer makes available to the employee. In the first case, it is a very exceptional measure to be taken only in the working environment and hours, and must also respect, to the maximum, the worker’s dignity and privacy. In turn, the second group encompasses the installation of cameras, microphones and other technological forms of communication control, especially those carried out in the computers and cell phones provided by the company. It is important to point out that, although based on the rights and duties assumed in the employment contract, especially the employers’ right to supervise and control their means of production, properties and employees, this control cannot be unlimited either. Even if provided for work purposes, work tools (such as cell phones and corporate computers) may be used in some specific cases for personal purposes, especially outside working hours or during rest periods72.

                In Brazil, the legislation is not clear and much less extensive in this matter. Initially, it is understood that the directive power of the employer is based on Article 2nd CLT, when considered as the person who directs the personal provision of service. This is a power derived from the labor contract itself and whose content can be divided into organizational, control and disciplinary powers
73. Concrete provisions, however, about which control measures are permitted or prohibited are scarce74. Article 74 allows, in a general way, the control of working hours, which may be manual, mechanical or electronic. Furthermore, Article 373-A, item VI, prohibits intimal searches of female employees75.

                One could question, for example, in light of the lack of legal authorization and mainly in view of the reserve of jurisdiction in the matter, whether the employer would be authorized to intercept (including with technological systems, perhaps with AI) employees’ communications. Gustavo Garcia, considers it inadmissible, since telegraphic, data and telephone communications are inviolable, except, in the latter case, with a court order for the purposes of investigation and criminal proceedings. Although the constitutionally foreseen inviolability is unquestionable, we understand, however, that a possible obstacle would not be based on this issue. If, on the one hand, terminologically speaking, the recording of a conversation between two agents by a third party would fit the concept of a telephone interception or an environmental interception, on the other, it would not affect the freedom of communications and intimacy, if (and only if) interlocutors have previous knowledge of the recording76. By this we mean that the eventual use of AI systems that monitor telephone, telematic or environmental communications does not violate Art. 5th, XII, CF, provided that there is knowledge on the part of the interlocutors. This does not mean, of course, that this employment is proportional, a criterion that we will discuss later.

                Directly related to the abovementioned issue, we can also identify as one of the main limits that must be observed (not only when applying new technologies, such as AI, but in CII as a whole) those spaces in which there are expectations of privacy on the part of those investigated. Even if provided for work purposes, it is commonplace, in practice, for employees to use some work tools, such as cell phones, computers and corporate e-mail, also to deal with personal matters. This is an undeniable result of today’s fluidity of boundaries between the work and home environment, accentuated by phenomena such as the digitalization of work and the home office77. For this reason, there are precedents and it is well recognized in the doctrine that there is an expectation of privacy and consequent limits to the inspection and monitoring of information stored in cell phones, computers, e-mail and other work instruments78.

                This expectation, however, may be excluded, in the specific case, when the employer gives the employee prior and explicit notice that the objects and tools are to be used exclusively for work purposes, defining the limits of permissibility for their use and making it clear that they can be inspected and what the concrete information that can be collected from them will be79.

                It is also important to mention, as Montiel does, that there are certain areas in which the expectation of privacy is unchangeable, as an eventual breach would affect an intangible core of intimacy, referring to the most private and personal sphere of workers. This would be the case, for example, of digital files from recordings made in locker rooms and bathrooms, genetic tests and compulsory intimate searches80.

                But attending the employee’s expectation of privacy is not enough to attest to the legitimacy of the employer’s intervention. In our view, it is necessary to balance the interests based on the proportionality test
81, assessing whether, in the specific case, i) the measure restricting the worker’s right is likely to achieve the desired purpose (adequacy judgment); ii) if there are no other equally effective measures that restrict to a lesser degree the worker’s right (necessity judgment); iii) whether the concrete restriction of the worker’s right results in more benefits for the common good than its preservation to the detriment of the purpose sought (proportionality in the strict sense)82. Gómez Martín understands as disproportionate, for example, using technological instruments to carry out constant and indiscriminate surveillance of everything that appears on the worker’s computer screen, without distinction between what is personal and what is related to work83.

                In the light of what has been exposed so far, we can observe that this judgment made between the interests at stake in the specific case, based on the proportionality test, is perhaps the most fundamental criterion in assessing the admissibility or not of AI systems in CII. As we have explained, the criterion of legality ends up being fulfilled not only by the norms that authorize the necessary measures to implement the employer’s directive power, but also by those that encourage the adoption of specific supervision and control measures within the scope of compliance programs. Therefore, with the exception of some occasional express prohibitions, AI systems in this field are not illegal.

                Likewise, it has been demonstrated that there are spaces in which the employee’s expectation of privacy must be respected, and in some cases it cannot even be waived under any circumstances. However, fulfilling this criterion does not impose severe practical difficulties either, since it demands mere prior and detailed information to the employee about the limits of use and the possibility and means of surveillance. In addition, we cannot forget the undeniable position of vulnerability in which workers find themselves, which is why we believe that, even if notified, they will often not be in full conditions to truly understand the implications of the situation they are facing, or not interested in extend the discussions regarding it, precisely due to the fear of being fired or not being hired.

                The proportionality test, in turn, ensures the analysis, in the specific case, of what technology is being used, which rights are being restricted, what the expected benefit of this use, the level of suspicion and the severity of the facts are, in addition to other important for the analysis of the admissibility, or not, of using the system. We understand that an absolute answer, either in the sense of full admissibility or in the sense of an absolute ban on AI in CII, would not be satisfactory.

                It is evident that companies are currently in an uncomfortable position of complying with an immensity of duties imposed by law and regulations, whose non-compliance can bring severe reputational and financial consequences and especially in terms of liability, including criminal responsibility. And it is also true that emerging technologies, in which we include AI, are fundamental for compliance, aggregating in terms of efficiency and effectiveness.

                However, if even within the scope of criminal investigations and prosecutions, not any and all measures based solely on efficiency are admissible, much less will they be in this environment of privatization of criminal procedure
84, in which there is often no suspicion of an illegal act, since many instruments are used for day-to-day supervision and monitoring purposes.

                Based on what has been said, we consider unacceptable, for example, any kind of polygraph, such as those exposed in the first topic85. At stake, in our view, is the constitutional guarantee that no one will be subjected to torture or inhuman or degrading treatment, provided for in Brazil in Art. 5th, II, CF86. Despite its alleged efficiency for detecting lies, which would make it adequate for achieving its purposes, we understand that there are less harmful means to the rights of those being investigated, which would mean that it would not pass the criterion of necessity. It could be argued that it is more effective than other means. However, even if that is the case, the investigation of relevant facts for the company87 certainly does not prevail over the protection of human dignity, object of protection of the guarantee in question.

            

            
                2.3. Legal boundaries on the transmission to criminal proceedings of information obtained in internal investigations with the assistance of AI


                Although the investigation of crimes is not necessarily the purpose of CII, it is true that the facts ascertained within their scope may correspond to criminal offenses. That said, even though conducted in a private environment, by entities dissociated from public authorities, CII become a relevant problem in criminal procedural terms from the moment that the company, upon completing the investigation, decides to share the established information with the public authorities for the purpose of obtaining the appropriate benefits (possible mitigation or exemption of penalties, conclusion of agreements, etc.) or even present them in the context of their defense in judicial or administrative proceedings that are brought against them.

                However, it is evident that the conclusions of the investigation will not always be limited to demonstrating, if that is the case, the correctness of the organization, controls and business procedures, but will often indicate who the people who circumvented the compliance program and committed the crimes were. This raises a number of questions, especially with regard to the admissibility and probative value of the conclusions of CII and the documents collected in them, in future criminal proceedings.

                On the one hand, it is true that the debates on how to guarantee the reliability of the elements of information collected in CII and whether and how to make these procedures compatible with criminal procedural guarantees such as non-self-incrimination, the contradictory and the presumption of innocence, have already existed even before the massive use of AI in these activities88. However, the progressive use of these technologies tends to accentuate the relevance of these discussions, especially if we consider that, in addition to their indisputable benefits, they have serious limitations and risks89.

                A first limitation, already widely pointed out by the doctrine, is the opacity of AI systems. This means that, due to its technical complexity, this technology imposes severe difficulties on the human understanding of its internal procedures, the decisions that underlie decision-making and even the data that are used as input, to reach of a given output. That is, even though we have access to the concrete decision taken by the system, understanding its “hows” and “whys”, when possible, is very difficult90-91.

                This opacity also has, as one of its consequences, doubts related to the data used as input, either with regard to the legality of their obtaining or their own quality. In this sense, as Miró Lliñares points out, today’s data collection differs from that carried out in the past, which always depended on minimally conscious and active conduct by their holders. Currently, data are shared on a massive scale, causing well-founded fears of disproportionate violations of people’s privacy. Furthermore, poor data quality can be caused by poor qualification by the programmer, collection over a very short period of time, or the simple fact that the data in question are not representative. In either case, the invalidity or inaccuracy of the data will increase the chances of inaccurate outputs and, consequently, of errors92.

                Finally, we must also not forget that, due to their ability to “learn” from their past experiences and autonomously adapt their own algorithms, more advanced AI systems can end up proving to be unpredictable at a certain point, even for their programmers93-94.

                In our opinion, these limitations have the potential to further increase the risk of violating the rights and guarantees of those investigated in CII. The opacity of AI systems and the algorithms used by them tend to limit the concrete possibilities of those involved to understand and contest the decisions eventually taken against them. Likewise, the analysis of which dataset was taken into account for a given decision and, consequently, whether they were obtained in a lawful manner and operated in a non-imprecise or even non-discriminatory manner is quite an obstacle.

                This framework reinforces what we have already argued on other occasions95, in the sense that the transfer of information and documents from CII to the criminal process must be subject to rigorous analysis, and one cannot speak of unrestricted transmission of the integrality of the fruits of these procedures.

                Initially, it is important to point out that sharing data processed within the scope of CII can configure, depending on the case, a change of purpose and, consequently, a new intervention. By this we mean that, if the legal basis used to authorize the processing of data has been other than the exercise of defense in judicial, administrative or arbitration proceedings, sharing them for these areas will require a new legal authorization and judgment of proportionality in a broad sense. Consider, for example, the hypothesis that data processing initially took place only to fulfill compliance obligations (Art. 7th, II, LGPD). The use of these data for the exercise of defense in legal proceedings, even if to demonstrate the existence and effectiveness of the compliance program, constitutes a deviation from the original purpose, which does not necessarily prohibit their sharing, but demands a new analysis on the fulfillment of the requirements for this purpose.

                The misuse of purpose configured by data sharing is observed even in the field of public entities. Citing the principle of informational separation, whose constitutional status in Germany had even been recognized by the BVerfG, Gleizer, Montenegro and Viana draw attention to the fact that data transfer between bodies of criminal prosecution, public security and intelligence, must be exceptional, and all exceptions must be clearly regulated and delimited by law, in authorization rules. According to the authors, any form of sharing implies an autonomous intervention in informational rights, as they represent a breach in the finalistic linkage96.

                As the authors argue, we can consider data sharing when two entities (even if carrying out activities of the same nature) or two departments within the same entity, exchange information, regardless of how they do it. For the authors, the formal legality of this sharing could be solved through the so-called two-door model, in the sense that is necessary a rule to authorize the entity that first collected and stored the data (primary controller) to give access to the information and another rule that authorizes the entity that will receive the data (secondary controller). The foundation of this proposition relies in the fact that data sharing involves two distinct interventions, each of which demands its own legal basis. The first would consist of changing the purpose that had determined the collection of data, with legal authorization specifying the extent of shared data and the new purposes for which sharing is acceptable. The second refers to the storage and use of data by the secondary controller, and the legal authorization must specify the conditions for processing the data and the standards of protection, including the duties of control and elimination97.

                The authors also support a second criterion, which is obligatory to observe in the context of sharing, which would refer to the material principle of differentiation according to the proximity between the purposes of the collection and the new purpose sought with sharing. This means that the greater the distance between these purposes, the more onerous the intervention and the higher the requirements to be observed for sharing. German doctrine, by the way, usually applies the so-called hypothetical intervention doctrine, which supports the possibility of sharing between entities only if the secondary controller has similar authorization for a hypothetical collection, under the same terms as the primary controller, including the one regarding gravity of the means employed by the latter98.

                Applying these considerations to the scope of CII, sharing the data collected in these procedures with the state investigation and prosecution authorities would require, in the first place, specific and clear legal authorization to change the purpose of data processing, that is, for sharing with the authority. In Brazilian law, this authorization is found in Arts. 7th, VI and 11, II, d, LGPD. Once this requirement has been met, it would be necessary legal authorization for the authority in question to receive data from CII. In the persistent lack of data protection legislation in the field of criminal justice in Brazil99, the precise regulation of this matter is unfortunately still missing, and this analysis is only possible in light of the rules on sharing information in specific areas (e.g., anti-money laundering; anti-corruption; state-owned companies, etc.) and, in the case of the criminal procedures, the rules of admissibility and valuation of evidence. The material legality does not seem to present major difficulties, since, despite the difficulties to do so, public investigation and criminal prosecution authorities have the means to request this information themselves.

                It is also important to mention that if the legal basis used as fundament for processing data in CII has been the consent of the holder (Art. 7th, I; Art. 11, I, LGPD), it must contain, from the first moment, explicit information on its purpose to the holder, under penalty of a new legal basis or a new consent form being necessary100.

                As regards admissibility of documents collected within the scope of CII in criminal proceedings, we understand that some situations should be differentiated. In principle, these elements of information will be admissible in criminal proceedings when the company presents them in the context of its defense, precisely as a realization of its right of defense and right to present evidence. A contrary understanding, in our opinion, would represent not only an unacceptable violation of these rights, but also a factor that discourages the adoption of compliance programs and the conduction of CII101.

                The issue is much more complex when it comes to the admissibility of elements of information from an CII, presented by the Public Prosecution, to the detriment of another defendant (an employee, for example), or even presented by the company’s defense, in detriment to another defendant. In these cases, as noted, there is a conflict between the rights to contradictory and due process of the subject affected by the evidence and the right of defense of the defendants, especially of the company that conducted the CII102.

                For these situations, we propose the following solutions: i) the elements of information will be admissible in criminal proceedings when presented by the defendant in his defense and will be fully valued for these purposes, except, of course, when obtained illegally103.

                ii) although admissible, the aforementioned elements of information, whether presented by the Public Prosecution, or presented by one defendant against another, can never be considered sufficient to substantiate a conviction. This is an intermediate proposal between full valuation and total non-admission104, which aims to meet the functionality of compliance programs (especially in their aspect of collaboration with the state), without disregarding the rights to due process and contradictory of the affected subjects105-106. Proposing this solution, Anna Carolina Canestraro explains that the sharing of information from CII with the criminal procedure must be subject to a new judgment of legality and proportionality, which is usually positive (with the exception of interview reports)107. However, since they have not been produced under contradictory, these elements themselves cannot justify a conviction, being sufficient only to form the opinio delicti of the Public Prosecution, in a regime similar to that of state investigation acts108.

                iii) finally, as a result of the two premises mentioned above, we maintain that the elements of information presented and admitted as defensive evidence of the company cannot be valued for the purpose of substantiating the conviction of another defendant. The solution to this impasse, in our view, lies between two alternatives: i) the first of them, supported by the majority doctrine109, would be to consider that, even though natural and legal persons enjoy the right of defense and procedural guarantees related to it, they would not necessarily have the same “weight” for both. That is, in case of conflict between the rights of defense of natural and legal persons, the ones of natural persons would have primacy. The foundations for this position would be: due to the nature of legal persons, their fundamental rights would admit some relativizations; some procedural rights are linked not only to the guarantees directly related to equality of arms in criminal proceedings, but also to the dignity of the human person, which does not extend to legal persons110. II) The second possibility, which in our opinion would be the most appropriate, would be the use of the faculty provided for by some legal systems, that is, the separation of processes. This is the case, for example, of the Brazilian legal system, which allows the judge, in Art. 80 CPP111, the separation of processes when deemed convenient for a relevant reason112.

                It is clear that, assuming the admission of these elements of information in the criminal procedure, in no way hinders the imperious judgments about their credibility within the scope of their valuation. Even because, as we have already pointed out throughout the paper, AI systems pose some challenges in terms of transparency and, consequently, contestability of their decisions. If we think of their application in the most varied functions of CII, we tend to have an environment of even greater difficulties for the exercise of the defense of those affected by these elements of information, even if a contradictory a posteriori is assured.

                As we have already argued on other occasions113, due to the questions that are raised around the integrity, identity and authenticity of digital evidence114 obtained with some form of AI intervention, it is essential, also within the scope of CII, to document the chain of custody, as it can prove to be the only way to attest to the legitimacy and legality of the elements collected in CII, preventing them from being excluded from the process. It is true, however, that despite the models and procedures proposed by international certification institutes115, for the purpose of documenting the chain of custody of digital evidence, further investigations are still pending on the extent to which these models will be suitable for evidence related to AI116.

            

        

        
            Conclusion

            As demonstrated, CII emerge, along with compliance programs, not only as one of the possible tools for tackling corporate crimes, but also as an important mechanism of legal entities’ defense, when subject to criminal prosecution. In order to achieve these purposes and effectively and efficiently perform the tasks included therein, new technologies such as AI have been progressively employed, and it is expected that their use will help in the best and most accurate verification of facts in a shorter time and with less expenditure of companies’ financial and human resources. However, in view of their limitations and especially the risks derived from them, it is essential to observe legal limits, not only in the use of these technologies, but also in the sharing with criminal procedures, of information obtained with them in the scope of CII.

            In light of these considerations, we demonstrated that the processing of data as input for AI systems applied in CII must find legal support in one of the hypotheses provided for by legislation. The ones that are generally selected are those provided for by Article 7th, items I, II, VII or IX and Article 11, items I and II, “a” and “d” of the LGPD or, when applicable the GDPR, those provided for by Article 6, items (a), (c), (e) or (f) and Article 9(2), items (a) and (f). In addition, the fundamental principles for data processing and the test of proportionality between the intended purpose and the intervention that is carried out must be observed.

            Even if the issue of data processing is overcome, the actual use of AI systems in CII must also observe limits. Although, in terms of legality, these systems usually find support in the norms that underlie the employer’s directive power, it is also imperative that their application does not affect areas in which there are (and which have not been withdrawn) expectations of privacy by the employee and, once more, it must be observed a test of proportionality between the intended purpose and the technology concretely employed and the rights affected by it.

            In criminal procedural terms, however, remains the tormenting question of knowing to what extent the use of AI in CII affects the admissibility and valuation of evidence in criminal proceedings. In our view, the sharing in question may represent a misuse of purpose for which the data were originally collected. If that is the case, and therefore there is a new intervention, sharing will depend, in order to comply with the requirement of legality, on legal authorization for sharing with the public authority in question and on legal authorization for this authority to receive these data. Furthermore, this sharing will only be admissible if the authority in question has powers to, hypothetically, collect these information under the same terms in which it was collected by the company, including with regard to the gravity of the means employed.

            With regard to the admissibility in criminal proceedings of elements of information collected in CII, we maintain that they can be presented by the company, in its defense, and by the Prosecution itself, when there has been a prior sharing, provided that a new proportionality test has been overcome. However, these elements of information cannot be considered sufficient for the conviction of the company, nor for proof of guilt of other co-defendants, having probative value similar to that of the elements of information arising from acts of state investigation, such as police investigations. In addition, if the company and individual persons investigated in the scope of the CII are co-defendants, it may be beneficial to separate the procedures in order to better protect both the right of defense of the legal entity and the procedural guarantees of the individual.

            We agree that this is a complex proposal and that it tends to impose some practical difficulties in the investigation and processing of legal entities. However, we believe it is an imperative solution in view of the interests at stake, which tend to be even at higher risk when related to interventions by AI systems.
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