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ABSTRACT

This paper analyzes and proposes how several internal control frameworks can be integrated to achieve
effective corporate information technology governance. The fundamental tenet of the current literature
in this area is that neither a single framework nor non-integrated multiple frameworks would suffice
in achieving effective information technology security and governance. Using the extant literature,
a deductive approach, and focusing on three popularized internal control frameworks ERM, COSO,
and COBITS, we propose a framework that can help organizations effectively and efficiently achieve
information technology governance through their interaction. An integrated framework is one that links
the key control objectives to strategic business objectives and, in doing so, addresses IT governance
principles at both a strategic and operational level, whilst aligning IT and business management
understanding of the key risk areas that characterize the organization’s goals (Goosen and Rudman,
2013). In addition, this fundamental alignment is expected to eliminate unnecessary controls and
processes which in turn help improving IT governance. We expect firms seeking to adopt the proper IT
governance to utilize the proposed integrated framework.
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INTRODUCTION

Information technology has become one of the most important strategic assets and a critical
tool in ensuring the sustainability and development of a business. It is argued that the responsibility
for designing, implementing and maintaining many of the controls over any organization’s business
processes is dependent on Information Technology (IT). The IT function is responsible for collecting,
converting, archiving, protecting, processing, delivering and securely retrieving information as
necessary (Abu-Musa, 2008). Many organizations have been using several frameworks such as Control
of Objectives for Information and Related Technologies (COBIT), Enterprise Risk Management
(ERM), and Committee of Sponsoring Organizations of the Treadway Commission (COSO). For
optimal IT governance, we contend that organizations must integrate these frameworks. An integrated
framework is one that links the key control objectives to strategic business objectives and, in doing
so, addresses IT governance principles at both a strategic and operational level, whilst aligning IT
and business management understanding of the key risk areas that characterize the organization’s
goals (Goosen and Rudman, 2013). In addition, this fundamental alignment is expected to eliminate
unnecessary controls and processes which, in turn, helps in improving IT governance and regulatory
compliance.

To achieve its strategic and operational goals, a firm needs timely and relevant information. As
this need grows, corporations are expected to adopt well-integrated IT systems with other operational
controls. These systems face different security risks that may arise from ineffective internal controls
or the nature of the competitive environment as the demand for information increases (Abu-Khadra
et al.,2012; Abu-Musa, 2006).

IT produces many opportunities for organizations to gain competitive advantages such as
increased accuracy, speed of transaction processing, cost savings, improved operational efficiency, and
reduction of human errors. It can also significantly increase productivity and enhance an organization’s
performance, thus adding value to the stakeholders. However, if an improper IT system is adopted,
many negative consequences can affect the business. In fact, the Information Technology Governance
Institute (ITGI 2003) expressed concern of the negative consequences of inadequate IT design, such
as fraud, waste of computer assets, competitive disadvantage, privacy violation and incorrect record
keeping.

Recently, the business paradigm has shifted to governance as an effective framework to enhance
accountability, leadership, operational processes, organizational structures, and human resources of
an organization through an alignment of IT with future business objectives and strategies (Yang et
al., 2011; Peterson, 2004). Therefore, to achieve optimal IT governance, it is imperative that most
organizations coordinate internal control frameworks, which may have been incipiently implemented
on an ad hoc basis.

Based on our proposed integrated frameworks (ERM, COSO and COBIT), there are five
domains that are expected to guide the design of IT governance: strategic alignment; value delivery;
resource management; risk management; and performance measurement. The recommendations
herein are applicable to medium- and large-sized companies that need to comply with regulatory
requirements and are operating in complex, risky environments where an alignment of IT and
business management objectives is a sine qua non for success.
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RESEARCH PROBLEM

Currently organizations are utilizing more than one framework for management internal
controls, IT, and information security. These frameworks such as ERM, COBIT, COSO, and ISO
27002 have been developed to assist firms in their planning of IT controls and the safeguarding of
information assets (Lin ez al., 2012). However, recent research argues that applying these frameworks
separately can lead to sub-optimization of an organization’s strategic and operational goals. In fact,
Trautman & Price (2011) contend that corporations should adopt IT controls that fit with and support
the Committee of Sponsoring Organization of Treadway Commission’s (COSO) Internal Control-
Integrated Framework. This research intends to develop a practical integration of corporate internal
control frameworks to fill the gap in this area of information technology governance.

RESEARCH OBJECTIVE

This research aims at developing an integrated framework of COBITS, ERM, and COSO
for effective information technology governance (ITG). This effective integration entails a proper
mapping of the corporate strategic and operational goals with those of IT.

LITERATURE REVIEW

Prior studies in this area can be classified under two main categories: importance of IT, and
control frameworks.

A. Studies addressing the importance of IT governance

A number of the previous studies (Weil and Ross, 2004; KO and Fink, 2010; Teo et al., 2013)
discuss the importance of IT governance as an important critical factor for business success. These
studies recommend not only the implementation of a broader corporate governance and the integration
of the IT framework with other control frameworks, but also the adoption of best practices and
standards associated with information technology governance to manage the risks linked with them.

B. Studies examining the relationship between internal control frameworks and IT
governance

Other studies focus on the relationship between different internal controls frameworks and the
successful implementation and adaption of IT governance (see, for example: Tuttle and Vandervelde,
2007; Robles et al., 2009; Abu-Musa, 2009; Eckert, 2012; Asgarkhani, 2013). These studies state
not only that COBIT is an effective control but also could be most effective if integrated with other
internal control frameworks. In addition, integration between COBIT and other control frameworks
would be consistent with COSO internal controls guidance.

The most commonly used frameworks that characterize many internal control and governance
systems dealing with COBIT, ISO and ITIL are further documented in Violino, 2006; Nastase and
Unchiasu, 2012; Goosen and Rudman, 2013. By and large, the fundamental tenet that emerges from
this genre of early studies is that an organization ought to utilize more than one framework to manage
its internal controls, I'T, and information security system.
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RESEARCH METHODOLOGY

This research uses the deductive approach to develop an integrated risk management framework
to categorize a comprehensive list of threats and risks facing the organization. It also assesses these risks
and ultimately identifies the appropriate responses for the prospected risks. This deductive approach
utilizes the findings of prior studies and the underlying theory of corporate governance. An analytical
diagnosis of the internal control frameworks and anecdotal corporate practices would portray the IT
and governance landscape. Such a landscape would help in determining the interrelations, and any
overlap and shortcomings of the overall framework. Under the proposed integrated internal control
frameworks, a firm would be able to tailor the frameworks to fit its overall strategy and operational
environment.

SCOPE OF THE RESEARCH

The scope of this paper is restricted to the COSO Report (issued in 1992 and revised in
2013) and the ERM that was introduced in 2004. Such frameworks now represent the most widely
referenced models. But because they are highly condensed and do not identify the control objectives
with the needed level of specificity, their effectiveness is somewhat limited (Rubino and Vitolla,
2014). Indeed, given this current scenario, the possibility of attaining optimal levels of effectiveness
in IT governance is unlikely. Hence, the paper incorporates COBITS which provides a detailed set of
prospect controls and checklists, thus making it possible to overcome these frameworks’ weaknesses.

THE RELATIONSHIPS AMONG COBITS, COSO REPORT AND ERM

The three frameworks are complementary and compatible in many aspects. Firstly, there
are business requirements for information that must be satisfied in order to achieve the company
objectives. As illustrated in Figure 1:

COBIT 5 ERM

Information Criteria l/
COS0 Objectives

1. Effectiveness — |

2. Efficiency _._.—-—-—-—-—-—'—'_"‘_3 1. Operations +  Strategic

|+ 1> 2.Reporting Goals

3. Reliability

| | 3. Compliance
4, Compliance ——— — P

5. Integrity-

6. Availability

7. Confidentiality

Figure 1. Interaction among COBITS information criteria, COSO, and ERM objectives
Source: Rubino and Vitolla (2014); adjusted by authors.
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Figure 1 reveals that the first four information criteria correspond to the three objectives of
COSO and ERM. The remaining information criteria are typical of the IT control models and assist
in improving the quality of information, along with considering the main elements of information
security. Thus, achieving these objectives will result in the organization achieving its strategic
objectives.

Secondly, COBITS is based on 37 high-level control processes, which define and describe in
detail a number of governance and management processes. It represents all of the processes that
are normally found in an enterprise’s IT activities. COBITS5 enumerates a clear difference between
governance and management. According to ISACA (2012),

“Governance ensures that stakeholder’s needs; conditions and options are evaluated to determine balanced,
agreed-on enterprise objectives to be achieved; setting direction through prioritization and decision
making; and monitoring performance and compliance against agreed-on direction and objectives. In most
enterprises governance is the responsibility of the board of directors.”

ISACA (2012) further asserts that management plans, builds, runs and monitors activities in
alignment with the direction set by the governance body to achieve the enterprise objectives, and the
aforementioned activities are ultimately the responsibility of the executive management.

Business Needs
Governance Evaluate
) Management Feedback i
Direct Monitor
—— —
/ AN
Management
Plan (APO) > Build (BAI) >~ Run (DSS) Monitor (MEA)

Figure 2. The difference between governance and management)
Source: (ISACA, 2012)

Figure 2 clearly depicts and differentiates the kinds of activities and different responsibilities
of governance and management. The role of governance is to evaluate, direct and monitor (EDM).
On the other hand, management encompasses four domains: align, plan and organize (APO); build,
acquire and implement (BAI); deliver, service and support (DSS) and monitor, evaluate and assess
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(MEA). The following table maps each of the high level processes of COBITS to the components and
principles of COSO:

11
-01

fopdaq Tl

Fnonp s
Sa.u\?:\o(lld pue sopnod ! £Fojoul

ap pue 100198 -

ITG Domains:
1. Strategic Alignment
2. Value Delivery
3. Resource Management
4. Risk Management
5. Performance Measurement

1aA0 S y e uod SdOlSA
5 |_0nuo. T At} :
5 11:\!.!.3(’, onuod Sd()pl\ép pue (G bl (LN

¢ ERM Components
< COSO Principles
QO COBITS Processes

Figure 3. integration among the three frameworks

Based on Table 1, it is clear that the three frameworks are compatible and complementary to
each other and there are many similar and different activities. Therefore, the integration among them
will help organizations eschew a repeat of the design and application of many internal controls,
thereby eliminating several non-value added activities. This results in cost reduction and competitive
advantages through risk management and the alignment of the organization’s strategic and operational
goals with the objectives of information technology. Finally, Figure 3 illustrates the integration among

the three frameworks:
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Table 1. Mapping COBIT5 Processes with COSO Principles - ERM

COSO Components and Principles- ERM

Control Risk Control Information & Monitoring
Environment Assessment Activities Communication Activities

3
£ s g ]
£ s ® § 5
- g = 2 s g
= < 0 =)
g8 & 8 3z £ £
= 38 3= N S = @
5 2 5 - g
T 2 5 ° ) 5 8 | P
s 5 = > S > 5 g 3
> £ - 3 = - o =2 2 2
kS < ©n s 5 2 o g =
COBITS Processes 5 = g 5 5 -2 s & 3 g
5} b5} = = = =] Q o
E E w 2 s £ £ 7 R
= =9 B « S ] 3 2 5 <
e 8 £ 2 = — = = o P
2 2 2 & 5 £ § 3% 2 2
s 5 5 2 . & E 2 £ £ £ 5 = =z 5 £
£ 5 s E=z = 2 3 3 S & F g = ER 5
E S ¢ Es E 7 3§ S & & § E 5 5 & &
g § £ £3 & S T % F & =5 2 5 2 £ S g
s .= 151 5T g L E - e 5} o} = < g 13} £ s}
© 235 2w 9.2 =] < < - < > > e = n n 3 ©
» B L £9 273 5] E] o =1 it 5] 5] £ o 3] 3] S 3
Q > = |7 =] o = 5] = ] = = el o I=} = g g & =
= S5 2= 52 g 2 s & = 9 < 5 s S S 3 s
£ g5 228 5% ¢ gz g ¢ g & & L, & E E g 8
£ 23 £%Z g8 8 & < 2 2 2 2 5 0B g g .-
g 2E B35 24a X 3 B= z = 31 5 ° S E]
E g 8& Eg <& 8 5 2 £ 3 5 s ] g g s =
|5} X e @»%a 03 =] a, ,_g 7] % o) i) o @ (=] o =] >
A dE me As A ) = < = %] 0 a =] @] @] @] =]
Ensure governance
EDM 1 framework setting and x x x x x x x
maintenance
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optimization
Ensure stakeholder
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transparency
APO 1 Manage the IT X X X X X x X X X X X X
management framework
APO 2 Manage strategy X X X X X X
APO 3 Mangge enterprise » » » N N N N N " "
architecture
APO 4 Manage innovation X X X X X X X X
APO 5 Manage portfolio X X X x x x x
APO 6 Manage budget and costs x x x x x X x X x X X x x
=]
% APO 7 Manage human resources X X X X X X X X X x
APO 8 Manage relationships x x x x x x x x x x x x x
Manage service
APO 9 x X X X X x x
agreements
APO 10  Manage suppliers X X X X X x x
APO 11  Manage quality x x x x x x x x x x x x
APO 12 Manage risk X X X x X X X X X X X X
APO 13 Manage security x x x x X x x
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Table 1. Cont.

COBITS5 Processes

COSO Components and Principles- ERM

Control

Environment

Risk

Assessment

Control
Activities

Information & Monitoring
Communication Activities

Demonstrates commitment to integrity and ethical values

Exercises oversight of development and performance of

Establishes structures, reporting lines , authorities and

Demonstrates commitment to attract develop and retain

Selects and develops general controls over technology
Deploys control activities through policies and procedures

Identifies and analyzes significant change
Selects and develops control activities

Conducts ongoing and/or separate evaluations
Evaluates and communicates deficiencies
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BAI 6 Manage changes X X X X X X X X X X X
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BAI9 Manage assets X x x x x x x X X X X x x
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Source: Based on COSO principles (2013) and COBITS processes (ISACA, 2012).
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As revealed in Figure 3, IT governance focuses on generating and communicating relevant
information for decision making in five domains: Strategic Alignment, which is responsible for
ensuring alignment of IT operations and goals with the organization’s strategic objectives and arranging
projects depending on the strategic goals of the organization; Value Delivery that ensures IT delivers
the expected benefits from the IT strategy to the organization along with cost optimization and adding
value; Resource Management that concentrates on the optimal use of investments and on suitable
management of the crucial IT resources; Risk Management which identifies the organization’s risk
appetite, the compliance requirements, assess, determine the appropriate responses and report on the
opportunities and threats that affect the achievement of the organization objectives; and Performance
Measurement which follows up the achievement of the strategies, the advancement of projects, the
consumption of resources, the delivery and the support services performance (Silva and Neto, 2014;
Jairak and Praneetpolgrang, 2013; Kepczyk, 2013).

From the diagram above, ERM, COSO and COBITS5 frameworks have been integrated to
provide information on enterprise risk management procedures and identify the interrelationships

between enterprise risk management and internal control and the safeguarding of information assets.

CONCLUSION

Using the extant literature in corporate governance and information technology risks and
governance, we develop an integrated framework that aligns the corporate strategic and operational
controls and processes of ERM, COSO, and COBITS with IT governance principles. Based on these
operational controls, we portray that IT governance is influenced by five corporate domains. These
domains include (but not limited to) IT: strategic alignment; value delivery, resource management;
risk management; and performance measurement. Coordinating these domains along with IT controls
should lead to the appropriate IT governance structure.

Moreover, this integrated framework not only will allow business and IT management to address
the organization’s significant IT and strategic risks but also would promote goal congruence between
IT and business management, as they strive to maximize shareholders’ wealth. This framework also
is expected to enhance regulatory compliance. Under our unified framework, it is expected that
corporations, in adopting the proper IT governance, will utilize the proposed structural relationships
between ERM, COSO, and COBITS.
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