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ABSTRACT

Fingerprint verification is the most important step in the fingerprint-based biometric systems. The matching score is
linked to the chance of identifying a person. Nowadays, two fingerprint matching methods are the most popular: the
correlation-based method and the minutiae-based method. In this work, three biometric systems were evaluated:
Neurotechnology Verifinger 6.0 Extended, Innovatrics IDKit SDK and Griaule Fingerprint SDK 2007. The evaluation
was performed according to the experiments of the Fingerprint Verification Competition (FVC). The influence of the
fingerprint rotation degrees on false match rate (FMR) and false non-match rate (FNMR) was evaluated. The results
showed that the FMR values increase as rotation degrees increase too, meanwhile, the FNMR values decrease.
Experimental results demonstrate that Verifinger SDK shows good performance on false non-match testing, with an
FNMR mean of 7%, followed by IDKit SDK (6.71% ~ 13.66%) and Fingerprint SDK (50%). However, Fingerprint SDK
demonstrates a better performance on false match testing, with an FMR mean of ~0%, followed by Verifinger SDK
(7.62% - 9%) and IDKit SDK (above 28%). As result of the experiments, Verifinger SDK had, in general, the best
performance. Subsequently, we calculated the regression functions to predict the behavior of FNMR and FMR for
different threshold values with different rotation degrees.

Keywords: biometry, fingerprints, matching, rotation, FMR, FNMR.

RESUMEN

La verificacion de huellas dactilares es el proceso mas importante en los sistemas de autenticacién biométricos
basados en huella dactilar. De acuerdo a la puntuacién obtenida en la correspondencia de huellas se autentica o no a
una persona. Actualmente existen dos métodos, muy populares, de correspondencia dactilar, correlacién y minucias.
En este articulo, se evaluaron tres sistemas biométricos basados en huella dactilar: Neurotechnology Verifinger 6.0
SDK Extended, Innovatrics IDKit SDK y Griaule Fingerprint SDK 2007. La evaluacion se llevo a cabo de acuerdo a las
pruebas efectuadas en la Fingerprint Verification Competition (FVC). Se evalud la influencia de la tolerancia de los
grados de rotacién en las huellas dactilares en las tasas de falsa correspondencia (FMR) y falsa no correspondencia
(FNMRY). Los resultados muestran que los valores de FMR incrementan a medida que la tolerancia de los grados de
rotacién también lo hace, en contraparte los valores de FNMR disminuyen. Los resultados mostraron que Verifinger
obtuvo un buen desempefio en las pruebas de falsa no correspondencia, con un promedio de 7%, seguido de IDKit
(entre 6.71% y 13.66%) y Fingerprint SDK (50%). Fingerprint SDK obtuvo un desempefio superior en las pruebas de
falsa correspondencia con un promedio cercano al 0%, seguido por Verifinger (entre 7.62% y 9%) e IDKit (28%).
Como resultado Verifinger tuvo el mejor desempefio general. Posteriormente se calcularon las funciones de regresion
para predecir el comportamiento de las tasas de falsa correspondencia y falsa no correspondencia con diferentes
valores de tolerancia y grados de rotacion.

1. Introduction

Biometrics refers to methods for uniquely
recognizing humans based upon one or more
intrinsic physical or behavioral traits, such as
voice, iris, retina, signature, face, fingerprints, palm
print and DNA.

The employment of biometrics traits to identify
persons guarantees accurate and reliable results.
With this idea, biometric systems emerge as
mechanisms for authentication, protection and
access to information. At present, the most widely
used biometric systems are fingerprint-based.

A fingerprint is the pattern of ridges and valleys on
the surface of a fingertip. The uniqueness of a
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fingerprint can be determined by the overall pattern
of ridges and valleys as well as the local ridge
anomalies [1].

A fundamental process in the fingerprint-based
biometric system is the fingerprint matching. The
matching algorithms must solve displacements and
rotations of fingerprints since these factors affect
the discriminate information.

Two fingerprint matching methods are the most
popular: the correlation-based method and the
minutiae-based method, being the last one the
most frequently used [2, 3].

The evaluation of the fingerprint-based biometric
system is carried out according to the errors that
appear during its uses. Two fingerprint samples of
the same finger are not exactly the same due to
imperfections in the images acquired, physical
changes in the fingerprint, environmental
conditions and user interaction with the system [4].

During the fingerprint matching process, a score is
generated as a result of the minutiae pairs that
matched between fingerprints (in the case of the
minutiae-based fingerprint matching methods). A
threshold value is set to define the minimum score
required to determinate if two fingerprints are
similar. If the score is greater or equal than the
threshold, then the fingerprints are similar,
otherwise they are considered different.

It is therefore important to evaluate the matching
algorithms before implementing them in real
environment. Two indicators are considered as a
measure of performance: the false non-match rate
(FNMR), which is the probability of mistaking two
fingerprints from one person for the fingerprints of
two different persons; and the false match rate
(FMR), which is the probability of mistaking
fingerprints from two different persons for the
fingerprints of one person [4].

Today, the test suite and fingerprint database
designed by Fingerprint Verification Competition
(FVC) is widely used [5-7]. The FVC fingerprint
database contains a set of fingerprints which vary
in quality, rotation and displacement. These factors
make the fingerprint matching process of any
matching algorithm difficult.

We selected three biometric  systems,
Neurotechnology Verifinger 6.0 Extended SDK,
Innovatrics IDKit SDK and Griaule Fingerprint SDK
2007, to evaluate their performance. The selection
of these matching algorithms was based on their
multilanguage  capacity, = multiplatform, and
compatibility with many commercial fingerprint
readers.

Preliminary tests showed that fingerprint rotation
degrees have an effect on the final results of
FNMR and FMR. We decided to evaluate the
rotation degrees for all the experiments and record
the values of FNMR and FMR obtained. Matching
algorithms allow comparing fingerprints with a
rotation between 0 and 180 degrees. Usually, this
parameter is not considered within the tests and
the default value; in the majority of fingerprint-
based biometric systems is 180° which allows
fingerprint samples not to be restricted to intervals
of rotation since it is often a reason for false
rejections by biometric systems.

In Section 2, we will discuss briefly some matching
algorithms and their performance. In Section 3, the
experiments of this work will be detailed. Section 4
explains the results of the tests, Section 5 shows
the regression functions calculated for Verifinger
SDK, and finally, Section 6 presents the
conclusions of this work.

2. Related work

With regard to the fingerprint matching methods, a
great number of solutions have been proposed
such as the correlation-based ones as well as the
minutiae-based ones besides many hybrid models
(correlation and minutiae). Hence the importance
of measuring the behavior of FNMR and FMR of
the proposed solutions against other existing ones.

The method proposed by Lindoso et al. [8]

performs region selection to detect relevant
information inside the fingerprint. In order to
reduce the computational effort, a coarse

alignment step is performed based in the cross-
correlation of the orientation fields of fingerprints.
The experimental results showed an equal error
rate (EER) of 8%.

Another method proposed by Ouyang et al. [9]
uses a local Fourier-Mellin Descriptor (FMD) and
Phase-Only  Correlation (POC) for partial
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fingerprint verification. In the first step, the local
FMDs and FMD Maps are calculated for template
and query fingerprints in order to find the most
likely FMD pair from fingerprints images. According
to the pair, the fingerprints can be aligned; later,
POC is used to find the similarity level between
two FMDs. The experimental results showed an
EER of 3.8%; if the proposed method is
complemented with a minutiae-based technique,
better results can be achieved.

In [10], a normalized cross-correlation technique
that reduces the computational effort as well as the
error rate better than the minutiae-based methods
is proposed. The EER obtained is 2%.

Nandakumar and Jain [11] proposed a technique
which employs local correlation around minutiae to
improve the performance of a minutiae-based
matcher. This method is compared with that of the
2D programming  minutiae-based = matcher
proposed in [12]. The experimental results showed
that the proposed method has a slightly inferior
performance than the 2D programming matcher;
however, if both merge, the EER is reduced
(4.5%), improving the precision of the matching.

The minutiae-based methods are sensitive to
rotation and displacements of fingerprints. Jain,
Hong and Bolle [13] proposed a method that
compensates these problems. This technique uses
the ridge associated with minutia. With this
information, the template and query fingerprints
can be aligned.

Another minutiae-based method is proposed by
Jiang and Yau [14], this method employs the local
structure of minutiae and the global structures of
fingerprint. The local structure of minutia is rotation
and translation invariant; moreover, it can tolerate
reasonable deformation. The global structure is
used to align the fingerprint after minutiae
matching in order to reduce the number of
calculations required to align the fingerprints. The
experimental results showed an EER of 0.45%.

Many times, the evaluation mechanisms of
matching algorithms are not equal; this causes
inconsistencies in the results when we want to
perform comparisons among them. Therefore, the
evaluation of the algorithms under the same
criterion is necessary, considering a set of factors

that could significantly influence the behavior of
these algorithms such as rotation, translation,
source and quality of fingerprint images samples.
We decided to evaluate a set of commercial
fingerprint matching algorithms using the tests
provided by the Fingerprint  Verification
Competition (FVC) considering the rotation
degrees as factors that could influence negatively
the behavior of these matching algorithms.

3. Test environment

The experiments are based on the tests from
Fingerprint Verification Competition (FVC) [5]. Four
indicators were measured: false non-match rate

(FNMR), false match rate (FMR), error equal rate’
(EER) and average matching time. As in the FVC,
quality measuring mechanisms for fingerprints
samples were not used.

The fingerprint dataset was taken from FVC 2002
[6], it consists of four groups with 800 fingerprints
images each one. The 800 images are divided in
100 fingerprints from different fingers with 8
fingerprints samples from each one. The
particularity of these groups is that each one of the
fingerprints that integrate them were acquired
using different types of fingerprint readers: the first
and the second group were acquired using an
optical fingerprint reader, the third group was
acquired using a capacitive fingerprint reader, and
the last one was generated with computer
assistance, using the software SFinGE.

The FNMR test consists in the match between the
samples of a same fingerprint. In the case of the
FMR test, the first fingerprint sample of a person is
matched against the first fingerprint sample of the
other persons.

The fingerprint-based biometric systems evaluated
are the following: Neurotechnology Verifinger 6.0
Extended SDK, Innovatrics IDKit SDK and Griaule
Fingerprint SDK 2007. The matching algorithms

' The Equal Error Rate (EER) denotes the error rate at the
threshold value (t) for which the false match rate and the false
non-match rate are identical: FMR(t) = FNMR(t).
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from these contestants are minutiae-based. The
selection was based in 5 criteria:

» Multilanguage.

* Multiplatform.

» Support for multiple fingerprint readers.

* Technical documentation.

» Trial versions, without restrictions that could
affect the performance of the biometric systems.

According to the documentation for each
contestant, the threshold values (t) were
established, having a minimum threshold value
(tmin) @and a maximum threshold value (tyax)-

In the case of Verifinger SDK, its documentation
did not specify a maximum threshold value so the
first tests showed that the threshold values above
120 presented FMR values of 0. For this reason,
we decided to evaluate Verifinger SDK with t,.x =
120 with a constant interval of 6. In this way, each
one of the algorithms has 21 threshold values for
evaluation.

The false non-match and false match tests as well
as operations to calculate FNMR, FMR, EER are
detailed in [5, 6]. Before proceeding with the tests,
the images were presented to each one of the

matching algorithms in order to identify
compatibility, reading and extracting minutiae
issues; as a result of this action, no problem arose.

The configuration of the computer equipment
where the tests were performed was as follows:

* PC Intel Pentium Core 2 Duo (T5250), 2 GB RAM
and Microsoft Windows Vista.
» Programming language: Visual Basic .NET.

One of the factors that affect the performance of
the matching algorithms is the fingerprint rotation.
The tolerance to fingerprint rotation is a parameter
that indicates the matching algorithm the maximum
variation of rotation used to compare two
fingerprints. It is estimated that with a lesser value
of the rotation degree, the false non-match rate
increases and vice versa. Otherwise on the false
match tests, with a lesser value of the rotation
degree, the false match rate decreases and vice
versa.

The fingerprints of the collection did not show a
rotation exceeding 35 degrees. We evaluated the
algorithms in 4 rotation degrees values: 15°, 30°,
45° and 60°. The aim is to check if the rotation
degree values increase; the algorithms become
more or less discriminating during the tests.

Bé°’:t‘;tr::° Minimal Maximal threshold nterval
y threshold (tmin) (tmax)
From 0 to 120
Verifinger SDK 0 Unspecified tmax, With a
constant interval
of 6.

Fingerprint SDK 0 200 10

IDKit SDK 0 20,000 1,000

Table 1. Threshold values for biometric systems.
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4. Experimental results

The obtained results show that false non-match
rates and false match rates are influenced slightly
by rotation degrees. The values below are the
average of the values of FMR and FNMR obtained
in each one of the threshold intervals that we
selected for each evaluated algorithm with different
rotation degree values. The EER values are the
average of the EER values obtained in each one of
the tests for each rotation degree value. The
average matching time is equal to the average
time that the algorithm took to perform a single
matching operation.

4.1 Fingerprint 2007 SDK

This algorithm presented very low values of FMR.
Table 2 shows that false match rates are
practically 0% in the four groups of fingerprints
dataset. An exception appeared in the fourth group
with at least one occurrence (false acceptance).

In Table 3, the first and second groups (optical
fingerprint reader) showed a mean FNMR of
52.58% and 50.03%, respectively, the third group,
73.75%, and the fourth group, 65.24%. This means
that Fingerprint 2007 SDK had a poor performance
on fingerprints images acquired by capacitive
fingerprint readers.

Degree FMR
Group 1 Group 2 Group 3 Group 4
15° 0% 0% 0% 0%
30° 0% 0% 0% 0.02%
45° 0% 0% 0% 0.02%
60° 0% 0% 0% 0.02%
Mean 0% 0% 0% 0.015%
Table 2. FMR mean of Fingerprint SDK 2007.
Degree FNMR
Group 1 Group 2 Group 3 Group 4
15° 60.31% 57.59% 77.63% 72.51%
30° 53.38% 50.87% 74.01% 63.17%
45° 48.39% 45.91% 71.73% 62.68%
60° 48.25% 45.75% 71.62% 62.59%
Mean 52.58% 50.03% 73.75% 65.24%

Table 3. FNMR mean of Fingerprint 2007 SDK.
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Average Matching Time (s)
Group FNMR FMR EER
1 0.00199829 0.00228186 2.73%
2 0.00220629 0.00249409 3.25%
3 0.0017678 0.00207081 9.14%
4 0.00198621 0.00219664 5.98%
Mean 0.007198965 0.00226085 5.28%

Table 4. EER and Average Matching Time of Fingerprint SDK.

With regard to the tolerance of the rotation degrees
is observed that the values of FNMR decrease as
the rotation increases. The following table shows
the values of the EER and average matching time.

The matching algorithm took longer to verify the
fingerprints of group 2. The EER of the group 3
presented a bigger value (9.14%) than the other
ones did.

4.2 IDKit SDK

This software presented average values of FNMR
lower than those shown by Fingerprint 2007 SDK;
however, the obtained values of FMR were higher
than the other matching algorithms (Table 5)

During the false matching tests, IDKit SDK showed
a good performance. It is observed that the values
of FMR increase slightly as the rotation degrees
also does. The average values of FMR are group
1, 30.42%, group 2, 33.17%, group 3, 35.73%, and
group 4, 28.81%. Again, group 3 obtained higher
average values of FMR.

The average values of FNMR (Table 6) for group 1
is 8.49%, for group 2, 7.98%, for group 3, 13.66%,
and for group 4, 6.71%. In the rotation degrees, it
is observed that the values of FNMR decrease
gradually as the degrees increase, except for
group 2 and 4, particularly in the 60° angle of
rotation, where the value of FNMR increases
slightly. The third group showed average values of
FNMR higher than the other algorithms.

Degree FMR
Group 1 Group 2 Group 3 Group 4
15° 29.51% 32.54% 34.84% 25.51%
30° 30.57% 33.37% 35.89% 28.17%
45° 30.88% 33.53% 36.14% 30.20%
60° 30.73% 33.25% 36.03% 31.36%
Mean 30.42% 33.17% 35.73% 28.81%
Table 5. FMR mean of IDKit SDK.
Degree FNMR
Group 1 Group 2 Group 3 Group 4
15° 15.05% 14.25% 19% 9.53%
30° 6.93% 6.95% 12.33% 5.76%
45° 5.98% 5.34% 11.68% 5.75%
60° 5.98% 5.36% 11.64% 5.79%
Mean 8.49% 7.98% 13.66% 6.71%

Table 6. FNMR mean of IDKit SDK.
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Average Matching Time (s)
Group FNMR FMR EER
1 0.0056812 0.06475546 4.70%
2 0.00756754 0.18248421 4.21%
3 0.00368285 0.27281647 6.59%
4 0.00548023 0.35482538 2.23%
Mean 0.00560296 0.21872038 4.44%

Table 7. EER and Average Matching Time of IDKit SDK.

The behavior of IDKit SDK regarding the source of
fingerprints images is acceptable when they come
from an optical fingerprint reader; however, for
images coming from capacitive fingerprints
readers, the performance of IDKit SDK is average.

According to Table 7, the values of EER are better
than Fingerprint 2007 SDK EER values, with a

4.44% mean of EER. However, the average
matching time was superior in the four groups.

4.3 Verifinger 6.0 Extended SDK

The results obtained in the tests of this software
showed a very good performance. The FNMR
mean is lower than the other algorithms.

Degree FMR
Group 1 Group 2 Group 3 Group 4
15° 7.99% 9.05% 7.10% 6.41%
30° 8.38% 8.96% 8.46% 7.63%
45° 8.53% 8.91% 8.87% 8.09%
60° 8.69% 8.93% 9.03% 8.35%
Mean 8.40% 8.96% 8.37% 7.62%
Table 8. FMR mean of Verifinger 6.0 Extended SDK.
Degree FNMR
Group 1 Group 2 Group 3 Group 4
15° 14.52% 13.01% 15.09% 6.22%
30° 1.13% 1.22% 3.99% 2.99%
45° 1.04% 1.17% 3.88% 3.03%
60° 1.03% 1.17% 3.89% 3.04%
Mean 4.43% 4.14% 6.71% 3.82%

Table 9. FNMR mean of Verifinger 6.0 Extended SDK.
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The FMR values (Table 8) increase as the rotation
degrees increase too. The fourth group showed
best results of FMR, followed by group 3, with
7.62% and 8.37%, respectively.

The mean FNMR (Table 9) is for group 1, 4.43%,
for group 2, 4.14%, for group 3, 6.71%, and for
group 4, 3.82%. The FNMR values for group 3 are
higher than the ones for the other groups. The
lowest FNMR values were registered in the fourth
group, like IDKit SDK. According to the rotation
degrees, in the first and second group, it is
observed a slight decrease in the FNMR values as
the rotation degrees increase. In the third and
fourth group, this behavior is not present.

Verifinger showed the best average matching
times in all groups (Table 10) in comparison to the
other matching algorithms. The EER in all groups
were slightly higher than the IDKit SDK EER
values; nevertheless the EER value for the third
group was the lowest one. The first and second
group showed a mean value of EER higher than
the fourth group, similar to IDKit SDK.

According to the experimental results, two groups
showed the best and the worst performance
among the algorithms: group 4 and 3, respectively.
We wanted to know the behavior of FNMR and
FMR for different threshold values not covered in

the defined interval of threshold values, so we
decided to calculate the regression functions that
describe such behavior in these groups. Also we
decided to calculate at 30° of rotation because is
nearer to the maximum rotation value of the
fingerprints samples in our database.

However, the fourth group belongs to fingerprints
generated with computer assistance, in a real
environment, the fingerprints basically are acquired
by two types of fingerprints readers: optical and
capacitive. So, we decided to change the fourth
group for the second group, which showed, on
average, the better performance of the optical
fingerprints groups.

5. Regression functions

The regression functions of FNMR and FMR were
calculated for different Verifinger threshold values.
This decision was taken due to the fact that some
threshold values were not evaluated in the tests
and we wanted to know the behavior of the
algorithm on those values.

The regression functions can be very helpful to
obtain, for example, an equal error rate more
precisely if we do not have all the threshold values
where it can be evaluated a matching fingerprint
algorithm.

Average Matching Time (s)
Group FNMR FMR EER
1 0.00048986 0.00024349 5.99%
2 0.00072827 0.00043476 6.15%
3 0.00029223 0.0000745 4.85%
4 0.00044147 0.00013762 2.30%
Mean 0.00048796 0.00022259 4.82%

Table 10. EER and Average Matching Time of Verifinger 6.0 Extended SDK.
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For example (Figure 1), the first calculated function that describes the behavior of FNMR in the
second group (DB2) for the 30° angle or rotation was a lineal function:

FNMR, 34 (x) = 0.00023x — 0.00176 (1)

With a confidence of 97.77%, however, the next function calculated was a polynomial function (2)
which had a confidence of 99.91%, higher than the confidence of the lineal function:

FNMR,30-(x) =6 X 10713x6 — 2 x 107%0%5 + 3 X 1078x* — 2 X 107°x3 + 5 x

(2)
1075 x2 — 0.0003x + 0.0007
In Figure 2, the first calculated function was an exponential function (3):
FMR; 50° (x) = 1.92620e~0-20766x (3)
with a confidence of 94.85%, a nearer approach is the polynomial function (4):
FMR; 50° (x) = —0.00001x* + 0.00042x3 — 0.0071x2 — 0.01385x + 0.881 (4)

with a confidence of 99.93% in the interval x = [0, 30] . For the interval x = (30, 120], the FMR
value is 0. Another example is for the third group (DB3) for the 30° angle of rotation, the
functions that models the behavior of FNMR (5) and FMR (6) are

FNMR330-(x) =6 X 1073 x6 —2x 10710 x> + 3 x 1078x* — 2 x 107%x3 + 6 X (5)

1075 x2 —0.004x + 0.0062

%1072 x5 + 2 x 10~7x5 -2x10~5 x*+ 0.005x3 (6)
FMR330-(x) ={ —0.0087x2 + 0.0237x + 0.6514,x = [0,42]
0, otherwise

With a confidence of 99.96% and 99.99%, respectively (Figure 3 and Figure 4).

m Vol.8 No.2 August 2010




Fingerprint Matching and Non-Matching Analysis for Different Tolerance Rotation Degrees in Commercial Matching Algorithms, A. J. Perez-Diaz et al., 186-199

0.035

0.030

s ¢ FNMRvalues -

----- Lineal Function

—— Polynomial Function

0.020

0015

Error{x100%})

0.010

0.005

UUUU'

-0.005

threshold
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6. Conclusions and future work

The performance of the 3 fingerprint-based
biometric system was measured according to the
experiments  from Fingerprint ~ Verification
Competition (FVC). We find that as the threshold
values and rotation degrees increase, the FNMR
values slightly decrease and FMR values increase.
The experimental results favored Verifinger 6.0
Extended SDK in the FNMR test, which showed
the best performance among the four fingerprints
images groups with a mean below 7%, IDKit SDK
showed FNMR mean values among 6.71% and
13.66%, followed by Fingerprint 2007 SDK with
FNMR mean values above 50%.

However, Fingerprint 2007 SDK showed a very
good performance in the FMR test, with a mean
nearby 0% in the four groups, followed by
Verifinger (among 7.62% and 9%) and IDKit with
FNMR mean values above 28%.

In the Equal Error Rates, IDKit showed a better
performance than the others (4.44%), followed by
Verifinger (4.82%) and Fingerprint 2007 SDK
(5.28%). Concerning the average matching time, in
the 4 groups, Verifinger had the best average
matching time in the FNMR and FMR tests with
4.87x 10" s. y 2.22 x 10-4 s, respectively.

An important feature is that in the first and second
group, fingerprints images acquired by an optical
reader, had lower values for the error rates among
the matching algorithms. In the third group,
fingerprints images acquired by a capacitive
reader, had the worst error rates values. In the
fourth group, fingerprints images generated with
computer assistance, the error rates values were
lower than the error rate values reached in the first
and the second groups for Verifinger SDK and
IDKit SDK.

According to this, the SDK with a more stable and
robust behavior was Verifinger 6.0 Extended SDK.
So it was chosen to calculate the regression
functions that model the behavior of FNMR and
FMR in the second and third group (in these
groups, the matching algorithms showed the best
and the worst performance, respectively), the best
functions that model the behavior of FNMR and
FMR, were polynomial functions, with a confidence
above 97%.

We recommend using small values of rotation
degrees in order to diminish the probability of false
acceptance. However, even with the performed
experiments we cannot establish a specific
relationship between the rotation degrees and the
error rates so it is important to perform a greater
number of tests between minutiae-based and
correlation-based fingerprints matching algorithms.
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