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Abstract:

Vulnerability assessment and penetration testing are the key activities of
information security risk management and cyber defense and intelligence do-
ne by military organizations. These activities are significant not only in the con-
text of performing military operations, but also in the International Humanita-
rian Law (IHL) and law enforcement contexts. The application of information
technologies in the military and civilian environments increases complexity in
the field of risk management. Besides information security, military organizati-
ons have the task to undertake necessary activities in the fields of cyber ope-
rations, both for defense and offense purposes. They depend on
technologically based knowledge and skills and are implemented by specific
organizations within military systems. The goal of vulnerability assessment is
fo discover and determine the nature of vulnerabilities, without considering
how they may be used for offense, while penetration testing uses exploits for
breaching into systems and thus estimates the type and degree of risk these
vulnerabiliies represent to the system. However, even if they represent two
different activities, with different end goals but the same field of interest, they
are complimentary and inter-dependent. Since their common feature is deve-
lopment of knowledge and skills based on the same technologies, they are
equally important both for risk management, military operations in cyberspace
and their use for defense and intelligence activities as well as for IHL.

Key words: vulnerability assessment, penetration testing, cyber
attack, International Humanitarian Law.
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Introduction

Significance and influence of information technologies in all modern
organizational and technical systems is obvious and ever growing. Military
organizations require application of reliable and efficient technical systems
for performance of their basic function — defense, both in peace time and
during war. In modern armies, such characteristics are mostly enabled by
the application of independent and embedded information technologies.
No matter whether these technologies are used in military equipment and
armament or for establishing and functioning of military organizational
systems and their networks (command, control, and support), the use of
information technologies is significant, obvious and increasing.

Comprehensive applications of information technologies and abilities
of system and processes networking are so extensive that this caused a
creation of a completely new, fifth domain of military activities — cyber spa-
ce, which represents: “A global domain within the information environment
consisting of the interdependent networks of information technology infra-
structures and resident data, including the Internet, telecommunications
networks, computer systems, and embedded processors and controllers.”
(US Army Joint Staff, 2013, p.5). Within the information domain, cyber
space is characterized by the application of different types of information
technologies (analogous and digital electronic, opto-electronic and even
quantum technologies). The information domain consists of physical, in-
formation (including logical), and cognitive dimensions or layers (U.S.
Army Joint Staff, 2014). This means that within the complete cyberspace
there are different factors and elements which perform activities and they
represent the basis of the cyberspace infrastructure: people, hardware,
software, environment, power, networks, payload, and policy (Rauscher,
2004). These elements can be put into three key sets that constitute
cyberspace, including its part used by military organizations: people, pro-
cesses and systems (Godwin, et al, 2014).

Vulnerability assessment and penetration
testing in the military environment

Along with the already mentioned importance of information technolo-
gies for the operation of military organizational systems and their inter-
connectedness within cyberspace, cyber infrastructure is crucially impor-
tant to all vital services, sustainable operations and restorations of
cyberspace and organizations and systems that are using it to achieve the-
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ir purpose (Godwin, et al 2014). The key factor for their safe operation is
protection from threats (internal or external) across all the mentioned
layers. This relates not only to military systems, whose basic function is
national defense, but also to all governmental and private organizations as
well as individuals. This is why violation of information security often
simultaneously relates to different legally regulated forms of security (nati-
onal defense, but also all types of crime, including terrorism and espiona-
ge). The circumstance that conflicts in cyberspace are based on discovery
and exploitation of vulnerabilities and deficiencies makes their legal regula-
tion significantly more complex. There are so many threats that entities in
charge of defense of a system cannot even perceive their total number
and scope. The existing threats are changing and evolving in time, along
with the development of the immediate and wider environment. They are
especially extensive in the field of information security, given the numbers
and variety of technologies in modern global environment, as well as mu-
tual connections between factors that influence all phases of the informa-
tion system life cycle (Donohoe, 2012). Threats are directly connected to
vulnerabilities and weaknesses of a system, whether they are known to its
defenders or not. In the field of information security, there is a constant and
endless race between attackers and defenders that consists of competing
who will be the first to discover vulnerabilities or weaknesses of a system,
across every layer of the information domain (physical, information and
logical and cognitive levels). Causes for these vulnerabilities are numerous
and can be found at all levels of creation, use and delayed effects of these
technologies; they can be grouped in several general categories:

a. Due to growing requirements for resource optimization, military
systems use the same or similar information technologies as
civilian structures. These commercial off-the-shelf (COTS)
technologies, whether proprietary or open source, are available to
everyone, defenders and attackers alike.

b.A complex supply chain of information technologies and
globalization make certain segments of these technologies so
connected and intertwined that causes of vulnerabilities in them
can be found even in technologies created specifically for military
systems (Mattern, 2015).

c. Number and scope of information technologies that oftentimes are
not harmonized with each other in all elements cause occurrence
of new vulnerabilities that appear during interaction between these
technologies.

d. General digitalization of everything and fast expansion of
information technologies cause an increasing number of
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information infrastructure parts or elements that influence this
infrastructure to become subject to the existing vulnerabilities.
These vulnerabilities cause asymmetry of conflict in cyberspace. Sin-
ce they are subject to (purposeful or accidental) revealing and exploitation
by any attacker, the number of potential conflict participants grows rapidly,
both attackers and defenders. The existence of vulnerabilities makes even
the biggest systems subject to actions of small groups, even individuals.
Today, there is a frequent situation where military forces of foreign go-
vernments can attack private companies in other countries, like in the case
of Sony (Nakashima, 2014), or that the biggest countries can take legal
and political measures against individuals as U.S. President Obama orde-
red in April 2015 (Executive Order: Blocking the Property of Certain Per-
sons Engaging in Significant Malicious Cyber-Enabled Activities) (Obama,
2015).The consequence of this is increasing the number of potential con-
flicting actors and extremely complex conflict environments.

What are vulnerabilities?

When causes of susceptibility to threats are considered, it is important
to state what vulnerabilities are and how they occur. According to the Nati-
onal Information Assurance (IA) Glossary (Committee on National Security
Systems, 2010), vulnerability is “weakness in an information system,
system security procedures, internal controls, or implementation that could
be exploited by a threat source®. According to Herrmann (2007), whether
accidental or intentional, vulnerability is a weakness that can occur in
security requirements, system design, implementation, installation, opera-
tional procedures, configuration, and concurrent physical and personnel
security controls, which makes this system susceptible to threats. In most
general sense, in relation to the status of exposure to threats, vulnerability
is absence of safeguard (Everetts, 2015).

Vulnerabilities lie in the basis of information security. According to the
following conceptual equation, they are the basic risk factor in the field of
information security:

Level of Risk = (Threats x Vulnerabilities)

Countermeasures
This means that by discovery, removal or utilization of vulnerabilities,
risk management can be universally influenced for the reduction of risks
(prevention and mitigation of attacks), but also for the utilization of the exi-
sting risks of the adversary (for offensive activities, such as attacks or
cyber exploitation). All these activities are achieved by influencing informa-

x Impact (Everetts, 2015)
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tion security, regardless of whether they are legally characterized as crime
or armed conflict and regardless of whether they relate to defense or of-
fense.

In defense, discovering vulnerabilities is the central part of risk asses-
sment, involving analyses and evaluations which weaknesses and enemy
activities may cause a negative influence on an organization and to what
extent (Committee on National Security Systems, 2010, p.61). This activity
is so significant that it represents a part of every Risk Management Fra-
mework. According to the recommendation of the National Institute for
Standards and Technology (NIST), a vulnerability-oriented risk analysis
should be a part of every risk management program (Cyber Intelligence
Task Force, 2014), (NIST, 2012). Its goal is to maximally reduce the at-
tack-surface model consisting of all possible layers of cyberspace and its
infrastructure (U.S. Department of the Army, 2010). This leads to a conclu-
sion that every discovery of the adversary’s attack-surface enables a grea-
ter success in undertaking offensive cyber operations.

The goal of this analysis is to discover the existing vulnerabilities in
one’s own system, to describe them and give the technical specifications
of the necessary steps for an attacker to exploit these vulnerabilities during
an attack. This process is so important that it cannot be left out in any mo-
del of the information security risk management life cycle, where it is con-
nected with other risk management processes. It must be repeated in re-
gular intervals during a complete life cycle of a system. This is a universal
case, whether a risk management model was defined by a generally ac-
cepted international (International Organization for Standardization, 2009),
national (NIST, 2011) or proprietary enterprise (Committee of Sponsoring
Organizations of the Treadway Commission, 2004), standard or frame-
work.

Every vulnerability can lead to a situation where its exploitation is
possible, accidental or purposeful. If conflicting sides use the same infor-
mation technologies, characterized by the same vulnerabilities, discovery
and technical specifications of necessary steps for exploiting vulnerabilities
can be equally used for the prevention of adversary’s attacks and for at-
tacking the adversary (if the same vulnerability exists in the defended and
the attacking system). This circumstance relates the skill of cyber warfare
with the art of obtaining knowledge of vulnerabilities and weaknesses in
information systems (and their corresponding infrastructure).
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Vulnerability assessment and penetration testing

In the process of risk management assessment, in dealing with vulne-
rabilities, the process of vulnerability assessment should not be confused
with penetration testing. Although these two concepts are similar and
highly connected, they are different in their nature. The National Institute of
Standards and Technology describes penetration testing as “a test
methodology in which assessors, typically working under specific constra-
ints, attempt to circumvent or defeat the security features of an information
system® (NIST, 2014, p.B-7). According to the same source, vulnerability
assessment (discovery and analysis) represents a systematic examination
of an information system for the purpose of determining adequacy of
security measures, determining deficiencies, and finding and undertaking
security measures to eliminate influence of threats and reduce risks (Nati-
onal Institute for Standards and Technology, 2013). Therefore, penetration
testing is a specific type of assessment of an information system (usually
technically oriented), implemented for the purpose of determining the exi-
stence of vulnerabilities. Penetration testing is an imitation of an
adversary’s activity on one’s own system for the purpose of pre-emptive
defense. This is why penetration testing is the one procedure that makes
vulnerability assessment common for both attack and defense. The deve-
lopment of the penetration testing methodology is connected to professio-
nal knowledge on technology and system organization and represents the
application of the information technology body of knowledge in the military
environment.

Military systems are specifically security oriented, since their purpose
is defense of their own systems (by military means and methods) and di-
sabling and destruction of enemy systems. In this military business, diffe-
rent areas of security are simultaneously planned, applied and analyzed so
that vulnerability assessment and penetration testing, (that are especially
characteristic for information security in contemporary organizations), are
used in all other security-related areas, from physical to information
security. Having in mind the already mentioned fact that in modern times
all human activities depend on information technologies and cyberspace,
as well as that the information area consists of wide infrastructure in a
physical, information, logical and cognitive sense, it is clear that penetra-
tion testing can be undertaken for hardware, software, people and proces-
ses and it can relate to different types of security controls (physical, orga-
nizational, and technical) (NIST, 2013).

Penetration testing relates to finding vulnerabilities in proprietary or
other systems, as well as to estimating a degree of resistance that infor-
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mation and organization systems has against enemy activities in relation to
the time necessary for breach of defense, necessary resources and skills
(NIST, 2013). This universal defense/offense method applied by military
and intelligence organizations is at the same time an indispensable ele-
ment and a phase of every risk management process. It consists of vario-
us techniques and methods for finding vulnerabilities, and it is a part of ot-
her, broader activities, such as security monitoring, establishment of
security configuration settings, establishment of policies, strategies and
procedures for secure system use. Penetration testing implemented for the
purpose of defense and offense does not differ much in the technology
and technical approach applied, but exclusively in goals and intentions of
penetration testing practitioners, within and limited to their goals and tasks.
This is why training of individuals and teams for penetration testing does
not have to be implemented separately for defense and offense. It is im-
portant to point out that vulnerability assessment represents the key area
for collaboration of national military and intelligence organizations in
cyberspace (Cyber Intelligence Task Force, 2014). This is why the use of
these activities by state bodies and institutions is significant in respect of
legal regulations, in both national and international laws, especially regar-
ding the specific application of the IHL.

Education, training and legal regulation of
vulnerability assessment and penetration testing

Knowledge necessary for the implementation of vulnerability asses-
sment and penetration testing is primarily technical in its nature and requi-
res high specialization and experience. This is why these activities (in the
civilian environment) are often implemented by external providers (NIST,
2003). In practice, it is done by intelligence agencies and other organizati-
ons that do not perform attacks on military targets, that use results of ex-
ternal collaborators as a service, since such testing activities require hu-
man involvement, even if automatic methods by the application of speciali-
zed software or devices are used (NIST, 2003). However, in the military
environment, these activities are used for the discovery of vulnerabilities in
enemy military systems or for attacks on foreign targets. This sets limitati-
ons of legal nature, due to the provisions of the Law of Armed Conflict.
Protocol Additional to the Geneva Conventions of 12 August 1949 states in
Article 43 that “members of the armed forces of a Party to a conflict (other
than Medical personnel and chaplains® (1125 UNTS 3, 1977, art. 43) are
combatants who have the right to participate directly in hostilities. Howe-
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ver, no international regulations strictly forbid civilians to take direct partici-
pation in hostilities. A group of experts in the field of international humani-
tarian law at the invitation of The NATO Cooperative Cyber Defence Cen-
tre of Excellence in Tallinn gave their expert opinion on participation of civi-
lians in cyber warfare, where “Civilians are not prohibited from directly par-
ticipating in cyber operations amounting to hostilities but forfeit their protec-
tion from attacks for such time as they so participate” (Schmitt, 2013, p.90).

However, according to various national laws and military rules of en-
gagement and manuals, participation of civilians in hostilities is unlawful
(for example in Canada, Cote d’lvoire, Germany, Indonesia, Italy, Nigeria,
Peru, Spain, United Kingdom, and other) (International Committee of the
Red Cross, 2015). In some countries with common law tradition, such as
the U.S, there are cases where in different stages of a case court decisi-
ons were made according to which participation of alien civilians in hostili-
ties was treated as unlawful (McCarthy, 2007), because they were civilians
who took part in hostilities, therefore, they were neither lawful combatants
nor lawful civilians.

It is, nevertheless, necessary to point out that there is still no universal
international consensus on this issue, since no treaty law nor customary
law precisely define what represents direct participation in hostilities, as
pointed out in the Pre-Trial Chamber of the International Criminal Court in
the Case of the Prosecutor v. Bahar Idriss Abu Garda (ICC-02/05-02/09,
2010). Also, it is necessary to take into consideration the complexities of a
situation where development of technology and its application in hostilities
is an important factor of additional complexity of international legal regula-
tions of conflicts in which civilians participate in one of possible ways
(Schmitt, 2004). Even without this dominant factor today, the existing pro-
visions and rules of International Humanitarian Law, some of which are
more than a hundred years old, are imprecisely and unclearly defined be-
cause they were adopted through consensus of all international parties
(states), which is an almost impossible task in practice due to their different
interests and traditions.

The already mentioned legal reasons and requirements to achieve
confidential military information secrecy in military organizations require
that vulnerability assessment and penetration testing be done by members
and groups from the military itself. To achieve this, it is necessary to
systematically train members of the military who perform these activities.
In doing this, there should be no compromises, because their training and
qualifications are what key activities in cyber defense and warfare depend
on. Besides requirements for top achievements, their training should be
continuous, since search for vulnerabilities is a constant process that must
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be improved and developed all the time. The focus during training should
be put on education in relation to gaining awareness and training, since
this activity is considered to be a key one within the Information
Technology Security Learning Continuum for the creation of appropriate
information technology security specialists and professionals (NIST, 2003;
1998). However, since these are top experts, no form of professional im-
provement and development should be neglected, such as advanced trai-
ning and even research activities.

Need for research and development in
vulnerability assessment and penetration testing

Research in the field of information security vulnerabilities and pene-
tration testing is an especially important field, since there is the require-
ment that new solutions for system breach be constantly developed. Per-
sonnel must constantly be trained in new techniques and methods. This is
why there must be a close collaboration between military organizations
and academic research institutions, industrial research and development
centers and small, private teams and even individuals. This means that
asymmetry in information security for the purpose of conducting military
conflicts does not reflect only in differences between enemies, but also in
enlistment of collaborators. This asymmetry is enabled by high specializa-
tions in specific fields; particularly suitable for such applications are pene-
tration testing of software systems, services and applications.

Every software contains vulnerabilities that are a consequence of er-
rors in coding and lack of coordination in processes and interactions bet-
ween different software technologies. According to McConnell, the industry
average number of coding errors in 2004 was between 1-25 errors per
1000 lines of programming code and 0.1 error per 1000 lines of code in the
highly efficient special development technique (2004, p.25).The same aut-
hor states that in only a few known cases, primarily in the space shuttle
technology, with the application of specific methods which slow down and
significantly increase costs of the coding process, a success of zero errors
in 500,000 lines of code was achieved (McConnell, 2004). However,
history shows that even in such cases software errors go unnoticed by pe-
netration testers, like in the case of explosion of ARIANE 5 rocket explosi-
on in 1996 (Inquiry Board, 1996). Along with the development of new tec-
hnologies, their application in complex combat systems grows. For exam-
ple, the most complex multipurpose military aircraft in development, Loc-
kheed-Martin F-35 Joint Strike Fighter, has over 24 million code lines so
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far, mostly done in C and C++ languages, and their numbers continue to
grow as new systems and requirements are added (Charette, 2012). In
such a number of code lines, it is to be expected that there is a number of
errors and lack of process coordination that might be used in the future for
a cyber attack. Even before the initial exploitation of the aircraft, industrial
espionage in cyberspace enabled penetration testing experts of a potential
future enemy to find suitable exploits whose application might achieve ki-
netic consequences to combat systems in a potential future conflict (The
Wall Street Journal, 2014).

Need for the formation of vulnerability
assessment and penetration testing teams
within military organizations

Once exploited vulnerability is easier to discover and through (ab)use
it stops being suitable for a new application. It is also important to know
where to look for defects and vulnerabilities, because there are differences
in the number of coding defects in software written in different program
languages (Ray, et al, 2014, pp.155-165). This is why attackers must be
experienced and trained, because they are expected to quickly and clearly
make an evaluation of a choice of vulnerability in specific situations. For
example, in the report of Kaspersky company on breaches into information
systems of many countries by the Equation group, there was discovered a
systematic regularity on the application and hierarchy of choice of targeted
systems vulnerability information in relation to their significance (Kaspersky
Labs, 2015). This is why it is believed by experts that an attacker group
most probably represents a unit of an intelligence agency of a
technologically developed country. It is not likely that adversary
vulnerability information will be used over a longer period of time. Most va-
luable are those vulnerabilities that are not discovered by anyone, except
for attackers, in the moment of the attack. They are called zero-day vulne-
rabilities and are used to initiate zero-day attacks. Software or a method, a
set of data, a sequence or an attack command which uses the zero-day
vulnerability is called the zero-day exploit. The more software is widespre-
ad, the more interesting it is for different penetration testing teams that find
new zero-day vulnerabilities. The world of penetration testing thus comes
down to an eternal race between attackers, defenders and manufacturers
who, for their own reasons, are all trying to discover as many vulnerabiliti-
es as possible and use them for attack or defense. Although all big softwa-
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re companies pay independent researchers for information on zero-day
vulnerabilities, the market for information about them is growing. It is joined
by state agencies and specialized penetration testing and vulnerability as-
sessment companies and teams which even have regular clients among
agencies (Perlroth & Sanger, 2013). The most well-known are Vupen (Vupen
Security, 2015), Revuln (Revuln, 2015) and Netragard (Netragard, 2015).

Even though such a collaboration model can successfully help at-
tempts of information infrastructure protection and conducting offensive
operations in cyberspace, it is not sufficient for all the needs at the national
level. Within military forces, it is necessary to form groups and teams for
vulnerability assessment and penetration testing that are made up of expe-
rienced and highly skilled individuals. An example of a successful organi-
zation in these activities which applies the methods and techniques de-
scribed is Tailored Access Operations, a group within the National Security
Agency (Aid, 2013). However, regardless of being formed as a part of a
global military force or a small country army, vulnerability assessment and
penetration testing organizations within armies must have their structural
freedom and organizational independence from the rest of the army. Given
the basic value that unites members of such teams, which is highly specia-
lized knowledge and skills, the traditional vertical hierarchy makes their
functioning and development harder and limits creativity. This is why such
units are always more efficient if they follow an unconventional, problem
solving-oriented organizational structure.

Conclusion

Vulnerability assessment and penetration testing are a central part of
all defensive and offensive military activities in cyberspace. At the same
time, they are a key part of a comprehensive process of risk management,
without which compliance requirements of any information organization
system cannot be achieved. Information security risk management repre-
sents organizational management of people, processes and systems.
Vulnerability assessment and penetration testing are primarily oriented to
information technologies and the way people interact with them. Even tho-
ugh these activities have the same focus, same technologies and proces-
ses, their goals are different but complementary. There are defects, flaws
and weaknesses in every information system. Their nature varies widely
and the number is always increasing. Information on vulnerabilities is the
goal, both for the system’s author and defenders and attackers and there
is always a competition between these sides who will obtain the valuable
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information first. Owning the same information on vulnerabilities enables
the prevention of threats (external and internal), but at the same time it
enables exploiting adversary’s weaknesses. Due to this characteristic,
vulnerability assessment and penetration testing are equally important for
the risk management process, offensive and defensive military and intelli-
gence operations in cyberspace. If, by a process of elimination, different
activities in the mentioned fields of information security are removed, it is
clear that its tasks cannot be achieved without vulnerability assessment
and penetration testing. Their activities can be outsourced to organizations
outside the military, but having in mind the confidentiality requirement and
limitations set by International Humanitarian Law, it is necessary for units
working on these activities to be a component of military organizations.
Nevertheless, having in mind the need for specific knowledge and skills,
and requirements for constant research, their organizations must be speci-
fic and set in a way so as not to be disturbed by the traditional military ver-
tical organizational hierarchy.
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OLIEHKA YA3BNMOCTU N TECTUPOBAHWE HA B3JIOM B
BOEHHOM N MEXOYHAPOOHOM N'YMAHUTAPHOM MNPABE

Hpaeax [. MnapgeHoBmy
BoopyxeHHble cunbl Pecnybnukmn Cepbus, MeHwTab, YnpaBneHue
TenekomMmmyHukaumn n nHdopmaTtuku (J-6), r. benrpag, Pecnybnvka Cepbus

OBJNTACTb: KOMNbIOTEPHBLIE HAYKW, IOPUANYECKME HAYKN
BWO CTATbW: o63opHas ctatbs
A3bIK CTATbW: aHrnuinckmn

Pe3some:

OueHKka ysi36UMOCMU U MeCcmuposaHue Ha 83/10MsI8rIsImCs
Krro4esou GesimesibHOCMbo ynpaeneHusi UHGbopMayUOHHOU
b6e3onacHoCmbl0 U puckamu KubepObopOHbl, a makxe pa3eedKu,
MPoB8oOUMOLI  BOEHHLIMU Op2aHU3auusIMU. dmu MeponpUSIMUsi UMetom
BAKHOE 3HAYEHUE HEe MOJIbKO 8 KOHMEKCME 8bIMOMHEHUS 80€eHHbIX
onepayutl, HO U 8 MexAOyHapOOHOM 2yMaHumapHom rpaee (MITI) u
rpasooxpaHumeribHbIX KoHmexkcmax. [lpumeHeHue UHGHOPMAaULUOHHBIX
mexHonoauli 8 B0EHHbIX U 2paOaHCKUX yCriogusix yeesudueaem
CrioxHocmb 8 obrnacmu yrpaereHusi puckamu. [Nomumo uHpopmayuoHHOU
b6e3orniacHocmu,  B80EHHble  OpeaaHu3auyuu  OO/MKHbI  POBOGUMb
HeobxodumMmble Meporpusimusi 8 obrnacmu Kubeporniepayull, Kak Ors
3awumsl, mak 0t HaradeHus uerned.

OHu 3asucsIm OmM MEXHO/I02UYECKUX 3HaHUU U Haeblkog U
peanusyromcsi  KOHKpemHbIMU  100pasdesieHUsiMU 8 PaMKax B0EHHBIX
cucmeM. Lleflb  OUEHKU  ya38UMOCMU  3aKIKOYAemcsi  80MKPbIMUU
xapakmepa ys38UMOCMU, He aHanusupys, Kak OHU Moaym 6bimb
ucrionib3oaHbl Mpuamakax. B mo epems kKak mecmupoeaHue Ha
MPOHUKHOBEHUE UCIMOSb3Yem 3KCIoUm-8mOopXeHUsIBO 8peMsi amaku Ha
cucmemyu makuM 06pasoMm npou3sodum  Kraccugbukayuromuna U
cmerneHupuUCcKa ys38umMocmu Orisi CUCMEMBI.
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Tem He MeHee, xomsi OHU U fipedcmasnsitom coboli 08a pasuyHbIX
sulda OesmernbHoCMU C  pasHbIMUUEnsaMU, UX e3aumodelicmeue
Hepa30enumo, maKk Kak OHU 83aumocesidaHbl U QorosiHsiom dpye dpyaa.
Obweli yepmoli OaHHbIX MeporpusImul SI8MISemcsl passumue 3HaHul U
HaebIKO8, OCHOBaHHBIX Ha MEX Xe MEXHOMo2USIX, U OHU OOUHaKO80 8aXHbl
Kak Oris1 yripaerieHusi pUCKaMU 8 80EHHbIX oriepauusix 8 KubeprpocmpaHcmae,
mak u 8 obrnacmu 060pOHbI, pa3eedKu U MEXXOYHapOOHO20 ayMaHUMapHO20
rpaea.

KniouyeBble  croBa: OUEHKa  YsI3BMMOCTW, TeCTUpPOBaHWe Ha
NPOHUKHOBEHWeE, knbepaTtaku, MexayHapoaHoe rymaHuTapHoe npaeso.

MPOUEHA PABLNBOCTUN N TECTUPAHE OTINOPHOCTH
HA YNAJE Y CUCTEM Y BOJHOM U KOHTEKCTY
MEBYHAPOOHOI XYMAHUTAPHOTI MPABA

Lpazanx [1. MnageHoBuh
Bojcka Cpbuje, NeHepanwTab, YnpaBa 3a TenekomyHvkaumje n nHpopmaTtuky
(J-6), beorpaa, Penybnuka Cpbuja

OBNACT: pauyHapcke Hayke, MeflyHapoAHO XyMaHUTapHO NpaBso
BPCTA YJTIAHKA: npernegHun unaHak
JESNK YJTAHKA: eHrnecku

Caxemak:

lpoueHa parusocmu u mecmupare omnopHocmu Ha ynaoe y
cucmeM Cy Kiby4yHe akmueHOCmU yrnpasibaka PU3UKoOM y UHgopMa-
UuoHoj besbedHocmu, cajbep o0bpaHu u obasewmajHoMm pady 80jHUX
opeaHu3ayuja. Oge akmueHOCMU Cy 3Ha4ajHe y KOHmekcmy u3eohe-
Ha 80jHUX orepayuja, anu u 'y KoHmekcmy MelyHapoOHo2 XymaHu-
mapHoe nipasa (IHL) u cripoeohera 3akoHa. lNpumeHa uHgopmayuo-
HUX mexHoJsloeuja y B80jHOM U UUBUITHOM OKpyxery rnosehasa Kowm-
rnekcHocm y obnacmu yrnpassbarka pusukom. Noped uHgopmayuoHe
be3bedHocmu, 80jHE opeaHu3ayuje umajy 3adamak O0a rpedy3my Heo-
rnxodHe akmusHocmu y obnacmu cajbep onepauuja, 3a cepxe o0bpa-
He u Hanada. OHu 3asuce 00 3Hara U 8eUwMuUHa 3aCHO8aHUX Ha mex-
Horoauju u umriieMeHmupajy ux creyugbuyHe opaaHusauuje y okeupy
80jHUX cucmema. [lpoueHa parugocmuU 3a Yuib UMa OmKpusar-e rpu-
pode parusocmu, 6e3 paamampara Kako ce OHe Moay Kopucmumu
3a Hanad, 00K mecmupaHe OmrnopHoOocCMuU Ha yrade y cucmem Kopu-
cmu ekcriloume 3a ynade y cucmeme U mako rfpoueryje epcmy u
cmerieH pu3uka Koju oge pamusocmu npedcmasrbajy 3a cucmem. Me-
hymum, 4ak u ako npedcmassbajy de8e pasfudume akmueHocmu, ca
pasIuUYuMUM KpajrUuM Uusbesuma, OHU Cy KOMIeMeHmapHuU u mehy-
3asucHuU. [Mowmo je Huxosa 3ajeOHUYKaA 0O0/IUKaA pa3eoj 3HaHa U ee-
WMmuHa 3aCHO8aHUX Ha UCMUM mexHosioz2ujama, OHU cy 00 rnodjeGHake
8a)XKHOCMU 3a yripassbar€ PU3UKOM, 80jHE oriepayuje y cajbéep npo-
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cmopy u muxosy yrnompeby 3a o0bpambeHe u obasewmajHe akmus-
Hocmu, Kao u MeRyHapoOHO XyMaHUmapHO npaso.

Krby4yHe peuyu: TecTvpawe parbMBOCTM, NpoueHa OTMOPHOCTM Ha
ynage, cajoep Hanag, MefyHapoaHO XyMaHUTapHO npageo.
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