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Abstract:

This paper proposes a model for a Smart Field Artillery Information
System (SFAIS) that can be used in a military environment. It is based on
Service Oriented Architecture (SOA) and Command, Control, Communi-
cations, Computers, and Intelligence Information Systems (C4l), as well
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as Geographical Information System (GIS) technology. The system aims
to contribute in increasing the level of the military’s capacity in the executi-
on of operations in a multinational or a regional environment. In this con-
text, the SFAIS provides a well-designed platform for interoperability with
other actors in the same theater of military missions and joint operations.
Moreover, the system will be used for educational purposes by being im-
plemented in simulation centers and computer laboratories. This system
will provide artillery personnel with proper education which will rely on -
and is going to be conducted in - a simulated operational environment
which will include the whole operational range of the arfillery systems used
(field of fire) and the process of preparation of the elements as well as
conducting the firing in a virtual environment. Additionally,and even more
importantly, the probability of collisions in hash functions during Single
Sign-on authentication is presented for proving existing security shortco-
mings in distributed computer systems. Also, studying specific security is-
sues with the SOA based artillery information system emphasizes the sig-
nificance of applying a military information system in a security environ-
ment.

Key words: authentication, single sign-on, GIS, hash function, artillery,
service oriented architecture, security, military, information systems.

Introduction

Field operations require a good understanding of the characteristics of
the operational environment. Prior to using modern Information
Technology (IT) systems, field crews relied exclusively on the guidance
from a person that is familiar with the operational surrounding. If the teams
or individuals were dispatched in a zone where the field activities were to
be conducted without proper guidance, complex calculations needed to be
performed using paper maps, compass and other devices in order to navi-
gate and to fulfill the mission objective. Nowadays, with the development
of contemporary Command, Control, Communications, Computers, and
Intelligence (C4l) and Geographical Information System (GIS) solutions,
organizations, companies and institutions are able to provide better sup-
port for their field crews not only in terms of navigation but in providing dif-
ferent spatio-temporal data including qualitative and quantitative characte-
ristics of objects and events obtained during data collection, surveillance
and intelligence activities as well. These information systems are usually
tightly coupled with the Geographic Information System (GIS) which is a
special type of computer-based information system tailored to store, pro-
cess, and manipulate geospatial data (Worboys & Duckham, 2004) and is
used to support command and control of operations starting from the tacti-
cal level up to the strategic level of armed conflict management. However,
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the ability of the GIS to handle and process both location and characteri-
stic data distinguishes the GIS from other information systems. This esta-
blishes the GIS as technologically important for a wide variety of applicati-
ons (Chang, 2005), especially in the military domain. The GIS solutions
are not only digital substitutions for paper maps but are becoming crucial
in the integration of different information sources in a spatial context. The
unique ability of the GIS to present different geo-referenced data on a map
enables users to simulate different events through modeling, adjustment of
data and scenarios for prediction, planning and estimation. In a spatial
context, this level of information integration and presentation is difficult to
achieve using any other information system. This is exactly why such
systems can be and in recent times have a tendency to be used in a wide
range of areas such as the security and intelligence domain, emergency
management, and the military domain in particular. In a military environ-
ment, such systems are usually used for mission planning, target
discovery and tracking, coordination between different military units and for
weapon guidance and fire control.

In this paper, we propose a model for a specialized C4l system whose
general purpose is artillery support. Considering the fact that similar
systems require that geo-information as well as other types of information
is accessible to a wide range of users with different responsibilities, located
in different geographic locations, in addition to providing access to geo-
spatial data for users with different levels of privileges and different re-
sponsibilities, this leads us to use Service Oriented Architecture (SOA) for
developing a model of this type of system. Related work in this area is pre-
sented in the section that follows. Furthermore, the paper will deal with the
phases of system development and look at the regulated access to the
data that the Information system holds, in particular, the inconsistencies of
using SOA regarding the probability that collisions can happen in hash
functions during Single Sign-On (SSO) authentication with the stress of the
Password Authentication Protocol (PAP). The expected results and con-
clusions are given at the end of the paper.

Related work

There are a large number of referred research papers from this area.
Analyzing the relevant literature, we have come to the conclusion that in
many technologically developed countries the implementation of Service
Oriented Architecture in the military domain and especially in the Field
Artillery Information Systems is driven by a unique reason - to enhance the

444




cooperation between different military actors on the battlefield and enhan-
ce their success while conducting a specific mission.

We can say with certainty that the latest achievements in the defense
technology are based upon C4l (Command, Control, Communications,
Computers, and Intelligence) (Worth, 2008) systems with Artillery Informa-
tion Systems being a special kind of Command Information Systems (C4l)
widely used by defense forces all over the World. Frequently used informa-
tion systems, which support intelligence activities, have high influence in
the decision making process, and modern information technology
considerably contributes to the processes’ improvement by supporting the
intelligence cycles planning, collecting data, analyzing data and dissemina-
tion (Achkoski, et al, 2011). According to Medlow (Medlow, 2009), the inte-
rest about SOA leads to extended implementation in the information and
communication systems that are a part of both the military and civil do-
main. However, we cannot simply implement Service Oriented Architectu-
re (SOA) into the unchangeable infrastructure of an existing organization
because there are numerous factors that can potentially complicate the
implementation of SOA in the design of some systems within the military
domain in spite our primary purpose being to enhance these systems (Pu-
lier & Taylor, 2006).This is exactly why the effective implementation of
SOA in the information systems of land forces detachments deployed in
military, peacekeeping, post-conflict society reconstruction or any other
kind of non-military jointly led missions presents a big challenge.

Radcliffe, et al. (Radcliffe, et al, 2014) conclude that the information
systems for command and control that are used in the operational hea-
dquarters use SOA in order to increase the multiple actors’ ability to ex-
change information between them. SOA’s approach allows flexibility, inte-
gration, systems interoperability and increases the potential of the military
actors using Commercial-Off-The Shelf (COTS) technology and standards.
Moreover, this paper covers architecture modeling, SOA Governance and
gives a summary of a specific multinational demonstration activity where
these types of prototype services were implemented. The authors conclu-
de that SOA solutions can be used for increasing the capability of specific
actors acting in a clearly defined military environment. Furthermore, they
propose developing SOA solutions of C4l information systems in every
single field of the military environment.

The advancements of SOA in the development of information
systems and the extent to which it helps for the effective use of directed
military force is fully entailed under a program devised by the British, na-
med: Network Enabled Capability (NEC). This problem matter is presented
more clearly in (Brehm, Gomez, 2005, pp. 29-48).There we find that the
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advancements of SOA can be exploited in building and designing military
information systems for supporting NEC. Service orientation offers unique
possibilities that ultimately change the way of exploiting information
systems and with them the Ministry of Defense (MOD) departments and
their operational formations can increase their efficiency.

Furthermore, from a business perspective, it is important to under-
stand that the opportunity for the development of services focused on deli-
vering improvements in the working capability of military actors will most
certainly appeal greatly to potential customers and users. This same offer
implies a solution in the form of an integrated system derived from the use
of SOA planned to be used in line with the other, older information systems
that are already used in the military.

Finally, this paper entails some of the exploits for SOA with the inten-
tion that the MOD will turn to using it more extensively and exploit the be-
nefits of NEC on a higher level.

SFAIS model development

SOA presents a “next step” technology, steadily becoming a standard
that inspires the re-use of information systems and loosely coupled systems.
The independency of the implementation platform implies that older hardware
and newer software can be replaced and updated without negative implicati-
ons toward other components of a system as long as the communication in-
terface of the service stays the same. Following the latest Information and
Communication Technology (ICT) advancements, the Smart Filed Artillery
Information System (SFAIS) based on SOA should be designed as a hybrid
system (store-and-forward mode and real-time mode). The most recent rese-
arch works and studies that address the use of SOA show that agencies, de-
partments, institutions and other stakeholders can push and pull data in a
standardized and flexible manner through the use of communication interfa-
ces using XML schemes and web services.

The development of the SFAIS model based on SOA takes us through a
number of phases. At the start, research will be focused on the wider “Infor-
mation Technology and Military” expert public that will be asked to describe
multiple solutions for information systems which will serve best and are rela-
ted to the functions of artillery units. Because of the model sensitivity, this re-
search will be focused on academic and unclassified sources, as well. As
soon as that is done, an analysis whose purpose will be to make a conclusion
about the benefits of modeling SOA based systems will take place in order to
further strengthen the statement that SOA is the technological choice that
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surpasses all other technological solutions for designing information systems
of the C4l sort.

The actual design of the prototype starts with the development being fo-
cused on creating the basic system modules:

1. GIS Module - necessary for unit deployment in the operation planning
phase when a specific artillery unit is being assigned a mission. The module
presents the user with multiple variants of choice for deploying field artillery
units (the combat component of artillery units) based on predefined parame-
ters such as: deployment of the artillery battery combat elements — depending
on the type of artillery weapon and deployment of the artillery division combat
elements — depending on the type of artillery battery.

2. GIS based Forward Observer module - necessary to provide input da-
ta to the system. This module will be later used for further system develop-
ment and testing. The Forward Observer (FO) module provides the user with
basic functions for: marking positions of friendly and enemy units on a digital
map, marking targets, targeting data, and transfer of target and fire mission
data over the military network.

7497671:4895003 | E20°54 104 N4 12 1.4
262.3rf I A
e

¥ R

) \\ -11 £ \..,
Onl.unjelGPS Il'lpahemel

Mo @ Q[+ NB]E ®

Figure 1 — Example from the mobile GIS Forward Observer module
(the crossed, red, diamond shaped signs describe an enemy infantry unit)
Puc. 1—Npumep ¢ moayns mobunbHoW reorpadnyeckon cucTembl ANA NOAAEPKKN
apTunnepumn (MapkupoBKka B BUAE KPECTMKa, KpacHOro LBeTa U KpacHoro
pomba o6o3HavYaeT NnexoTHoe nogpasaeneHve NpoTUBHNUKA)
Cnuka 1 — MNpumep 13 mogyna mobunHor reorpadpckor MHopmaLmoHor cuctema
3a apTUIbepmjcKy NoAdpLUKy (03Hake y 0b6nuKy KpcTa, LupBeHe 6oje u
OvjamaHTa onucyjy HenpujaTerbcky newaaujcky jeamHny)
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As a result of using the system modules, the possibilities of providing
accurate information for deploying artillery weapons on the ground,
especially in the region where artillery combat elements are scheduled for
deploying, increase significantly (Figure 1). However, to calculate variables
in the system module, the user will need to enter the following parameters:
artillery weapon type, weapon caliber, ammunition type, region of targets,
meteorological data, and other parameters. These parameters are a part
of a different, Ballistic Module integrated within the Smart Field Artillery
Information System, as shown in Figure 2.

\8\ Enamy forcss
e — — BOoundarss
EN = a_s_s Forward line of own
troops
888 Patoon
a8 S|P Securs communications
<§2\ Intsroperabiity protocol
[ 1 1]
3 s Forward obssrvsr
L 1] /! —38  rbweryweapon
o <g\ Py / L C.-) Artmery Tiring
| V" posttion
- \‘\ - { Aurtimsiry wnit
e . [Batalion)
™ | - Command Post
Ballistic Module o
The artillery weapon
type @
The weapon caliber
Ammunition type 5,
The regicn of targets =
{3D terrain data} - [}
& | _Meteorological data -
4 ~—
L] Other parameters ~

Figure 2 — Concept of the Smart Field Artillery Information System
Puc. 2 — KoHuenT nHTennekTyansHon MHopMaLMOHHOW CUCTEMbI NONEBON apTunnepun
Criuka 2 — KoHuenT naMmeTHOr MHpopMaLMOHOT cucTema norbcke apTurbepuje
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Additionally, as the system development progresses on, a
mathematical model will be defined and a Software Module will be
designed to compute the initial or preparatory elements needed to direct
the artillery fire. This module has different options (arranged in multiple
optional categories) to choose from in order for the user to direct artillery
fire while having the opportunity to select the type of weapon, the type of
unit, and other options, which are important and must be taken in
consideration to conduct a successful artillery firing.

The first category includes the subsystem for computing the
preparatory or initial firing parameters for the artillery battery equipped with
a certain type of weapon. The second category includes the subsystem for
computing the initial firing parameters for an artillery division, which
depends on the types of weapon within the different artillery batteries. The
third category includes the sub-system for computing the parameters for
subsequent corrections or the so-called adjusting of the artillery fire.

Moreover, a software module for the calculation of used ammunition
per one artillery fire shooting will also be a part of the SFAIS. The module
development automates the process for calculating used up ammunition.
Furthermore, the module is connected to a military logistic information
system that will provide timely reporting for used ammunition per firing and
plan for timely supplying the artillery unit with the type of ammunition
needed.

Finally, a protocol for exchanging information between the Forward
Observer, the Fire Direction Center (FDC) and the Tactical Operational
Center (TOC) will be used to channel information for exchange between
these three pivotal actors on the battlefield. This information will provide a
better visualization of the targets; it will fulfill the logistic requirements on
time; it will help manage the human resources better, as well as
significantly help the successful execution of the mission and operations.

In summary, developing the SFAIS would mean achieving the
following goals in the field of directing artillery fire:

» Standardized protocol for exchanging information needed for
achieving successful fire support;

» A defined application model that is easily integrated with other in-
formation systems that are not based on the service-oriented paradigm.
Here we are avoiding the technical dependence for developing a field
artillery information system relying only on one technology and, on the
contrary, we are bringing in the possibility of integrating different informa-
tion systems that are based on different platforms (Distributed Component
Object Model — DCOM; Common Object Request Broker Architecture —
CORBA; Remote Procedure Call — RPC; Remote Method Invocation - RMI);
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» A defined Integral Ballistic mathematical model for directed artillery
fire which includes a weapon model, an ammunition type and ballistic
parameters, meteorological data and a 3D terrain model,

+ Integration of security mechanisms and a selection and description
of security standards that should be used in the SFAIS in order to achieve
an appropriate level of the access control;

» Defined metrics for the evaluation of the services related to the
Field Artillery Unit implemented over service oriented architecture;

+ Defined specific methodology for meteorological parameters
determination based on the attenuation of electromagnetic waves in the
atmosphere;

* Implemented desktop and mobile GIS front-end application for the
visualization of SFAIS data.

Probability of collisions in hash functions
during Single Sign-On authentication

Taking in consideration that the basis for the SFAIS prototype is
Service-oriented architecture, we cannot stress enough the importance of
looking at the pros and cons of using SOA as a platform for this system.
Although SOA gives an unobstructed access to all actors with a specific
clearance on using data, at the same time, as a platform, it faces a certain
probability that collisions can happen in hash functions during Single Sign-
On (SSO) authentication with stress on the Password Authentication
Protocol (PAP). It means that clients (in a distributed computer system) or,
in our case, actors on the battlefield with different privileges, can have
access to services and resources that they are not authorized to use. To
be more precise, what this means is that the distributed information system
follows the well known matrix (Table 1) about the Discrete Authorization
Control (DAC) system, a case where collisions that can happen in the
system will cause the problem with the authentication and authorization in
terms of system privileges that user have or do not have. Having stated
that, here we are going to find the value of probability that depends on the
length of the key (password) and the number of users in the system, where
the results will be implemented in the PAP.

The Access Control Matrix (ACL) has subjects and objects. The su-
bjects in the ACL are the users of the distributed system, in our case the
users of services, where S is a row for every subject in the matrix. The ob-
jects in the ACL present system resources, where O is a column for every
object in the matrix. The access allowed by the subject S to the object O
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is stored in the intersection of the row indexed by S and the column inde-
xed by O.The privileges in the system are shown in Table 1.

Table 1 — Access Control Matrix about Discrete Authorization Control (DAC);
X - execute; w - write; r - read; a - append
Tabnuuya 1 — MaTpuua KOHTponsa AocTyna K anckpeTtHon aBTopmsauumn (DAC);
X - UCMOJHUTB; W - 3anucarThb; I - NpovMTaTh; a - JOMNONHUTb
Tabena 1 — MaTpuua KOHTpoIe NpUCcTyna o KOHTponu auckpetHe aytopu3auuje (DAC);
X — U3BPLUNTU; W — HANUcaTu; r — NpoynTaTh; a — goaatu

/mail/Person X edit.exe db.exe
WS -1 {r, w} {r, x} {r, w, x}
Person X {} {r, w, x} {w, x}
WS - 2 {a, r} { {r, x}
WS -N {r, w} {r, x} {r, w}

The previously mentioned problem about collisions in the hash
functions can be proven with the cryptography problem called “birthday
paradox” as presented by (Batista, et al, 2012).The simplest way of
presenting the security implications of hashing is with the question: How
many people K out of N in one room have the same birthday as you if the
probability is greater than 1/2? In order to find the probability P(K), it is

easier to compute the probability P of the number of people N that do not
have the same birthday as you. The aforementioned authors come up with
the following equations:
NZ
P(K)=1-e 23

2

Inl-In2=- N
2*365

=N’ =2In2*365

N =+/2In2*365=1.774*19.1045 =23 (1)

As far as the “birthday paradox” goes, we can conclude that 23
people in the room are enough to expect finding at least two or more
people out of N to have the same birthday.

But, in addition to this, the “birthday paradox” can be exploited in
computing the probability P of attacking the hash function, where the hash
function h(x) generates an output of N bits long. In this case, the possible
values of N, when N is used in the hash function h(n) , is 2N because N
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could be either 0 or 1. Since \/Z:x/Z_N:f% and if we hash about 2]%
different inputs, we can expect to find a collision, that is, have two inputs
that hash to the same value.

For example, if we want to find the work that needs to be done in
order to break the hash function with a probability of 0.5 for generating a
collision with brute force, where the input is the hash function with 32 bits,
then we need to compute:

N(0.5,h) ~1.1774*h =
— 0.5 — Probability to break hash function, v/h =2""2

32
N(%,32J~1.1774*22 =1.1774%2' =1.1774*%65536 =7.7*10" (2

Finally, we need to discuss the collisions that can happen with brute
force with different values of probability that depend on the number of n
bits in the hash function h(n). In this case, we are looking at two cases
(Case A and Case B). The numbers of bits that are used in these cases
are 64, 80, 128 and 160 bits. The particularity in the selection of using
these numbers of bits refers to the standard length of a password, which
means that 8 characters is the standard length of a password. However,
the user can choose from 256 possible characters from the keyboard. The
choices that the user has can be presented as 256°. This number is equal
to 2% hash function h(n) or it is a 64-bit cryptographic key, hence the reason

for choosing 7 =(64,80,128,160) as a length for the hash function h(n).

To illustrate the real time working capability of a SOA platform as well
as the hash function application, it is best to provide a real-life example of
an Information system whose access is open only to users with a specific
clearance, authorized by an account and a password.

Example: Let us suppose that we designed a multi user information
system based on service-oriented architecture. The information system is
accessed by multiple users based on their account and their password. If
the system administrator records the accounts and passwords in a separa-
te file in the information system, then the level of threat is too high. One of
the solutions to this problem is saving user names and passwords that are
hashed with a certain hash function h(n) in a separate file. Let us assume
that the hash function h(n) is an ideally and perfectly chosen function, whe-

re h maps each valid input into a different hash value {0.,1}* :{O.,l}k.

This means that users access the system with n passwords and the Infor-
mation system allows access to the user in the system only if the hash va-
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lue h(n) can directly locate the record in the file where the hash values are
stored.

Case A: If we have an attacker (a regular user) that has the intention
of accessing the computer system as a system administrator (super user)
generating random passwords (avoiding duplication of passwords that are
used once), what are the minimum numbers of passwords (N) that the
attacker can try to guess correctly?

To explain Case A in an appropriate manner, the following
assumptions are introduced:

n==64bits ; P=25% ; P=50% ; P=75%:; P=99%
To determine the probability of collisions, when the password is 64
bits long, we have to compute the following expression:
P =99,9%; n = 64bits = h=2"
N v
=099=1-¢ ?=0.0l=1-¢ ' /In
2

In0.01= —]2\]—11:>N2 =-2*In0.01*A

In0.01=—4.605170185988091 ~ —0.4606
2% 1n0.01 = —2%(—4.606) ~ 9.212

N =+9.212*h =3.035%y2% =3.035%2%2 =3.035*4.3*10° =13.05*10°

Table 2 showcases the results for the desired probability when the
passwords are 64 bit long. The intention is not to show how the process of
computation is done and that is the reason that we show only how the
probability is computed with 99%. Since the same equation can be used in
order to calculate the desired probability when the passwords are 64, 80
and 128 bits long, the results in the remaining 3 cases are respectively
presented within Table 2, as well.
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Table 2— The results of the desired probability when passwords are 64, 80, 128 and 160 bits long
Tabrnuya 2 — PesynbTaThl Npegnonaraemomn BEPOSTHOCTH, B Clyvae AMMHHBIX naponew
64, 80, 128 n 160 6uToB
Tabena 2 — Pe3ynTatu xerbeHe BepoBaTHohe kafa Cy no3uHke agyradke 64, 80, 128 n 160 tuta

Probability of collisions with the brute force attack

1 1
Not;rgﬁsr (ijs% (EJSO% G) 75% 999
64 3.3*%10°  5,06*%10° 7.2%10° 13.05*10°
80 0.82*10  1.28*10" 1.8%10" 3.3%10"
128 1.4*%10°  2.2%10"Y 3.1*¥10" 5.46*10"
160 0.60*10*  1.41*10* 1.99*10* 3.6*10%*

In response to the conclusion we have made earlier, let us repeat that
the number of bits used in these cases are 64, 80, 128 and 160 bits. The
particularity in the selection of using these numbers of bits refers to the
standard length of a password, which means that 8 characters is the standard
length of a password. However, the user can choose from 256 possible
characters from the keyboard. The choices that the user has can be
presented as 256°. This number is equal to 2% hash function h(n) or it is a 64-

bit cryptographic key; hence the reason for choosing n = (64,80,128,160) as

a length for the hash function h(n). Accordingly, a graphic presentation is
given for each and every possibility of a 64, 80, 128 or 160 bit password
length in Figures 3, 4, 5, and 6, respectively. Figure 7 gives a cumulative
graphic presentation of the password length of n = (64,80,128,160) bits.

3 ie N 0

Figure 3 — A 3D graphic presentation Figure 4 — A 3D graphic presentation for

for the password length of n = 64 bits the password length of n = 80 bits
Puc. 3 — 3[] rpacuryeckoe nsobpaxeHve Puc. 4 — 3[ rpachmyeckoe nsobpaxeHve
napons pasmepom n = 64 6umoe napons pasmepom n = 80 6umoe
Cnuka 3 — 3[ rpachnuka npeseHTaumja 3a Cnuka 4 — 3[ rpachuuka npeseHTaumja
NO3WHKY Ay>XUHe n = 64 bits 3a No3uHKy AyxuHe n = 80 bits
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il 0 153
N 197 5 n

Figure 5 — A 3D graphic presentation for Figure 6 — A 3D graphic presentation
the password length of n = 128 bits for the password length of n = 160 bits

Puc. 5 — 3[] rpadnyeckoe n3obpaxeHve Puc. 6 — 3 rpadunyeckoe n3obpaxeHune
napons pasmepom n = 128 6umos napons pasmepomMm n = 160 6umos

Cnuka 5 — 3[] rpaduyka npeseHTauuja 3a Cnuka 6 — 3[] rpaduyka npeseHTauuja

NO3NHKY AyxuHe n = 128 bits 3a No3uHKy ayxuHe n = 160 bits

10

B0

EI
Figure 7 — A 3D graphic presentation for the password length of
n = (64, 80, 128, 160) bits
Puc. 7 — 3[1 rpachmnyeckoe nsobpaxxeHvne napons paamepom
n = (64, 80, 128, 160) 6umos
Cnuka 7 — 3[1 rpachnuka npeseHTaumja 3a NoO3nHKY AyxuHe n = (64, 80, 128, 160) bits

Additionally, we created a pseudo code for computing collisions in the
hash function that can help optimize the process for gathering value of
trays that depend on the probability and bits in the hash function.
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Computing collisions(){

declarevariables (){

variable P;

input P = (O,. . .,1);
variable n;

input n =(0,...,n—1,n);

}
computeh (n) 0N

h(n)=2"
return h(n);
Y

initialize computation(){

¥
P=1-¢ 2%h
do substraction () {
¥
e 2 =1-P
NZ
e Xh =P
z’f( P'is greater than 1) {

Print " Algorithm failed"
else{

if ( Pislessorequal to 1) {

Print " Continue with computation"

return P

start natural logarithm function (){

log, x=Inx;
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e=2.718;
divide expression with natural logarithmIn (){
N
e =P /In
NZ
2%h

InP =-

return P

compute expression(){
2*InP'*h=-N*
N?==2*InP'*h
N=—2*InP */h
compute: —~2*In P' = a;

compute : Jh=22 b;
returna,b ;
replaceaand b
N=a*b;
return N,

END

Case B: What is the maximum number of users (N), when the
probability of a collision with brute force happening in the system is under
0.05%7 It means that the probability of a hash function, where every pair
of users has the probability of matching passwords, is equal to 0.05% .

To compute the number of users in the system with certain probability
of collisions with brute force in Case B, we have introduced the following
assumptions:

1) n=64bits ;h=2% ;P =0.05% ;N (0.05%)="

)

2) n=80bits ;h=2" ;P=0.05% ;N (0.05%)="?
3) n=128bits ;h=2"" ;P=0.05% ;N (0.05%)="?
4)  n=160bits ;h =2'" ;P =0.05% ;N (0.05%) ="?
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Consequently, Table 3 portrays the maximum number of users in the
system to avoid collisions while P = 0.056% and Figure 8 relates to these
results.

Table 3 — The maximum number of users in the system to avoid collisions,
while P = 0.05%

Tabnuuya 3 — MakcumanbHoe KOnM4ecTBO NoSib30BaTeNen B CUCTEME,
YCTaHOBIIEHHOE C LieNblo NpeaoTBpalleHns konnmsun, npy P = 0.05%
Tabena 3 — MakcumanHu 6poj KopucHuKa y cuctemy aa 6u ce nsberne konusuje

kaga je P = 0.05%

Association of the number of bits in passwords
and number of users in correlation with limited
probability of collisions
Limited Probability of
collisions with the 64 80 128 160
brute force attack

0.05% 1.3*%10° 0.34*10"” 0.59*10” 0.39*10*

160,

Figure 8 — A 3D graphic presentation for maximum number of users with
P =0.05% and n = (64, 80, 128, 160)
Puc. 8 — 3[] rpadnyeckoe n3obpaxeHne konM4ecTBa nonb3oBaTenen npu
P=0.05% w n= (64,80, 128, 160)
Cnuka 8 — 3[] rpaduykm npukas 3a MakcMmanHu 6poj KOpUCHUKa Kaaa je
P =0.05% wn= (64,80, 128, 160)
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Conclusion

On the positive side, innovations are tightly related to this system’s
creation because they refer to the shift from a traditional way of directing
artillery fire into a contemporary and technologically sophisticated way of
directing artillery fire. The system makes most of the processes automatic
in the moment of firing from a field artillery unit deployed in the battlefield.
In that manner, the field artillery units which will be equipped with SFAIS
will be capable of opening artillery fire on predefined and planed enemy
targets far more effectively, increasing the probability of getting an
accurate artillery shot on target, excluding errors caused by the human
factor during the process of preparing and entering the parameters for
directed fire.

Moreover, implementing the SFAIS prototype in field artillery units is
going to contribute to increasing the level of military capability while
executing operations in a multinational or regional environment. In the
same context, SFAIS is providing a well-designed platform for
interoperability with other actors in the same theater of military missions
and joint operations. The system will also make a new and significant
contribution in joint operations and homeland security through the
possibility of exchanging information in an appropriate way, decreasing the
time for fire support in military operations and missions, disseminating
information to authorities enhancing the decision-making process and
taking appropriate actions, all in a faster and more reliable manner.

In addition, the system will be exploited for educational purposes.
Implementing it in simulation centers, computer laboratories and other
facilities will provide affordable education for artillery personnel by
simulating field artillery firing and executing the process of firing in a virtual
environment. Artillery officers, cadets and other personnel from the artillery
branch will not need to use real time artillery weapons, military training
fields and other equipment, because the system will allow the training for
directing artillery fire to be executed in a lab or in a simulation center. As a
result, this will allow for the justified promotion of field artillery experts
capable of bringing timely and accurate decisions for resolving situations

On the “not entirely” negative side, the computation of probability of
collisions in hash functions demonstrates the weaknesses in the system
security, where user who do not have privilege can access system resour-
ces. We can firmly conclude that the collisions in hash functions during an
SSO authentication are possible and likely to happen, but the results for
finding a collision and breaking the hash function h(n) show that a lot of
work has to be done. The work of finding collisions in hash functions is
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equivalent to the work of a brute force exhaustive key search. However,
the results of our theoretical research prove that the probability of collisions
in the system can decrease the level of security in the system, but this is
easily overcome by the users who do not select random passwords and
follow the guidelines for PAP.
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WHTENNEKTYAITbHAA NHOOPMALIMOHHAA CUCTEMA
NMONEBON APTUINTNIEPUN: PASPABOTKA MOJENN C AKLLIEHTOM
HA KOJINU3NKN B AYTEHTUPUKALIMN SINGLE SIGN-ON

Hukona C. Mawnes®, FOzocnas 3. ALI,KOCKI/IS, [Mpaze T. Metpeckn®,
Munat N. Tound', JesiH . Panuny®
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AYuusepeuteT B r. Huww, ®akynbTeT anekTpoHuku, Kadeapa BblMUCIUTENBHON
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OBJIACTb: KOMIMbKOTEPHbBIE HAYKWU, IT
BWO CTATbW: opurmHanbHasa HayyYHas ctaTbs
A3bIK CTATbW: aHrnuickmin

Pe3swome:

B danHolU cmambe npedcmaeneHa Molesb UHMeiekmyarnbsHouU
UHgbopmayuoHHoU  cucmembl  rorieeod  apmusinepuu  (SFAIS),
paspabomaHHasi Ornii 80€HHbIX uesnel U OCHOBaHHasi Ha Cep8UCHO-
opueHmuposaHHol  apxumekmype (SOA), a makxke Ha C4l
UHGbOpMaUUoOHHOU ~ cucmeMme U mexHoroauu  eeozpaghuyeckoli
uHgopmayuoHHou cucmembi  (GIS). Llens eHedpeHuss cucmembi
3aK/TIO4aemcsi 8 noabILEeHUU YPOBHST MOUWHOCMIU 800PYXKEHHBIX CUT Mpu
8bIMOSIHEHUU  orepayuli 8 pamKkax  MHO20HaUUOHasbHbIX — Uu
peauoHarnbHbIx deticmeull.B amomnnaHeSFAIS obecrniedusaem xopowo
cripoekmuposaHHyro rnameopmy 0Ors e3aumodelicmeusi ¢ Opyaumu
yyacmHuKkamu  COBMECMHbIX  B0€HHbIX  MUCCUL  BKOJIIEKMUBHBIX
onepayusix.

Cucmema paspabomaHa Onsi  NPUMEHEHUS 8  ueHmpax
mModesnupogaHusi U cuMynsayuu, a makxe e snabopamopusix. [aHHas
cucmema 6ydem  MpUuMeHSIMbCS 8  Y4eHUsIX  apmurinepulickux
nodpasdeneHul, 8 CMOOENUPOBaHHbIX OMNEPAUUOHHBIX  YCIIO8USIX,
Komopble eK/oYarom Uesbili  Criekmp  apmusiiepulickoll  cucmeMal
(apmurinepudickuli 020Hb), a makxe HagodKy opyduli U 8bIMo/HEHUE
02Hesbix 3a0ay 8 8UpMyarsibHbIX YCI08USIX.

Hapsdy c 8bILUENEePEYUCTIEHHbIMU 3adavamu, bydem
npedcmassieHa 8epOSIMHOCMb KOMIU3UL 8 xewuposaHuu rpuSingleSign-
on aymeHmucdbukayuu, ¢ Uerbio 8biSerIeHUsT HeOoCmaimKkos 8 cucmeme
6e3omacHOCMU KOMIbOMEepPHbIX cemed.
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UccrnedosaHusi crieyuasnbHbIX napamempos no 6esonacHocmu
apmursnnieputickol UHGOpPMaUyUOHHOU cuCmeMbl OCHO8aHbl Ha CEPBUCHO-
OpUEeHMUPOBaHHOU apXumeKmype, 4Imo 8 Ceot o4epeds nodyepkKusaem
3HaYUMOCMb  MPUMEHEHUST  UHGhOPMAaUUOHHOU  cucmeMbl  80eHHOU
6esonacHocmu.

KnioueBble crnoBa: ayTeHTudukaumd, single  sign-on, GIS,
XellMpoBaHue, CEPBUCHO-OPMEHTUPOBAHHas apXUTEKTYpS,
0©e30nacHOCTb, BOOPYXXEHHbIE CUITbl, NHHPOPMALIMOHHbIE CUCTEMBbI.

NMAMETHU MH®OPMALIMOHU CUCTEM MOJLCKE APTUILEPUJE:
PA3BOJ MOJOENA C TEXUWTEM HA KOJIMBUJE ¥ SINGLE SIGN-
ON AYTEHTU®UNKALININ

Hukona C. Manes?, Jyeocnase 3. ALI,KOCKVI6, [Mpaze T. MeTpeckn®,

Munan Ib. Toumuh', Aejax [. PaHuuh®

@ Yuusepautert ,loue [enues”, BojHa akagemuja ,leHepan Muxauno
AnocTonockn”, Ynpasrbawe pecypcuma oabpare, Crkonrse, BJP MakegoHuja

6YHMBepsMTeT .loue fenyes”, BojHa akagemuja ,[eHepan Muxaunno
AnocTonockn”, Kategpa 3a 6e36e4HOCT, KpU3HM MEHALIMEHT, 3alITUTY U
crnacaBane, Ckonrbe, BJP MakegoHuja

® YuusepsuteT ,loue Jenyes”, Bojua akagemuja ,leHepan Muxauno
AnocTonockn”, Kategpa 3a 6e36e4HOCT, KpU3HM MEHALIMEHT, 3aLUTUTY 1
cnacaBamne, Ckonrbe, BJP MakenoHuja

"YHueepauteT y Huuy, MpalheBuHCKo-apXMTEKTOHCKM dakynTeT, Huu,
Penybnuka Cpbuja

AYuusepauteT y Huwy, EnektpoHcku cbakynTeT, Kateapa 3a padyHapcTso,
Hwuw, Peny6nuka Cpbuja

OBJIACT: padyHapcke Hayke, IT
BPCTA UJTIAHKA: opyruHanHu Hay4Hu YnaHak
JESNK YJTAHKA: eHrnecku

Caxemak:

Y pady ce nipednaxe mMoles namemHoz UHGopMayUoHo: cucmema
nosrbcke apmurbepuje (SFAIS) 3a npumeHy y 8ojHe cepxe. 3acHosaH je
Ha cepsucHo opujeHmucaHoj apxumekmypu (SOA), kao u Ha C4l
UHGbOpMaUUoOHUM  cucmemMuMa U MmexHosoauju  2eoepaghckoa
UuHgopmauyuoHoe cucmema (GIS). Hurb cucmema jecme Oa OonpuHece
nosehawy HuUOa Karauyumema 60jcKe rpu u3gofjery ornepauuja y
MyfIMUHaUUOHaIHOM UU Pe2UuOHaTHOM OKPYXXEHy. Y moM KOHmeKcmy
SFAIS  obesbehyje  dobpo  npojekmosaHy  rnamgopmy — 3a
UHmMepornepabunHocm ¢ ocmarnuMm y4YecHuUuuma 3ajeGHUYKUX BOjHUX
mucuja u 30pyxxeHux onepayuja. Llimasuwe, cucmem he bumu kopuwheH
3a edykauujy y ueHmpuma 3a cuMmynauyujy U  KOMIIjymepcKum
nabopamopujama. Apmurbepuyuma he 0b6e3bedumu edykayujy 3acHoO8aHy
Ha CuMyrnupaHoOM oriepamusHOM OKPYXery, ¥ Kojem he ce u uzeodumu, a
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Koje he obyxeamamu 4umae orepayuoHU Crekmap apmusbepujcKux
cucmeMa (apmurbepujcke 8ampe), Kao U fpouec rpurpeMe eriemeHama
u useohere 2alhjarba y supmyeriHoM okpyxery. [lpu mome he, wmo je
Jow eaxHuje, npedcmasumu 8eposamHohy Konu3uja y xew ¢hyHKUujama
mokom single sign-on aymeHmudgbukauuje kako Ou ce rokasasnu
rnocmojehu cueypHocHU Hedocmauu y ducmpubyupaHum KOMIIjymepCcKum
cucmemuma. llpoyyasare crieyugpuyHUX CU2ypPHOCHUX MOMeHama KoO
apmurbepujckoe UHgopMayuoHoe cucmema, 3acHO8aHO2 Ha Cep8UCHO
opujeHmMuUCcaHoj apxumekmypu, makohe ucmude 3Hayaj npumMeHe 80jHoO2
UHGOpMaUUOHO2 cuCmeMa y CuaypHOCHOM OKPYXKEHsY.

KrbyyHe peyqu: ayteHTudmkaumja, single sign-on, NC, xew dyHkumja,
apTurbepuvja, CepBUCHO OpWjeHTWCaHa apxuTekTypa, CUrypHOCT,
BOjcka, MH(POPMaLMOHN CUCTEMUN.

Paper received on / [lata nonyyeHus pabotsbl / JaTtym npujema unaxka: 28.12.2016.
Manuscript corrections submitted on / [lata nony4eHus ncnpaeneHHon Bepcum paboTel /
[atym goctaBrbana ncnpasku pykonuca: 19.03.2017.

Paper accepted for publishing on / Jata okoH4aTenbLHOro cornacoBaHusi pabotel / Jatym
KOHa4HoOr npuxeaTara YnaHka 3a objasrbmeamne: 20.03.2017.

© 2017 The Authors. Published by Vojnotehnicki glasnik / Military Technical Courier
(www.vtg.mod.gov.rs, BTr.mo.ynp.cp6). This article is an open access article distributed under the
terms and conditions of the Creative Commons Attribution license
(http://creativecommons.org/licenses/by/3.0/rs/).

© 2017 AsTopbl. OnybnukoBaHo B «BoeHHO-TexHuuyeckun BecTHuk / Vojnotehnickiglasnik /
MilitaryTechnical Courier» (www.vtg.mod.gov.rs, BTr.mo.ynp.cp6). [laHHasi cTaTbsi B OTKPbITOM
[0CTyne 1 pacnpocTpaHsieTcsl B COOTBETCTBUM C nuueHanen «CreativeCommons»
(http://creativecommons.org/licenses/by/3.0/rs/).

© 2017 Aytopu. O6jaBro BojHoTexHuukn rnacHuk / Vojnotehnicki glasnik / Military Technical Courier

(www.vtg.mod.gov.rs, BTr.mo0.ynp.cp6). OBo je unaHak OTBOpeHor Npuctyna n aucTpudyupa ce y
cknagy ca Creative Commons licencom (http://creativecommons.org/licenses/by/3.0/rs/).

463

Maneyv, N., et al, Smart field artillery information system: model development with an emphasis on collisions in Single Sign-On authentication, pp. 442-463



