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Summary:

Chemical, biological, radiological and nuclear (CBRN) terrorism is a
serious problem, and its threat and use lead to a new era of terrorism: the
epoch much more dangerous than any of the previous periods and the
terrorism no one yet knows how to cope with. The disturbing fact is that
terrorists can come into possession of weapons of mass destruction. The-
refore, the goal of the paper is to analyze the probability of CBRN terrorist
actions which have highlighted the growing concerns and increasing signs
of convergence between terrorism and CBRN unconventional weapons
for terrorist purposes. Terrorism today includes technologies available to
anyone and anywhere and deployed through innovative solutions where it
is also necessary to understand a complex interaction between the
dynamic behavior of terrorist groups and the decisions regarding old and
new technologies. The prospect of the use of CBRN terrorism has been
confirmed by many countries as an acute security challenge that requires
an efficient and quick response and reaction. The paper will also explain
the importance of understanding the relationship between terrorist groups
and non-conventional weapons, as well as difficulties in identifying factors
that may cause the escalation. Since the end of 1990s and since the
tragedy of September 11, 2001 in particular, government officials of many
countries have pointed out the possibility that terrorist organizations
eventually can come into the possession of unconventional materials and
develop the possibilities of their use against some countries.

Key words: terrorism, CBRN weapon, unconventional weapons, new
technologies, security challenge.
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Introduction

Terrorism is a complex social phenomenon, because its causes, natu-
re and objectives as well as the identity of perpetrators vary by epochs or
societies. Generally, terrorism is an anti-legal activity that uses or threa-
tens to use violence to instill chronic fear in victims in search of the strate-
gic objectives of terrorists. Terrorist acts are intended to create disorder
and insecurity in which reality is perceived as temporary and unstable,
especially when the issues of mortality are raised. The use of CBRN wea-
pons for the purpose of warfare has been present for centuries; the use of
these weapons for the purposes of terrorism is also very old, but there are
significant differences between conventional wars and terrorism. In these
circumstances, the biggest challenges for a community are likely to occur if
a terrorist act involves the use of CBRN weapons.

Types of terrorism vary depending on the motivation, function, effects,
nature of violence and strategies. Terrorists have always been connected,
on an amateur basis initially and today they can intend more or less to
commit mass attacks with greater number of casualties than it was the ca-
se 20 years ago, for example.

The studies of a few cases of earlier CBRN actions have led experts
to identify the key characteristics of terrorist groups that could potentially
have an interest to use these weapons. It is thought that conservatism is
inherent in terrorist organizations, but it must not be forgotten that some
terrorists are inclined to innovations in weapons and tactics, as well as to
taking risks in actions or in the choice of weapons. Many experts agree
that most terrorist organizations want to use proven methods to achieve
desired effects. Innovations, especially in the field of CBRN weapons, of-
ten indicate terrorists are likely to be led by other factors rather than by pu-
re curiosity and desire to experiment. For some individuals, repression and
democratic and strong rule of law are positive determinants of the emer-
gence of CBRN actions which points to a new and more complex global
security environment with an increasing risk of terrorists trying to perform a
CBRN attack. It is a frightening fact that a single terrorist or isolated terro-
rist group could improvise a biological weapon or use other ways to spread
anthrax, smallpox or other biological agents and thereby cause mass ca-
sualties and destroy the health care system of a state.

CBRN weapons are secretly shipped to terrorists or hostile govern-
ments and represent a significant and growing threat to many countries.
Although the threat of CBRN attacks is widely recognized as the central
issue of national security, most analysts assume that the primary danger is
a threat of the military use of these weapons in conventional wars with tra-
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ditional military means while the threat of covert attacks, which include ter-
rorism, is rashly and unfairly neglected. Covert attacks are difficult to deter
or prevent and CBRN weapons suitable for this type of attack are available
to a growing number of enemy states and groups. At the same time, re-
strictions on their use appear to be diminishing, and so-called new terro-
rists do not always escalate and become apparent only by using uncon-
ventional weapons. These weapons are easily spread or transmitted from
person to person, have a high mortality rate and a potential impact on pu-
blic health, causing mass casualties that can crush health systems and
cause public panic and social disruption, thus requiring special efforts to
suppress them.

When assessing the threat of CBRN weapons, we should take into
account the change in capacity to carry out terrorist attacks that are on the
rise among countries and non-government elements. Analysts believe that
the fear of chemical and biological terrorist attacks is excessive, they point
out that, in the past, very few attacks involved these weapons, and even
those few attempts that have occurred were mostly thwarted by the autho-
rities. A relative ease with which biological weapons can be obtained,
along with other current changes and turbulences in the world, sets the
stage for another type of warfare in the 21st century.

The potential for CBRN terrorism has widely grown since 11 Septem-
ber, when some of these materials were used. The danger of terrorist use
of nuclear weapons and other weapons of mass destruction represents a
very serious threat for many countries; if a terrorist group could gain ac-
cess to this weapon, it is highly likely it would use it, or threaten to use it.
Although there is very little information on terrorists and their ability to come
into possession of nuclear weapons or on their intentions to get them, the
risk of CBRN weapons has certainly increased since the terrorists started to
become more familiar with these agents and their harmful consequences.

Discovering the nature of the threat of biological weapons, as well as
the appropriate response to them requires an emphasis on the biological
characteristics of these instruments of war and terror. Preparing for a terro-
rist attack may seem daunting and there are a small number of people with
practical experience and a good knowledge of CBRN weapons, because
until recently there was no need to own them. In the past, most of the
planning regarding emergency response to terrorism concentrated on the
concerns of open attacks (bombing). However, the threats of CBRN wea-
pons are taken seriously, especially in the USA, where media, fascinated
by new weapons of mass destruction, encourage a growing fear for public
safety. Terrorists who have significant human and material resources are
much more likely to realize their intentions than lone perpetrators or small
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terrorist groups. A CBRN terrorism threat is certainly a matter of concern;
however, terrorists will face many obstacles in the implementation of an
attack of this kind. This includes the acquisition of materials and prepara-
tion for spreading them as well as a selection and a survey of a chosen
objective and a correct dose required to achieve a desired effect.

The growing threat of CBRN terrorism

Terrorism can be defined as a deliberate act of violence intended to
cause damage, but also to create an appropriate political and ideological
situation, so that the use of these non-traditional weapons of terror outside
the context is obvious, and the goals will not be military, but civilian ones
(Bioterrorism, chemical weapons, and radiation terrorism, nd). Toxic sub-
stances, regardless of whether they are of animal, vegetable or mineral
origin, were used throughout the history for political assassinations and
sabotage; despite the risk of severe penalties, the prospects for success
favoured the use of toxic substances. Such use has always been reduced,
however, since only a small number of people had access to substances
and possessed the ability of learn how to use them (Pascal, 1999).

CBRN weapons are rightly viewed with a special sense of horror, their
effects can be devastating and indiscriminating, and they take the most
stringent toll among the most vulnerable population, non-combatants (e.g.
a biological attack cannot be detected sufficiently fast after the disease
spreads through the population). Moreover, chemical and biological wea-
pons are a particularly attractive alternative for groups that do not have the
ability to produce nuclear weapons, and this risk raises complex but impor-
tant ethical issues (London, 2003). The common name for CBRN terrorism
which causes the death of a large number of people, large scale damage
and a strong echo worldwide is post-industrial or hyper-terrorism. This me-
ans that non-state elements possess and dispose of assets that were
previously held only by states, but unlike them, which often fear reprisals
after WMD attacks, terrorists, having no geographical location, are ready to
use WMD with much less scrupulousness and fear (Kurmnik, Ribnikar, 2003).
Some authors have described the factors that make chemical, biological, ra-
diological and nuclear terrorist attacks in many ways unique and demanding,
such as an element of surprise, invisible agents, ordnance, the risk of repeti-
tion and new types of risks (Ruggiero, Voss, 2015).

In the past 30 years, the use of CBRN weapons has become a major
concern for many nations around the world. The public has become insen-
sitive to traditional terrorist attacks that seem to be a less efficient way for
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terrorist organizations to achieve their goals. What causes shock and fear
is actually presenting the properties of weapons which can be used by ter-
rorist organizations to enhance their efforts and the effectiveness of at-
tacks. CBRN terrorism is often a synonym for weapons of mass destruc-
tion, although this form of terrorism and related incidents do not require
attacks and inflicting harm to large numbers of people - they do not even
require deadly attacks at all. The number of studies on this type of terro-
rism is limited due to the lack of available data on this terrorism type. The-
re is a very small number of databases of CBRN incidents, and even the
existing ones have relatively little to do with them and they are compared
to conventional terrorism (Jesse, 2012).

Some experts emphasize the factors that promote such attacks and
these factors include the availability of information and expertise, increa-
sed frustration of terrorists, demonization of the target population, as well
as a millennial, apocalyptic or messianic vision. Experts also differ in opi-
nion when it comes to possible perpetrators of CBRN incidents, and inclu-
de religious fundamentalists and cults' as possible perpetrators of such
attacks, especially when these groups address to ethereal audience, emp-
hasizing the hatred of unbelievers (lvanova, Sandler, 2007).

Concerns about super terrorism which involves the use of CBRN we-
apons are mainly focused on what terrorists can do in the context of our
social reality, with an emphasis on terrorist motivations, initiatives and limi-
tations. When considering which terrorist groups may be inclined to com-
mit CBRN terrorism, it is important to recognize the spectrum of these
acts, as well as to analyze the following categorization: (a) massive
casualty events produced by conventional weapons; (b) CBRN scams; (c)
conventional attack on a nuclear facility; (d) limited-scale chemical or bio-
logical attack or a radiological dispersion; (e) large scale chemical or biolo-
gical attack or a radiological dispersion; and (f) CBRN strikes (super terro-
rism) that can lead to thousands of victims. In addition to the motivation
and willingness to inflict mass casualties in any way, terrorists must have
technical and financial capabilities to come into possession of material and
acquire skills for these types of weapons and materials and carry out a suc-
cessful attack. Chemical and biological weapons can pose a risk to terrorists
thus deterring them from using such weapons (Post, 2005, pp.148-151).

' The question of whether there is a new trend towards massive casualty attacks remains at least
partially opened as well as the link between religious terrorism and willingness to Kkill
indiscriminately and even use weapons of mass destruction,, which is so evident in discussions of
new terrorism. Therefore, it should be noted that the historical evidence does not support the idea
that there are greater chances that religious groups use chemical or biological agents (Tucker,
2001, pp.1-14).
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The possibility that terrorists use chemical or biological substances
may increase over the next decade, according to US intelligence agencies.
According to CIA?, an interest among non-state actors, including terrorists,
for biological and chemical materials is real and growing, and the number
of potential perpetrators is increasing. The agency also noted that many of
these groups had developed an international network and did not need to
rely on state sponsors for financial and technical support. However, it is
believed that it is less likely that terrorists would choose chemical and bio-
logical weapons over conventional explosives, because these weapons
are difficult to control and their results are unpredictable (Condesman,
Burke, 2001).

The risk of CBRN weapons is growing since terrorists are better ac-
quainted with these agents and their potential for causing harm®. These
agents possess desirable characteristics as weapons of terror; they are
biologically invisible to the naked eye, odorless and potentially lethal in the
form of particles; natural organisms are so readily available, and can be
"camouflaged" in natural disasters and used to spread fear and various
diseases. Chemical agents quickly attack the critical physiological centers
of the body, disabling or killing the victim. Biological and chemical wea-
pons require the application of huge amounts of resources and result in
different effects, causing fear and panic in the contaminated areas. Often
referred to as "weapons of mass destruction”, but, in medical terms, they
are weapons of potential mass casualties because they can lead to massi-
ve death toll in the absence of preventive measures and timely response
(Meyer, Spinella, 2014, pp.645-656). "Bioterrorism is the intentional use of
microorganisms or toxins derived from living organisms used for hostile
purposes intended to cause disease or death in man, animals and plants,
on which they depend". The threat of bioterrorist attacks is real, and each
individual is a potential terrorist, when terrorists are "invisible" prior to an
attack which also can be "invisible" in the form of causing infectious disea-

2 In 1999, a biparty commission led by former CIA director John Deutch released its report on the
readiness of the US to deal with weapons of mass destruction. While the commission expressed
concerns about the armament of Russians with nuclear explosives and about Chinese exports of
missile materials, it was also upset by terrorist storage of biological weapons. The worst nightmare
of the Commission was a possibility of anthrax attacks which can send a huge number of people
into hospitals. Just because terrorists have not shown much interest and success with biological
weapons in the past, does not mean they will not use them in the future. Reports indicate, with dif-
ferent levels of reliability, that Osama Bin Laden, Islamist Jihad and the Kurdish PKK have shown
interest in biological weapons in recent years. "These events did not escalate, but they certainly
could have" (Carus, 1999).

% For example, ten kilograms of anthrax are as deadly as nuclear explosive of 10 kilograms, but they
are cheaper and easier to buy and carry (Gompert, 2000 pp.22-23.).
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ses or epidemics. Citizens who are not aware they are infected are poten-
tial safety hazard and so-called dangerous bodies (Mijalkovi¢, 2011).

In the last ten years, the issue of CBRN weapons has attracted the
attention of experts, but a list of priorities by the heads of states has ne-
ver been established. Biological weapons almost became forgotten after
they had been banned by the 1972 Convention on Biological Weapons. A
significant attention was paid to them during the 90s of the last century.
The important thing is that biological weapons attract much less attention
than other similar weapons, but probably represent the greatest danger,
and in addition to their use in war, they are available as instruments of
terror in peace. Some countries showed willingness to use such weapons
against defenseless populations to achieve strategic objectives, and in
this regard, some analysts believe that those who attacked the World
Trade Center in 1993 applied cyanide on their bombs (this was not con-
firmed, but a large amount of cyanide was found in possession of the
perpetrators). Such a group will prove to be less inefficient, because if
terrorists decide to shock and surprise the government by inflicting enor-
mous damage, CBRN weapons will become more attractive and more
accessible (Bettis, 1998).

Motives and forms of behavior of individuals and groups who acqui-
red or used CBRN weapons have existed since long ago and there is no
doubt that modern society is vulnerable to such attacks (Tucker, 2000).
Fear of biological terrorism is certainly greater than the fear of the con-
ventional forms of terrorism; some of these fears are justified and some
are often exaggerated. Some agents are really very contagious and
deadly, and if used properly, have a potential to result in casualties simi-
lar to those in a nuclear attack. Perhaps the scariest aspect of biological
weapons is that the body is attacked without warning, people are afraid
of the threat as it is invisible, and cannot be heard or felt. The history of
warfare, terrorism and crime involving biological agents in the last
century is considerably less dangerous and more deadly than the history
of conventional warfare (Parachini, 2001). Today, some states and some
terrorist groups can more easily overcome technological barriers due to
the increased flow of information and access to previously unavailable
technologies. Along with nuclear and chemical weapons, biological wea-
pons are part of an unholy trinity of weapons of mass destruction (Dauvis,
Johnson-Winegar, 2000, pp.15-28).

The society is now faced with the threat of an apocalyptic and
asymmetric war scenario in which kamikaze attackers are able to arm
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themselves with WMD* without even having to have a "physical" weapon
to create fear; they probably still prefer simple, proven methods: a stam-
pede in an enclosed place, or just an explosive device, which will kill many
people® (Palmer, 2004, pp.3-9). Early detection and response to biological
or chemical terrorism are crucial to solving this problem (U.S. Congress
House, 2003, p.117).

Potential devastating effects of CBRN terrorist
attacks

Unlike nuclear terrorism, which remains problematic and complex to
implement and is still largely theoretical, chemical terrorism is concrete and
practical, and in several cases has already been used. In biological terro-
rism, attacks are not direct and immediate, they become apparent only after
a few hours or days (after some victims leave the scene of the attack) when
it may be more difficult to detect the perpetrator and the motive of the attack
(Ganor, 1998). The act of biological or chemical terrorism can range from
aerosol anthrax® to contamination of food products. It is important to predict
when and how such an attack may or may not occur. Preparing the nation to
confront this threat poses a major challenge, but it should be noted that the
unpreparedness can have devastating effects (U.S. Department of Health
and Human Services, 2000). Biological terrorism offers a possibility of a re-
attack, which adversely affects the confidence and constantly asks for inve-
sting resources to achieve a specific model of defense. If an attack is repea-
ted, and the state is not sufficiently prepared, then the corrosive
psychological and political consequences of the attack will be even bigger,
because people will want to know why more has not be done on this issue
(Danzing, 2003).

* From 1975 to the mid-2000s, there were only 126 chemical and biological attacks around the
world.
Unlike the attacks on New York and Washington, a biological attack would not be accompanied by
explosions and police sirens; instead, terrorists could unleash a deadly biological weapon in a
crowded mall or a metro station, which poses a danger to millions of people (US Congress Senate
2001, p.255).

® The World Health Organization estimates that, 3 days after releasing 50 kg pores of bacteria within
2km in a city of 500,000 inhabitants, favorable winds could lead to infection of even 125,000
people, producing 95,000 deaths and this number is much more deadly than in any other scenario
of the release of this agent (Cieslak, Eitzen, 1999, pp.552-555). An anthrax bacterium that causes
deadly disease is common in cattle and sheep but the real danger is actually its potential to be
used in a terrorist attack, because it is odorless and tasteless, invisible and not immediately visible
in the attack; only a few hours later, people who ingest the bacteria start to experience symptoms
of choking. Later, medical help would be of no use (Foer, 1998).
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There is a common misperception that carrying out a biological terro-
rist attack is easy; in fact, any wrong step in the preparatory phase (a
strain must be cultivated under aerobic or anaerobic conditions, it should
be purified in order to give the best results) can make an attack’ fail. There
are also possibilities for a series of missteps during the spreading, due to
ignorance and improper dosage; it is necessary to obtain the desired ef-
fect, to analyze the ventilation system in a building - or wind speed and
direction if an open attack is planned - and misconceptions regarding the
path of agents entering the body (Lowe, Carus, 2016).

Chemical and biological weapons vary in effects and ease or difficulty
in production and applications; from a philosophical perspective, these
weapons have been with us for millennia. However, the industrial age re-
sulted in a mass production and expansion of these weapons, together
with the development of a number of stronger agents as compared to tho-
se that already occur in nature (Kopp, 2008). The use of chemicals as we-
apons of mass destruction poses a real threat, as well as a clear and pre-
sent danger to Western societies. The 1995 gas attack in Tokyo proves
that these chemicals can be delivered in a way that requires little sophisti-
cation, which makes it very attractive to terrorists (Rivera, 2013).2 On the
surface, it seems that both Reineesh and Aum Shinrikio® cults resorted to
chemical and biological terrorism to prevent attempts of law enforcement
to interfere in their activities; however, the deeper motivations and intenti-
ons were fundamentally different, which contributed to significant deviati-
ons in their preparations for CBRN terrorism and the agent selection. Such
differences are significant in the assessment and review of risks and con-
sequences (Zenders, et. al, 2006).

Chemical, biological and toxicological weapons can produce mass
casualties if they are effectively spread, but they produce different effects.
Chemical weapons, mainly composed of synthetic chemicals, need the
largest amounts of material to be effective and cause the effects lasting
from a couple of minutes to several hours. These weapons are actually

" One reason why there were so few successful attacks of chemical or biological terrorism is becau-
se a successful attack requires overcoming a series of major technical obstacles: accessing speci-
alized chemical substances or infectious types of microbes, procurement of equipment and know-
how for the production of agents and their dissemination; developing an organizational structure
that is able to resist infiltration or early detection of law enforcement.

8 This cult initiated at least nine biological attacks in the early 1990s, using anthrax spores or germs
that cause botulism, but all these attempts failed. In addition, laboratory cultures of viruses and bacteria
are often kept in ideal conditions, but may not be so strong in the real world (Hall, 1998, p.92).

® The above-mentioned attack on the subway in Tokyo was designed to prevent a police raid on
their premises. A year earlier, the same group carried out a less-known sarin attack in Matsumoto,
which led to 7 deaths and 600 wounded; the attack was directed against the judges representing
the government in a dispute with the cult over land.
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chemical compounds that are harmful to the human body, even when en-
tered in small doses, and the effects may occur very soon after exposure,
from several minutes to several hours. Biological weapons are made of
natural pathogens that require a minimum of material to be effective, but
generally have an incubation period of several days before they cause
symptoms. As a result, these weapons require much less material than
usual chemicals and they need more time to produce effects; diseases ca-
used are primarily debilitating, such as K fever or smallpox which may be
fatal. Infectious pathogens such as smallpox'® have the potential to extend
the effects of the attack among victims, and the symptoms will require a lot
of time to develop, so a covert biological attack may be recognized only
after several days (Shea, 2004).

Chemical weapons (first used in World War ) can include any of a
number of different substances, each of which has its own application, but
they all can cause enormous suffering and death. Chemical weapons were
first used in World War Il. The agent known as "gas" (actually a vapor or
aerosol of toxic substances) consisted of commercial chemicals used to Kkill
pests. In addition, the aforementioned chemicals have terrible consequen-
ces, causing long-lasting pain and usually agonizing death, which is why
they are often used by terrorists and fanatics (Baker, 2006). Also, the mo-
dalities used to commit terrorist attacks in Oklahoma City, Japan, Madrid
and New York, range from conventional high explosives to chemical and
biological weapons, all of which were used in the recent past. High-order
explosive (HE) was the first available explosive after Alfred Nobel invented
dynamite in 1866, and, since then, several others have been developed
and used in up to 66% of terrorist attacks (Hamele, Bradley Poss, Sweney,
2014, pp.15-23).

One should be aware of potential bioterrorist acts - their probability is
completely unknown, and an attack might even never happen. However,
we have seen that terrorism can occur as one of the most painful problems
of the post-cold war period and that the terrorists are always on a lookout
for new weapons (Shallala, 1999, pp.492-494). Hazardous biological
agents can be distributed through air, food, water, or insects, their effects
can be seen after a few days, during which the infectious disease can
spread to others who were not initially exposed. Some biological agents
such as anthrax and plague produce symptoms that are easily confused
with the flu or other less infectious diseases, leading to delays in diagnosis
and identification (Report to Congressional, 2003, pp.117).

1% This virus, which is among the most dangerous organisms that could be used for bioterrorism, is
not widely available and the international trade on the black market in weapons of mass destruction
is the only way to gain access to its possession (O'Toole, 1999, pp.540-546).
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Nuclear and radiological materials as weapons
of mass destruction

The possibility that terrorists use weapons of mass destruction has
become undeniable and probably because of that interest for terrorism ap-
peared also in the natural sciences. Scientific American, a general scienti-
fic journal, published an article entitled "Thwarting nuclear terrorism", who-
se subtitle states that "many reactors studied have a high degree of enric-
hed uranium that terrorists could use to build nuclear bombs." This can be
seen as a means of proving the growing willingness to treat terrorism as
an expansive pandemic that threatens the very existence of human civili-
zation (Wolf, Frankel, 2007, pp.259-279). Nuclear material is more difficult
to obtain than biological or chemical precursors, but it is more and more
accessible due to the deterioration of the situation in the countries of the
former USSR (Elland, 1998, pp.26-40).

The nuclear terrorist attack is an event in which a terrorist organiza-
tion uses a nuclear bomb to cause mass murder and destruction. This
form of terrorism also includes the use or threat of use of weapons based
on the fission of radioactive materials as well as attacks on nuclear power
plants in order to produce enormous and irreparable damage to the envi-
ronment. In the latter case, a terrorist organization does not need to deve-
lop, possess or take control of a nuclear bomb that would cause great
harm. It just needs to use a conventional weapon against one of many
nuclear reactors in the world, seriously damaging it and releasing radioac-
tive substances into the atmosphere in such a way to endanger a large
number of people. Terrorists can buy or come into possession of nuclear
weapons from any country, especially from a country that supports terro-
rism, because many "revolutionary" states of the "Third World", such as
Iran, Iraq and Libya'" actively and regularly assist various terrorist organi-
zations (Ganor, 1998).

The question is why terrorists would, despite all the accompanying dif-
ficulties and obstacles, decide to use weapons of mass destruction? At-
tracting attention is certainly one of the primary reasons because released
toxic particles, including radioactive ones, cause much greater amount of
fear than their real destructive power. This fact is especially attractive to
those terrorist groups who feel that no one takes them seriously any more,

" Consent to bomb E/ Shifa was given by fewer than ten highest officials of the United States, who
supported the charges that this city produced chemicals for weapons and not just stored or re-
loaded them. However, Clinton's advisers claimed they had no new evidence to support the
conclusion that the mentioned factory was linked to Bin Laden and the development of Iraq's
chemical weapons program (Whitelaw, et al, 1999).
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because the government or the public eventually become insensitive to
their stories and requirements (Stern, 2004).

The possibility of devastating attacks, including possibly weapons of
mass destruction is very real and we should not neglect the fact that Al
Qaeda has aggressively sought nuclear materials from its earliest days
and biological weapons since the late 1990s, which could have far-
reaching consequences and implications for the security of individual sta-
tes, where the basic living conditions would be violated and the trust in the
American political system undermined (Benjamin, 2008).

Nuclear detonation by terrorists would probably lead to massive ca-
sualties. In contrast, a radiological attack is likely to be less violent, but co-
uld significantly contaminate the urban environment, causing economic
and social collapse and both types of attacks could have significant
psychological impact on the human population. Thorough analyses from
previous years have concluded that it is a difficult task for terrorists to con-
struct weapons of mass destruction, but regardless of this, terrorist organi-
zations may over time develop such a possibility, if they get enough fissile
material, perhaps through theft (O'Neill, 1997). Two options for the con-
struction of nuclear devices by terrorists are: to use the earliest design
principles, the so-called rough design that uses more advanced principles
in the framework of the so-called sophisticated design. A rough design is
discussed primarily in the context of the problems faced by terrorist gro-
ups. Schematic fission explosive materials from the oldest to the most mo-
dern types show, in a qualitative way, the principles that are used to achie-
ve the first fission explosions are widely available; however, detailed dra-
wings and specifications that are essential before it is possible to plan the
development of specific parts are not available (Mark, et al, 1987).

Terrorists are trying in every way to come into possession of weapons
of mass destruction, which is one of the most serious threats to the human
race and the means of attack may include a range of systems, from highly
sophisticated weapons such as atomic bombs to underdeveloped improvi-
sed radiological devices. Although high explosives are not traditionally re-
cognized as WMD weapons, high yields of some low-yield explosives cau-
sed significant devastating consequences for both people and their surro-
undings (Terrorism and WMD, 2007). The concept of nuclear terrorism is
probably the least understood of all other hazards arising from nuclear we-
apons, simply because it is known that terrorist groups are developing and
coming into possession of nuclear weapons. Therefore, the seriousness of
these threats remains questionable; conventional notions indicate that nuclear
terrorism is too hard to undertake because it would require considerable effort,
expertise and competence of perpetrators (Schwartz, 2013).
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Conclusion

The international community is trying to identify a set of early warning
signs and the most important indicators of possible future activities of terro-
rists who acquire and use unconventional CBRN weapons as a means of
achieving their goals. Many believe that it is only a matter of time when
another CBRN terrorist attack will occur, where the form, time and place of
the attack are unpredictable. There is a relatively small set of data in the
formulation of general observations about the terrorists’ potential of using
unconventional weapons; in addition, details on many of these cases are
incomplete and often ambiguous, which only further complicates the task
of accurately and credibly describing the scope and size of the risk. The
use of CBRN weapons can transform the way countries wage wars, and if
used on a large scale against civilians, it could redraw the patterns of
society because people are becoming more concerned about the casualti-
es of this silent and deadly type of war. We see that terrorists continually
search for new weapons, and scientists predict that in the next few deca-
des, these weapons will pose an enormous challenge. As with the emer-
gence of infectious diseases, early detection and control of biological or
chemical attack depend on a strong and flexible public health system at
the local, state and federal level. The first challenge for the population is to
be aware that the act of bioterrorism might happen and its probability is
completely unknown and uncertain; the attack may never happen, but the
fear is certainly present. However, it has been proved that terrorism can
occur as one of the most painful problems of the post-cold war era. In the
event of a biological or chemical attack, there is no effective radar or a de-
vice that can it identify in time - it is this unpredictability that equally con-
cerns government officials and ordinary citizens alike. CBRN weapons are
weapons of terror and therefore their attractiveness, efficiency and
psychological effects have reflected on individuals, groups and social le-
vels. Health infrastructures and the public must be prepared to prevent di-
seases and injuries that could occur due to biological and chemical terro-
rism, especially during covert terrorist attacks.
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TEHOEHUNA MPUMEHEHNA PAOMALUMOHHOI O, XUMNYECKOI' O
N BUONOI’MYECKOIO OPYXNA B TEPPOPUCTUYECKUX LIENTAX

Mapko M. Kpctuy
MuHucTepcTBO BHYTpeHHUX aen Pecnybnukmu Cepbus, YnpaBneHne nonvuum
ropoga LWabau, r. Wabau, Pecnybnuka Cepbus

OBNACTb: PXB opyxue un 3awuta
BWO CTATbW: o63o0pHas ctatbs
A3bIK CTATbW: aHrnuinckmn

Pe3some:

PaduauuoHHsbIl, xumudeckuli u buosioaudecKkull meppopu3m
(PXBO) ceao0Hs1 npedcmasrnisiem 02poMHyro rpobnemy, a macwmabbl
e20 yepo3bl, 88Uy UCMO/Ib308aHUS mako2o poda opyxus co3dasnu
HOBYI0 310Xy meppopu3sma, Komopas onacHee gcex npeodbidyuux, ubo
C makum meppopu3MOM [10Ka Heu3gecmHo kak bopombcs. [lysaem
gakm moeo, Yymo meppopucmbi Mo2ym Halmu G0Cmyrn K OPYXUi
Maccogoz20 [opaxeHus. Ydyumbigasi makoe [I0/IOXeHUe asmop
Hacmosiwel cmambu po6es1 aHa/lu3 8eposIMHOCMU Mepakmos C
npumeHeHuem PXEO. CospeMeHHbIU meppopusM  UCrob3yem
UHCMPYMEHMbI  UHHOBAUUOHHbLIX MEXHO/02ul, Komopbie Mo2ym
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6bimb docmyriHbl KaxOoMy 4deriogeKky 8 /itobol MoMeHm U 8 fitobom
mecme. [losmomy Heobxodumo rMoHUMamb  Kakum  obpa3om
uaMeHusnacb rogedeH4yeckasi OUHaMuUKa meppopuCmMUYeCcKUX epyrr 8
aroxy Hoebix mexHosnoeud. [lepcriekmuebl npumeHeHus PXBO s
meppopucmuYecKkux yesnsx nodmeepxoeHa MHO2UMU cmpaHamu, Kak
ocmpeliwas yepo3a 6esonacHocmu obwecmsa, mpebyowas
6bIcmMpbIX U 3¢hbgheKmuBHbIX peweHul U peakyuu.

B OaHHOU pabome noduyepkugsaemcsi HACKOMIbKO 8a)HO
fMoHumMamb  pofib  HEKOHBEHUUOHA/IbHO20  OPYXusi 8  pykax
meppopuCMUYeCcKUX 2Ppyrnnupo8OK, a makKXe HAaCKObKO CII0XHO
udeHmuguyuposame ghakmopel, 8bI3blgaroujue ackanayuro
meppopucmuyeckx Oelicmeull. [HaHHbIl eorpoc cman 0cobeHHO
akmyaneH nocrne mpazeduu 11 ceHmsabps 2001 eoda, xoms
npedcmasumernu efacmu MHO2UX cmpaH HECKOJSIbKO fiem 00 3mo2o
8bipaxasnu becriokolicmeo Ha c4yem moe2o, Ymo HEeKOHBEHUUOHalIbHOe
opyxue Moxem Obimb  UCMOML308aHO  MEPPOPUCMUYECKUMU
CMpyKmypamu U HarpassieHo rnpomus omoesibHbIX 20cy0apcme.

KnioueBble cnosa: Teppopusm, PXB opyxue, HEeKOHBEHLMOHarbHOe
Opy>Kune, HOBblE€ TEXHONOMM, BbI30B 6G€30MacHOCTU.

TEHOEHUWJA YITOTPEBE XEMWJCKOT, BUOJIOLWIKOT,
PAOVNOJIOWKOI N HYKINEAPHOI OPYXKJA
Y TEPOPUCTUYKE CBPXE

Mapko M. Kpctuh
MuHucTapcTBo yHyTpawmnx nocnosa Penybnuke Cpbuje, MNonuumjcka ynpasa
y Wanuy, Wabauy, Penybnuka Cpbuja

OBNACT: HXE opyxje 1 3awTtnta
BPCTA YJIAHKA: npernegHu YnaHak
JE3VK YNTAHKA: eHrnecku
Caxemak:

Xemujcku, 6uonowku, paduosioWKU U HyKeapHU mepopusam
(CBRN) daHac je osburbaH npobriem, a Hez2o8a rnpemra u kopuwhere
npedcmassba y8o0 y HO8Y eroXy mepopusmMa — eroxy MHO20 OrnacHujy
00 busio Koz rpemxodHoa rnepuoda u mepopusma ca KojuM HUKO jowl He
3Ha Kako Oa ce Hocu. Y3Hemupyjyha je dyureHuya 0a mepopucmu moay
Oa dofjy y noced opy»kja 3a MacoeHO yHUWMEH-e, a Uusrb pada je aHarnu-
3a seposamHohe CBRN mepopucmuykux akuyuja 20e je ucmakHyma cee
eeha 3abpuHymocm u cee eehu 3Hauu KOHeepeeHyuje usmeny mepopu-
3ma u HekoHeeHUuoHanHux CBRN opyxja y mepopucmudke cepxe. Te-
popusam daHac yKIbydyje mexHoroauje docmyriHe cgakome, buro 20e u
Kada, pacriopefjeHe Kpo3 uHogamueHa pewera, 20e je Heornxo0HO mako-
he pasymemu KomrnekcHy uHmepakuujy usmelly OuHamuke roHawara
mepopucmuuYKuUx epyrna u odriyKa y 8esu ca Cmapum U HO8UM MEXHOIO-
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eujama. [Mepcnekmusy yrnompebe CBRN mepopusma riomspouse cy
MHoze Opxage Kao akymHu 6e36edHOCHU U3a308 Koju U3UCKyje egbuka-
caH u 6p3 o0zo80p u peakyujy. Y pady he, makohe, bumu paceemsrbeH
O0HOC U3MeRy mepopucmuykux epyna U HEKOHBEHUUOHA/THUX OpyXja,
Kao u mewkohe y udeHmucgbukauyuju ghakmopa Koju Moey usassamu He-
eosy eckanauyujy. HakoH mpazeduje 11. cenmembpa 2001. 2o00uHe, anu u
HeKonuko 200uHa rpe, 38aHUYHUUU MHoaux Opxxasa ucmaknu cy moeyh-
Hocm Oa mepopucmuyke opeaHu3auuje spemeHom AOoRy y noced HEKOH-
B8EHUUOHaIHUX opyxja u passujy mocyhHocmu muxose yriompebe rpo-
mue riojeQuHUX Opkaea.

KrbyuHe pe4qu: TepopusaM, XeMUjCKO opyxje, BUonoLKko opyxje, paau-
OJIOLLIKO OPYXje, HYKIeapHO opyxXje, HEKOHBEHLMOHAarHa opyxja, HoBe
TexHonoruje, 6e3beaHOCHN N3a30B.
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