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Abstract:

The paper discusses possible applications and benefits of modern
technology in the preparation and management of operations (activities,
combat activities). In the process of preparations and operations
management, combat modeling plays an important role within the
activities of military commanders and their staff. Standard combat
modeling could be incorporated into the collaboration management of all
components. At the staff level, the combat modeling is considered as a
war game, which is part of optimal variant selection and confirmation of
friendly forces action.
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Introduction

Using modern technology in current and future operations of any nature
is an essential part of the consideration of military and non-military experts.
The basic attribute of this consideration is whether (and how) these
technical means will bring the "added value" in the operation preparation
and execution phases. These "added values" include in particular:

» Faster, more accurate and more powerful information gaining,
capable to be evaluated in the operation preparation and execution
phases.

 Highly variable combat modeling to facilitate commander’s and staff
member’s environment for finding the optimal solution of combat
situations.

» Complete or partial replacement of human potential, including
transportation and the use of autonomous weapons systems in the
operation area.

* A number of other time-space and numerous different benefits that
may ultimately deter adversaries from their intentions.

The authors of the paper deal with certain aspects of the use of UAVSs,
autonomous vehicles and combat equipment for the preparation and
management of selected tactical activities. A training of the students of the
University of Defense was carried out without technical means in the military
training area Dédice in June 2016. At the end of 2016, within the
International Forum of the Future Forces Forum, a UAV - drone and an
autonomous agent TAROS were used for a raid preparationin the exhibition
space in Prague. The results of this exercise (experiment) showed that the
use of the drone and the TAROS significantly improved the quality of
commander’s information flow in the preparation and execution phases of
the raid and shortened the time needed to plan the combat and accomplish
the mission.

Since the beginning of the 21st century, significant progress in the
Czech Army was made in the so-called project "Soldier of the 21st century."
The following requirements were formulated as the key capabilities of the
project:

 Destructiveness - includes guns, ammunition, identification and
optoelectronic devices and external elements of fire.

+ Sustainability - is a requirement related to the ability of three to five-
day action of the soldier on the battlefield, including the operability of
information systems and their energy sources; this requirement also
includes survivability of the soldierin terms of feeding.

* Mobility - the ability of airdrop and efficient movement in difficult
terrains for orientation, including built-up areas.
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» Soldier safety and survival - combat identification, protective
camouflage and protection against weapons of mass destruction.

« Communication skills - communication technologies, control units
and, for example, the warning system under the acronym C4l
(Soldier of the 21st century / Vojak 21 stoleti, 2006).

A very important requirement for the implementation of technical
means used by soldiers in combat is their relatively simple and user-
friendly usage. Even the experience of advanced armies in the world
shows that, if a soldier is extremely dependable on a device he uses and,
in many cases, directly carries on his body, the equipment may be
misused, i.e. that a soldier is simply unable and unwilling to use these
devices in full spectrum. Instead to focus on his primary task - observation,
searching and destroying the enemy - his attention is disrupted by
monitoring andchecking the device.

Key features of the used UAV

In October (17 to 21) in 2016, the authors of the paper used Phantom
4, an industrially manufactured drone for tactical operations(Fig. 1), during
the 12th Annual International Exhibition of Future Forces Forum 2016 in
Prague 9 - Lethany. The assault team leader had a drone with permanent
monitoring of the scanned image from his command-observation post
during the preparation and execution phases of the raid.

P
=) |

LT i
'..| ar

—

Figure 1 — 1 DJI - Phantom 4 Pro (Dj Phantom 4 Pro, 2016)
Puc. 1 - [poH ®aHmom 4 lNpo (DjPhantom 4 Pro, 2016)
Cnuka 1 - [QpoH ®aHmom 4 [po (DjPhantom 4 Pro, 2016)

A camera on the drone is equipped with a 1-inch 20-megapixel sensor

able to record video and take sequential pictures at 14 frames per second
(Fig. 1). The Flight Autonomy system complements the rear pair of image
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sensors and infrared sensors. The Phantom 4 Pro is thus capable of
observing in five directions and is able to avoid obstacles in four directions.
The drone may be normally 30 minutes in air with a range of operation of 7
km. Flight autonomy is extended to a set of stereo image sensors with high
resolution, stored in the rear of the aircraft, complementing a pair of
sensors at the front and side-placed infrared sensors to perceive
obstacles. This connection creates a whole that is able to perceive
obstacles in five directions and is able to avoid them in four directions. The
remote controller of the Phantom 4 Pro is equipped with a modernized
Lightbridge system for HD video transition, which adds support for the
transmission frequency of 5.8 GHz. The choice between 2.4GHz and
5.8GHz allows the pilot to avoid interference and reduces the delay image
transmission in the areas with extensive use of 2.4GHz frequency. The
Phantom 4 Pro assesses the level of surrounding interference and
automatically selects the transmission frequency with the least
interference. The battery life of the remote control is five hours.

The device is capable of intelligent flight. It employs new technology
to enter its route. A flight path can be drawn quite simply on the Phantom 4
Pro screen and the drone will fly using this path maintaining the given
altitude. This allows the pilot to concentrate on working with the camera
and the creation of complex scenes. There are two modes that can be
used in different cases:

+ Standard - aircraft follows a route at a constant speed, the camera is

rotated to the direction of flight.

* Free - aircraft follows a route only when directed. In this mode, the

camera can shoot in any direction.

The Phantom 4 Pro automatically detects objects, follows them and
films them in motion, which facilitates the creation of complex scenes.
Advanced algorithms for image recognition used by the Phantom 4 Pro
enable it to identify and track the subject keeping it engagedat the same
time. This new algorithm also recognizes different types of objects, from
people and vehicles to animals, etc., and adjusts the flight dynamics to
achieve a smooth shot. The pilot can now choose between:

» Trace - tracking behind or in front of the subject, automatically

avoiding obstacles.

» Profile - flight concurrently with the subject at various angles for

getting a shot in profile.

» Spotlight - camera keeps the subject in the frame while the aircraft

can fly almost anywhere.

The Phantom 4 Pro also has a "return home" function. This feature
enables automatic selection of the best route to return to the initial
conditions. During the flight, the drone records the path allowing its return
along the same route and avoiding obstacles, even if the control signal is
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interrupted. Depending on the heightat the time of signal loss, the
Phantom 4 Pro is also able to modify the flight path to avoid obstacles
recorded during the flight. If the drone encounters any obstacles or if the
landing zone is watered, it alerts the pilotat a convenient height for a safe
landing.

The application DJI GO shows the status of the battery and calculates
the remaining air time based on the distance traveled and other data. The
application warns when reaching the minimum capacity needed to secure
safe return back to the starting point. The battery is equipped with an
advanced management system that prevents overcharging and total
discharge. During long-term storage, batteries are needed to maintain long
life automatically discharged to the storage voltage (Dj Phantom 4
Pro, 2016).

Combat modeling

After receiving the task from senior commanders at all levels, combat
preparing and planning will start. Even though one of the phases of
planning combat fighting is not called modeling, it is, in fact, a particular
type of modeling.

In line with the existing and still valid Czech military regulations
(VSeob-R-1, VSevojsk-1-2, VSevojsk-1-3, VSevojsk-1-4 and VSevojsk-1-5),
commanders perform at some stage in the planning process a so-called
organization of cooperation. The goal of this process is to tune up the
efforts of all forces and resources that contribute to the fulfillment of the
tasks and to achieve its uniform understanding. It is usually organized in
accordance with tasks (or even multiple sub-tasks) and time lines.
Depending on the available time, the commander can organize synergies
by two methods:

* In case of (relatively) enough time, by so-called suggestions by

commanders of subordinate units.

* In case of lack of time, using prescriptive — order of activities of

subordinate units, forces and resources to play (model) situations.

The commander, preferably from a particular field in which the task
will be performed, plays a possible situation on the battlefield and either
directs how each friendly forces elements will respond to the situation, or
ask subordinates for their solutions. From these solutions, the commander
will then select the optimal one and determine how a situation will be
solved during the combat.

Because this "modeling" is largely dependent on information about all
the influences that act upon the decision of commanders, it is obvious that
especially one of the major influences carries a certain degree of
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inaccuracy and that one is the enemy situation. The commander has a
very good overview about the situation of his/her own units, terrain and
other influences; the enemy situation is always an estimate, which may
differ from the actual situation. If this happens, the organization of
cooperation during combat must be specified or organized again.

At the battalion level and above, at some stage of the military decision
making process, aso-called wargame is usually organized. And this is, in a
sense, "modeling", which should confirm the optimal variant of the tactical
activities.

During the military decision making process, staff members in
particular use a series of models and programs to accelerate and refine
decisionmaking and operations. These include visibility models of the
terrain; selection of the optimal observation post, radio connection
modeling, etc.

Some exercise aspects
Raid on the objective KOTARY

There was a three days exercise conducted by twelve students of the
University of Defense in the military training area Dédice in June 2016.
The topic of the exercise was a raid on an objective controlled by the
enemy. There was assault team deployment on a Friday afternoon
(position 1 in Fig. 2) and the issuance of the operational order. The raid
objective - a building Kotary artillery shooting range is indicated in Fig. 2,
position 2 (detail in Fig. 3). The straight line distance between positions 1
and 2 is about 2.5 kilometers. If appropriate roads are used, the distance is
about 3.5 kilometers.

The task of the team leader:

* Issue missions to take a stand attracting, preparation and securing

the area.

* Began planning and, simultaneously with the start of planning, send
two combat patrols (pairs) to the raid objective.

+ After certain time, withdraw one combat patrol from the area of the
raid in order to take the information about the objective and the
enemy activities (the second combat patrol remains constantly at the
spot in order to maintain updated information for the commander’s
decision).

» After the planning phase, issuethe operation order to the assault
team.

+ Assault team moves to the objective.
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+ At the meeting point, take specific information from the commander of
the combat patrol which remains at the spot and explain the tasks to
the commanders of each subgroup.

* Report the readiness to carry out the raid to the superior command post.

» Within the given time, execute the raid and reportfulfillment of the
mission to the command post.

» Withdraw the assault team out of the raid area to the assembly area
(again rank No. 1 in Fig. 2), where the taskis evaluated.

* Move the assault team to the pickup point (outside Fig. 2), and set up
a secure landing zone (imaginary) for the helicopter.

+ After landing (imaginary helicopter), the assault team is transported to
the thematically stable environment.

Figure 2 — The raid area
Puc. 2 — lNyHkm HanadeHusi
Cnuka 2 — Obnacm Hanada

The conclusions from the exercise:

* The assault team spends a large part of the mission by moving to
and from the objective (Fig. 3).

* Information obtained about the objective "just" by observation was not
sufficiently detailed (direction and number of entries in each sub-objects
and their collateral, the number of persons in the enemy object).

* Information about the objective was not topical, neither in the
planning phase nor in the execution phase.
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Figure 3 — The objective
Puc. 3 - Llenb
Cnuka 3 - Lurb

Raid on the objective Praha — Letnany

During the 12th International Exhibition Forum 2016 Future Force (17-
21 October 2016), the authors demonstrated theuse of modern technical
means in the tactical activities by small teams (Fig. 4). The topic was also
a raid on an objective held by enemy forces. The team leader had an
available Phantom 4 Pro drone and the TAROS remotely controlled
system.
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Figure 4 — Assault team movement supported by the TAROS. The image taken by the
drone controlled by the team leader.
Puc. 4 — lNepedsuxxeHue crieynodpasdesneHus npu noddepxke TAPOC. ®omo, ¢
rnomouwibto OpPoHa, 8bINMOJSIHUIT KOMaHOUp crieurodpa3oesieHus.
Cnuka 4 — Kpemarbe onepamusHe 2pyrie y3 nodpwky TAPOC-a. ®omoepachujy
Harpasuo eofja muma nomohy OpoHa.

The following conclusions could be made based on the exercise:

The TAROS system was used:
* To transport the assault team to the objective and to drop off the
striking element.

* To cover the members of the assault team while approaching the
objective and during the withdrawal (Fig. 4).

» To drop off the team element into the "first floor" of the objective to
complete the destruction of the enemy (Fig.5).

* To provide cover to the wounded team member during the raid
execution (Figure 5), and his subsequent transport into a stable zone.

The Phantom 4 Pro drone was used for:

* Reconnaissance of the objective before the arrival of the assault
team.

» Constant monitoring of the situation in the objective in order to
provide accurate and topical information to the striking element team
leader.

» Monitoring of the withdrawal axis.
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Figure 5 — Use of the TAROS during the execution phase. The image taken by the drone
controlled by the team leader.
Puc. 5 — Ucnonb3oeaHue TAPOC npu amake. ®omo, ¢ nomMowibto OpoHa, 8bIMOosHUI
KomaHOup crieunodpa3desieHusl.
Cnuka 5 — Kopuwherne TAPOC-a mokom ¢hase Hanada. @omoepadghujy Hanpasuo eoha
muma rnomohy OpoHa.
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Figure 6 — Usage of the TAROS to cover the wounded team member.
The image taken by the drone controlled by the team leader.

Puc. 6 — Ucnonb3osaHue TAPOC 0nsi npukpbimusi paHeHoeo.
®omo, ¢ nomouwbto OPoHa, BbINOJIHU KOMaHOUp crieuyrnodpasdeseHusl.
Cnuka 6 — Kopuwhere TAPOC-a 3a rokpugare par-eHoe Y/1aHa muma.
®omoepacgpujy Hanpasuo eoha muma rnomohy OpoHa.

Even thoughthe two exercises were not fully comparable (regarding
terrain, weather, etc.), it is possible to conclude that the use of modern
technology such as UAVs or other remotely controlled systems
significantly influences the mission in a positive way. This equipment
reduces the mission preparation phase, which should normally take one
third of the available time. Moreover, it provides accurate, topical and
almost online information essential to fulfill the task as well as to save lives
of soldiers and resources. Controllingthis equipment is very simple and
user friendly. Therefore, there is no need to add any operator to the unit,
since the drone or the TAROS could be operated directly by the
commander or the subordinate in charge.

Usage of aerial reconnaissance could lead to a significant change of
tactical activities in the future. There are numerous possibilities of using
drones and other modern technology even at this team level, and attention
to this should be brought within scientific research and experimentation.
Some progress has already been made, especially in the field of aerial
reconnaissance, which is presented in the next chapter.

Model of cooperative aerial reconnaissance

Computer support of decisionmaking is a new trend in the military.
Decision Support Systems (DSS) provide a tool for commanders to share
information, analyze information and discover knowledge that can help
them to plan their missions optimally (Stodola, Mazal, 2016). Advanced
DSS are able to propose and analyze possible variants to fulfill the
intention of the commander, evaluate the probability of success, and warn
of potential threats and danger along with the second-order effects.
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At the University of Defence, Czech Republic, the Tactical Decision
Support System (TDSS) has been developed since 2006. The TDSS
provides complex tactical and geographical information and analyses.
Moreover, it is composed of many models of military tactics. If a task of the
commander is compatible with one of the models included, he/she can use
the system to plan the task optimally (Hodicky, Frantis, 2009).

This Section presents one of the models implemented in the TDSS. It
is the model of Cooperative Aerial Reconnaissance (CAR). The goal of this
model is to explore the area of interest by a fleet of aerial elements in a
near-optimal manner which depends on the optimal criterion selected
which is mostly as fast as possible. Aerial elements are Unmanned Aerial
Systems (UAS) capable of following precomputed routes (waypoint
navigation).

The several main aspects of the model are as follows:

» There is a number of elements (at least one) deployed in the area of
operations. The area of interest to be explored is defined by an
arbitrary polygon.

» The area of interest is evenly covered by a number of waypoints. The
average distance between the waypoints is specified according to the
requirements of the commander and the parameters of the aerial
systems used.

* The area of interest is considered as explored if all waypoints are
visited by at least one of the elements.

* The model plans the routes of individual elements between the
waypoints to conduct reconnaissance in a near-optimal manner (in
accordance with the optimal criterion selected).

The formulation of the CAR model follows.

Let 4, = A be the area of interest as a part of the area of operations.

Let G= (VE) be a graph where V' =UUW is a set of elements
U= {UI,UZ,...,UM} and the waypoints W = {WI,WZ,...,WN} and E is a set
of edges between all nodes in the graph. The waypoints are evenly
distributed in the area of interest with the average mutual distance d,,.

For every edge E; between the existing nodes V; and V; (i # j)), a
non-negative cost c; is associated which can be interpreted as a time
period necessary for the element to travel along the edge. After the ftrip,
the elements have to return back to their original position.

Formula (1) expresses the time ¢ for the element (k eU ) to travel
along its route and return back to its initial position. Next, formula (2)
presents the main goal of the model which is to minimize the highest cost
spent by the elements provided that the optimal criterion is to minimize the
time needed to conduct the whole reconnaissance operation.
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t =Zz c,.j.-x; for all keU,

i€V jeV

k
where x;

(1)
B {1 if edge E; is part of the route of element k and W, preceeds W,

0 otherwise.
minimize (max (t;)) for all k € U . (2)
A set of constrains exists. Constraint (3) illustrates that each waypoint
has to be visited only once, (4) forces each element to leave its initial

position no more than once and (5) forces each element to return back to
its initial position at the end of the task.

lej =1 for all jeW, (3)
ieV
ZXU. <1 for allieU, (4)
jew
in/. = Zxkl. for all i eu, ®)
jew  keWw

Conclusion

The already conducted exercises proved that the use of modern
technologies even within small units could bring significant improvement.
Moreover, in the case of implementation of this equipment into organic
units, some tactical procedures would change. It is possible to estimate,
based on the experiments, that the preparation phase, in a military
terminology Troop leading procedure (TLP), would be shortened and more
accurate. Some TLP steps as a mission analysis would be more efficient.
Also, reconnaissance of objectives, in case of offensive operations, would
provide accurate information essential for commander’s decision making.

Scientific research in this field is currently at the beginning of the
exercise phase. There were created some models for a computer-assisted
decision making process, which must be verified. However, it is obvious
that modern technologies will take over some activities which are now in
the commander's hands. The models are as good as appropriate data
given to the model. It is also very important to leave some possibilities to
the commander to make a decision and not to reflect on a solution
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proposed by models. Modern technologies are very useful in helping
commanders achieve the goals.

References

Dj Phantom 4 Pro, 2016. Praha. Available at:
http://www.peckamodel.cz/produkt/rc-modely-a-prislusenstvi/rc-multikoptery-a-
prislusenstvi/kvadrokoptery/dji-phantom-4-pro. Accessed: 31 Jan 2017.

Hodicky, J., & Frantis, P., 2009. Decision support system for a commander
at the operational level. In: International Conference on Knowledge Engineering
and Ontology Development. Madeira: INSTICC Press, pp.359-362.

Soldier of the 21st century / Vojak 21 stoleti, 2006. Praha. Available at
http://www.army.cz/scripts/detail.php?id=8240. Accessed: 31 Jan 2017.

Stodola, P., & Mazal, J., 2016. Tactical Decision Support System to Aid
Commanders in their Decision-Making. In: Modelling and Simulation for
Autonomous Systems (MESAS). Springer, pp.396-406.

MPUMEHEHWE COBPEMEHHbIX TEXHONOI M B YYEHUAX U
YIMPABJIEHN BOEBbLIMW NMOAPA3OENIEHNAMA

A1 Oposa, 3deHek dnacap, lMemp Ctogona
YHuBepcuteT 060poHbl B BpHO, ®akynbTeT BOEHHOro ynpasneHus,
Kadenpa Ttaktuku, r. BpHo, Pecnybnuka Yexus

OBNACTb: BOEHHbIE Hayku
BWO CTATbW: opurmHansHas Hay4Has ctaTbs
A3bIK CTATbW: aHrnuinckmn

Pe3some:

B cmambe npedcmaeneHb! npeumMyuecmea rnpuMeHeHUsi CO8PeMEHHbIX
mexHorioauli 8 nod2omoexke U yrpaesieHuuU orepayusmu (Gelicmeus,
boesblie Oelicmeusi). B npouecce ydyeHul u ynpaeneHuu onepayusmu,
b6oesoe MmoOenuposaHue uzspaem BaxXHyK porfb Kak 6 Oelicmeusix
KomaHOUpa, mak u ecex 4rieHos riodpa3sderneHusi. CmaHOapmHoe boegoe
ModenuposaHue Moxem 6bimb MPUMEHEHO 8 COBMECIMHOM yrpasieHuu
8cemMu cocmasHbIMU ariemMeHmamu. Ha yposHe uneHos nodpasdesieHus,
boesoe MmodernupogaHuUe paccMampueaemcsi Kak cumysisauusi boesol
ornepauyuu, Komopasi ekqryYyaem 8blbop onMmuMasibHo20 eapuaHma
Oeticmeuti u nodmeepxdeHue delicmeaut OpyXeCmeeHHbIX CUIT.

Kniouesblie cnosa: 6ecnunomHbil nemameribHbIU annapam, OpoH,
asmoHoMHasl cucmema, makmudeckue delicmeusi, boeebie y4YeHUs,
b6oesoe modenuposaHue.
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KOPULWIREHE CABPEMEHWX TEXHONOTIMJA 3A NMPUNPEMY N
YNPABJbAHE EOPEEHMM JEOVMHVLUAMA

Jan [po3n, 30en-ek dnacap, Nemp Ctogona
YHuBepanteT oabpaHe y bpHy, ®akynTteT BojHOr pykoBoheHa,
Kateppa TakTtuke, bpHo, Yelika Penybnvka

OBJ1ACT: BojHe Hayke
BPCTA YJIAHKA: opurMHanHn Hay4YHu YnaHak
JESNK YJTAHKA: eHrnecku

Caxemak:

Unanak pasmampa moeyhHocmu rnpumeHe u npedHocmu MOOepHe
mexHoriozuje y MpUrnpemMu U yrpaerbarby orepauujama (akmueHocmu,
bopbeHe akmueHocmu). Y npouecy npurnpeme U yrpassbarba
oriepauyujama 6opbeHo MoOeniogak-e UMa  BaxHy ynoey |y
aKmueHocmuMa, Kako 3arnoselOHUKa, mako U 4YnaHoga He20802 muma.
CmaHdapdHo bopbeHO ModeriogaHe MOXe 0a Ce yKIby4du y 3ajeOHUYKO
yrpaesbarbe c8uM KOMrioHeHmama. Ha Hugoy uynaHosa muma 6opbeHo
ModersiogaH-€ ce rocmampa Kao cumynauuja bopbeHoz deriogarba, Koja
npedcmaesba 0eo udbopa onmumarnHe eapujaHme u rnomepdy akyuje
fpujamersbCKuUX CHaaa.

KmbyyHe pedu: 6ecniuniomHa nemenuua, GPOH, aymoOHOMHU CUCMeM,
makmuy4ke akmueHocmu, bopbeHa rnpurnpema, 6opbeHO Modesriogare.

Paper received on / [lata nony4yenusi pabotsl / Jatym npujema ynaHka: 02.05.2017.
Manuscript corrections submitted on / [lata nony4eHus ncnpaeneHHon Bepcum paboTel /
Oatym goctaerbana ncnpasku pykonuca: 10.05.2017.

Paper accepted for publishing on / Jata okoH4aTenbLHOro cornacoBaHusi pabotel / Jatym
KOHa4HOr NpuxeaTama YnaHka 3a objaBrbmBamre: 12.05.2017.

© 2017 The Authors. Published by Vojnotehnicki glasnik / Military Technical Courier
(www.vtg.mod.gov.rs, BTr.mo.ynp.cp6). This article is an open access article distributed under the
terms and conditions of the Creative Commons Attribution license
(http://creativecommons.org/licenses/by/3.0/rs/).

© 2017 AsTopbl. OnybnukoBaHo B «BoeHHo-TexHu4Yeckmin BecTHuk / Vojnotehnicki glasnik / Military
Technical Courier» (www.vtg.mod.gov.rs, BTr.mMo0.ynp.cpb). [laHHas ctaTbsi B OTKPbITOM OCTYNE U
pacnpocTpaHseTcsi B COOTBETCTBUM C nueHanen «Creative Commons»
(http://creativecommons.org/licenses/by/3.0/rs/).

© 2017 Aytopu. O6jaBuo BojHoTexHuukm rnacHuk / Vojnotehnicki glasnik / Military Technical Courier

(www.vtg.mod.gov.rs, BTr.mMo.ynp.cp6). OBO je YnaHak 0OTBOpPEHOr Npuctyna un guctpubyupa ce y
cknapgy ca Creative Commons licencom (http://creativecommons.org/licenses/by/3.0/rs/).

616




