Vojnotehnicki glasnik/Military Technical
Courier

ISSN: 0042-8469
vojnotehnicki.glasnik@mod.gov.rs
- University of Defence

Serbia

Prodanovi, Radomir I.; Vuli, Ivan B.
FAILURE POINTS IN THE PKI ARCHITECTURE
Vojnotehnicki glasnik/Military Technical Courier, vol. 65, nim. 3, 2017, pp. 771-784
University of Defence

Available in: https://www.redalyc.org/articulo.0a?id=661770079011

How to cite I @\_ /"

Complete issue Scientific Information System

More information about this article Network of Scientific Journals from Latin America, the Caribbean, Spain and Portugal
Journal's homepage in redalyc.org Non-profit academic project, developed under the open access initiative


https://www.redalyc.org/revista.oa?id=6617
https://www.redalyc.org/revista.oa?id=6617
https://www.redalyc.org/revista.oa?id=6617
https://www.redalyc.org/articulo.oa?id=661770079011
https://www.redalyc.org/comocitar.oa?id=661770079011
https://www.redalyc.org/fasciculo.oa?id=6617&numero=70079
https://www.redalyc.org/articulo.oa?id=661770079011
https://www.redalyc.org/revista.oa?id=6617
https://www.redalyc.org

FAILURE POINTS IN THE PKI
ARCHITECTURE

Radomir |. Prodanovié®, Ivan B. Vuli¢?
@ Serbian Armed Forces, General Staff,
Department of Telecommunications and IT (J-6),
Centre for Applied Mathematics and Electronics,
Belgrade, Republic of Serbia,
e-mail: radomir.prodanovic@vs.rs,
ORCID iD: @http://orcid.org/0000-0002-2067-2758
b Ministry of Defence of the Republic of Serbia,
Military Intelligence Agency, Belgrade, Republic of Serbia
e-mail: ivan.vulic@vs.rs,
ORCID iD: @http://orcid.org/0000-0002-5161-5422

https://dx.doi.org/10.5937/vojtehg65-11144

FIELD: IT
ARTICLE TYPE: Professional Paper
ARTICLE LANGUAGE: English

Abstract:

Over the last 20 years, the PKI architecture has found its vast application,
especially in the fields which require the establishment of a security
infrastructure. Given that the purpose of this architecture is to be used for
achieving higher security standards, its smooth operation has to be one of
the main requirements for its implementation. Its complexity is mirrored in
the numerous implementations that the PKI has had so far. For all the
reasons mentioned above, it is of great importance to consider potential
failure points of such a structure. Due to the complexity of these
structures, this paper will present only a basic review of such stress points,
without providing details on specific applications and types of
implementations. The significance of failure points will be explained by
examining the common features of the PKI architectures and the
occurrence of failure points in these structures, and where possible, an
overview of suggestions for preventing such failures will be provided.

Key words: smart cards, cryptography, HSM, PKI, security, failure,
architecture.
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Introduction

PKI stands for Public Key Infrastructure, and as such it represents
infrastructure based on the use of public key cryptography. The idea to use
asymmetric cryptographic algorithms in user authentication protocols, and
other services that the PKI enables, preceded the formation of this
infrastructure.

The use of asymmetric algorithms means that a key pair will be
generated, the private one and the public one. Intuitively, it may be
concluded that it is an imperative to keep the private key a secret, while the
public key should be in some way announced to those who participate in the
communication, and all that in such a manner that it is unequivocally clear
who the participant is and that the key linked to them really belongs to that
participant. This leads to the introduction of certificates as a means of
binding entity with its public key, and to the development of the PKI
architecture which is therefore used to manage these certificates and to
guarantee their validity.

A failure is a very important concept in technology, and its importance
becomes more apparent with the development of faster and more powerful
computer systems. Whether they are considered from the security of private
data standpoint, or from the standpoint of material and physical security, the
study of ways they could be classified and processed in various fields of
technology is important. The study of failures in complex systems, as the
PKI architecture may be, is especially interesting. In the case of such
complex systems, it is advisable to try to prevent faults and make fault —
tolerant systems.

The Concept of Faults

Reliability is often presented by contemporary technical systems as a
wanted quality in front of system designers. The definition of reliability can
be given as a probability of the system to perform its intended task
successfully, within a certain trust scope and within specified performance
boundaries, while being utilized in the proper manner and for the intended
purpose, under the specified load, and taking into account the previous
system utilization time (Ramovi¢, 2005). Therefore, it is clear that the
concept of reliability is complex and at the same time, intertwined with the
concept of faults.

When a system deviates from its specified behavior, it is said that a
failure has occurred. A failure is caused by an error, which would be an
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invalid system state, and it is an external manifestation of the said errors
occurring within the system. Faults are the root cause of errors.

There are many ways of classifying faults in the systems, depending
on the observation scope, where the said concepts can be observed at the
level of a component within the system, as well as at the system level. It is
clear that by observing such concepts at the component level as a part of
a complex system, one arrives at very intricate definitions of reliability and
fault, especially considering mutual dependency of system components.
Also, there are a lot of criteria by which faults can be classified and some
of those are given in Table 1.

Table 1 — Fault types arranged by classification methods, taken from (Ramovic, 2005)
Tabnuua 1— Budbi cboes no memodam knaccughukayuu, coanacHo (Ramovic, 2005)
Tabena 1 — Bpcme omka3sa rno memodama knacugpukayuje (Ramovic, 2005)

Classification criteria Fault type

By the type of state change

Unexpected fault

Gradual fault

By relationship with other faults

Independent fault

Depended fault
By possibility of utilization after Complete fault
fault occurrence Partial fault

By elimination period

Permanent fault

Intermittent fault

By external manifestation

Apparent fault

Suppressed fault

By the cause of fault

Design fault

Technological fault

Operational fault

By the nature of fault

Natural fault

Avrtificial fault

By the time of occurrence

Fault during testing period

Fault in the preparation period

Normal exploitation fault

Near end exploitation period fault

By fault intensity

Random fault

System fault

It is not possible to apply all the classification methods to every
system, nor to all parts of it, but it is clear that some of these classification

methods are, because of their nature, more relevant for consideration.
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For the purposes of this paper, a classification method from the
standpoint of possibility of utilization after occurrence of a fault makes an
interesting topic. Within this method, there are the concepts of a complete
and a partial fault, where it is intuitively clear that the system is rendered
non-usable after the occurrence of a complete fault, while the system is
still somewhat usable after the occurrence of a partial fault.

Also, it is important to consider the ways of determining the scope of a
failure and the consequences of its occurrence, as well as the ways of
achieving recovery after a failure in the architecture.

The PKI Architecture

As mentioned previously, when speaking of the PKI architecture,
several different types of architecture, depending of their intended use,
may be considered; however, it is obvious that they all have some
common features.

Since it is the architecture intended for the purpose of establishing
security, it is apparent that the use of cryptographic techniques achieved
through the specialized hardware and software will be needed. The PKI
architecture is inherently based on the use of certificates, their generation
and application in order to enable different services based on this
architecture. Besides the cryptographic part of it, this architecture also
requires an extensive use of various hardware and software resources,
namely servers, computer networks and application software.

Broadly speaking, the PKI architecture is based on the existence of one
or more trusted authorities with their policies and protocols, which enable
certain services distinctive for the PKI (Adams, Lloyd, 2003), (Chokani, 2003).

These trusted authorities are called certification authorities. They are
responsible for establishing trust policies, and for the issuance and
management of certificates, which then enable the use of various services,
i.e. services of authentication, digital signing and non-repudiation. The only
self-signed certificates are those that belong to the certificate authority,
while user certificates are signed by the certification authority and as such,
are considered to be a valid confirmation that the key given in the
certificate really belongs to the owner of the said certificate, as long as
there is no breach of trust established in the certification authority.

In the PKI architecture, beside certification authorities and depending
on the application of the said architecture, there may be one or more
registration authorities, which have the role of collecting the relevant user
data which will be later displayed in the certificate, and in establishing
indirect connection between the certification authority and its end users.
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Architecture Types and Failure Points in Them

Generally speaking, there are several basic PKI architecture types,
and they are hierarchical, distributed trust architecture, web architecture,
mash architecture and bridge architecture.

Root certificate authority

Intermediate
certificate
authority

End users

Figure 1 — Hierarchical PKI architecture
Puc. 1 — Nepapxuyeckas apxumexkmypa PKI
Cnuka 1 — Xujepapxujcka PKI apxumexkmypa

The hierarchical architecture, shown in Figure 1, requires the
existence of a Root certificate authority in the top of the hierarchy, and one
or more certificate authorities called the Intermediate certificate authorities
which issue end user certificates. End users are at the lowest level of this
hierarchy. This type of architecture is often used in the business
organizations and in the cases when achieving a high level of scalability is
necessary. In the case of this architecture, the Root certificate authority will
sign only certificates of those who are at the level below it, while the
certificates of end users will be signed by the Intermediate certificate
authority at the level above them.

Being that the Root certificate authority is the basic trust point in the
whole hierarchy, it being compromised will lead to the failure of the whole
structure, while compromising the Intermediate certificate authority will
cause only a partial failure within the structure.

In case of a failure of the Intermediate certificate authority, recovery is
achieved by revoking all valid certificates this body has issued and by

775

Prodanovi¢, R et al, Failure points in the PKI architecture pp.771-784



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017, Vol. 65, Issue 3

establishing a new Intermediate certificate authority which will reissue
certificates for end users of the previous Intermediate certificate authority.
It is possible for the Root certificate authority to issue certificates for end
users directly, without having any intermediate body, but it is not advisable
to do so because the failure of such certificate authority simultaneously
means the failure of the whole architecture.

Established relationships among previously
unrelated certificate authorities

Certificate
authorities of
the same level

Intermediate
certificate
authorities

Figure 2 — Distributed trust PKI architecture
Puc. 2 — PKI apxumexkmypa pacrnpedenieHHo20 dogepusi
Cnuka 2 — PKI apxumekmypa ducmpubyupaHoe rnogepera

The distributed trust PKI architecture is the second type of the PKI
architecture. As shown in Figure 2, in this type of architecture, a
bidirectional relation of trust interoperability is achieved among several
certification authorities. This way, several certification authorities
established for different purposes and for different end users, are bound in
a trust chain in order to enable some common service or a faster mutual
authentication, and all that without the need for issuing multiple certificates.
Depending on the way of establishing trust relations within the certification
authorities in this architecture (Adams, Lloyd, 2003), a failure of a single
certification authority will naturally affect its end users, but it will have only
limited or none at all influence on the end users of other certificate
authorities. What complicate things in this type of architecture are different
models of establishing trust relations among the certificate authorities
within the architecture.
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After the failure of a certificate authority in this type of architecture,
recovery can be achieved by revoking all valid certificates this authority
has issued, breaking the trust relation this authority has had with other
authorities, reestablishing this authority and broken trust relations by
reissuance of all the revoked certificates.

The Web PKI architecture, shown in Figure 3, is used within web
browsers, where there are preinstalled certificates of the Intermediate and
Root certificate authorities whose certificates will be trusted by the
browser. Compared to the other types of the PKI architectures, this is
considered to be the easiest and simplest for use, but it is also the most
susceptible to security problems (Adams, Lloyd, 2003). The biggest
problem with this architecture lies within its users not being informed
enough about the meaning of having preinstalled certificates in their
browser and the way they can affect their safety.

CA1 CA2 CA3

Intermediate
certificate
authorities

4 6 L L e

Figure 3 — Web PKI architecture
Puc. 3 — Apxumekmypa Beb PKI
Crniuka 3 — Beb PKI apxumexkmypa

Because this architecture may have an extremely large number of
end users, a simple revocation may not be the solution for the case of
compromising a key within the certificate, because some browsers do not
have a built-in function for checking the revocation list. This means that the
user of a browser must be somehow informed of certificate compromising,
and that he himself must remove that certificate from the list of trusted
certificates in his browser.
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The main characteristic of this architecture is that the user decides
what certificates he will trust. The Mash PKI architecture (Figure 4)
establishes bidirectional peer-to-peer trust relationships in a way that CAs
issue certificates to each other (Adams, Lloyd, 2003).

CA 10

Figure 4 — Mash PKI architecture
Puc. 4 — Cemesasi PKI apxumexkmypa
Cnuka 4 — MpexHa PKI apxumekmypa

In this architecture, there are more trust points so compromising any
of them wil not influence the functionality of the architecture. In case of
compromising one CA, the entities of the other CAs continue to
comunicate with the rest of the entities if there is a valid certification path.
The compromised CA can be ftrustful again in the next case: all the
certificates issued by this CA have to be revoked, and than the CA issues
new certificates signed by a new public key. The CA issues new
certificates for the users and the other CAs with whom it establishes
relationships.

The last type of the PKI architecture to be mentioned in this paper is
the Bridge PKI architecture, shown in Figure 5. The Bridge PKI
architecture connects different PKI architectures regardless of architecture,
in a way that it introduces a new CA (bridge CA) which establishes peer-
to-peer trust relationships with the CAs of the other PKI architectures
(Moses, 2003). In the case of a hierarhical PKI architecture, a trust
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relationship is established with the root CA, and in the case of a mash PKI
architecture with any of CAs.

In this type of the architecture, a compromising CA which establishes
trust relationships will influence the abillity of that PKI architecture to
achieve secure communication with the other PKI architecture.

Bridge CA

Figure 5 — Bridge PKI architecture
Puc. 5 — Mocmosas PKI apxumexkmypa
Cnuka 5 — MocmoeHa PKI apxumekmypa

The Bridge CA can be compromised completely or partially.
Completely compromising means compromising all of the private keys
which the bridge CA used for signing certificates issued for the CAs by
which trust was established. If the bridge CA uses only one private key for
signing certificates by which it establishes a trust relationship, than
compromising that key causes a collapse of the whole bridge PKI
architecture. Compromising a single private key means only losing the
trust with that particular architecture, while the trust between the rest of the
architectures stil exists.

Reestablishment of the trust in the case of compromising CA which
establishes trust relationships can be accomplished in the way
characteristic for the PKI architecture to which that CA belongs.
Furthermore, the CA which establishes trust has to revoke a certificate
issued by the Bridge CA and to reestablish a new trust relationship with
that CA. Reestablishing a trust relationship with the Bridge CA can be
accomplished by exchanging certificates.
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Cryptographic methods and their failure

PKI architectures use various cryptographic algorithms and
techniques for the realization of those algorithms within the protocols they
are used in. As previously mentioned, the core of the PKI architecture is
based on the implementation of the public key algorithms (Schneier,
1996). It is an accepted practice for one certificate authority to use one
public key algorithm while keeping track of the attempts to break that
algorithm. Algorithm vulnerability makes the whole architecture which is
based on it vulnerable; therefore, hardware devices used for the
implementation of cryptographic functions, depending on their price and
quality, offer more than one algorithm and several key size options for
each of them, their periodic renewal, assuring limited influence in case of
accidental or deliberate compromising of any of the keys positioned higher
in the hierarchy.

Besides the asymmetric cryptographic algorithms, various hash
functions are used in these architectures.

A failure caused by any of these algorithms or functions having been
broken, even if the break did not happen within the used system, means
the security violation of every PKI system that uses them, and thus
represents a critical type of a failure. Recovery after this kind of failure
would require the revocation of all certificate authorities within the PKI
architecture, the revocation of all certificates issued by it and a new
architecture based on more stringent algorithms or longer keys being
established.

Hardware cryptographic modules and their failure

HSM (Hardware Security Module) are devices characteristic for their
use in the PKI architecture, although they are not required for its
implementation. In the PKI architecture, these devices enable a safe
implementation of cryptographic operations in the process of key
generation, certificate signing, while at the same time they provide a safety
mechanism against an unauthorized access to it. This mechanism
automatically destroys data in the HSM device. It could be argued that the
PKI architecture is secure if its keys are secure, and HSM devices provide
that security.

All cryptographic operations and key management are stopped as a
result of this device failing. This leads to the failure of a certification
authority that uses this HSM device. It is often the case that several
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certificate authorities are established on the basis of only one HSM device
having several slots designated to each -certificate authority in the
hierarchy, which means that the failure of this device would lead to a
failure of the whole architecture. These failures could be classified as
temporary, from the standpoint of time needed for recovery from them. It is
advisable to have another HSM device ready to be implemented in the
structure. This, in turn, requires the existence of specialized procedures for
handling these devices and making back up data from them (Souza et. al,
2007). Since these procedures are often treated as internal and thus kept
secret, there are not many sources providing more details about them.
Because of their value within the PKI architecture, it is clear that these
devices are very valuable for the whole PKI architecture and they should
be given greater attention which goes beyond the scope of this paper.

Smart cards, as hardware elements enabling data storage and safe
execution of cryptographic functions, and by their relatively simple design
and application methods, have been vastly implemented among different
PKI architectures.

The application of these devices provides double authentication by
means of “something you have”, which would be the card itself in this
case, and by means of “something you know”, which would be the PIN
code that enables card access.

Thus, card access is enabled only by the PIN code known only to the
owner of the card, which makes contents of the card and its features
limited within the architecture, establishing a higher security level at the
same time. It is possible to limit the number of incorrectly typed PIN codes,
after which the access to the card will be blocked. This failure is only
temporary and it is limited only to the card itself and to the scope of
privileges the card holder has.

Failures of these devices caused by minor mechanical damage, when
the card is somewhat or completely rendered unusable, are problematic
because there could still be some possibility for someone to access the
chip content, which is one of the reasons why the smart card validity
period is limited and why it is a requirement for their users to return them to
the certificate or registration authority for disposal in case of a mechanical
damage or card validity expiration.

Failures of individual end user smart cards can be considered to have
only minor consequences if the established procedures of smart card
handling have been followed after the occurrence of failure.
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Conclusion

The PKI architectures can be extremely complex, containing a large
number of specialized, as well as general hardware and software
components, complicated and expensive for implementation. At the same
time, they enable extremely important services such as authentication,
integrity, privacy and non-repudiation.

Because of their intricacy and various implementations, a thorough
analysis of their failure points is required, as well as the establishment of
methods and algorithms for overcoming such failures. This analysis could
be conducted by already established methods for the evaluation and
simulation of stressful points within the architecture, or by implementing
some new methods specifically tailored for this architecture’s
requirements.
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TOYKN OTKASA B PKI APXUTEKTYPE

Padomup W. MpogaHosny®, MeaH b. ByJ'WN6
@ Boopy»eHHble cunbl Pecny6nnkn Cep6usi, MeHwTab,
YnpaBneHve TenekoMMyHUKauui n nicpopmatukm (J-6)
LleHTp npuknagHon maTtemMaTuKkv 1 SMeKTPoHWKK, . benrpag,
Pecny6nuka Cepbusi
® MunucTepcTBo 06opoHbl Pecnybnuku Cepbus,
BoeHHo-pa3BeabiBaTENLHOE areHTCTBO, . benrpaa, Pecnybnuvka Cepbus

782



OBJIACTb: nHopmaLMoHHbIE TEXHOMNOrUN
BWO CTATbW: npodeccrnoHanbHasa ctaTbs
A3bIK CTATbW: anrnunckuii

Pe3some:

8a nocnedHux 0Osadyamb nem, apxumekmypa PKI cmana wupoko
npuMmeHsimbCcsi, 0cobeHHO 6 obrnacmsx, mpebyrowux co3d0aHus
UHbpacmpykmypbl b6e3ornacHocmu. Ydumebigasi, 4mo uernb co30aHusi
makoli apxumeKkmypb! 3akmodaemcsi 8 obecriedeHuu be3onacHocmu
cucmewm, ernasHbIMU 3aldadamu rnpu eHedpeHuu apxumexkmypb! PKI
sensromcsi becnepeboliHas paboma u e3aumodelicmeue C Opyaumu
KOMIMOHEeHmMamMu KOMIT/IEKMHOU CMpYyKmMypbl. V3  8bILeU3IoKeHHO020
criedyem,  4mMO  MPO2HO3  [OMeHyuarnbHbIX  MOYeK  omkasa
npedcmaesiiem cobol UCKIYUMerbHO 8aXHbIU ¢hakmop. B ces3u ¢
oepaHu4YeHuUem obbemMa cmambu, U mak Kak pedb udem O 3Ha4umersibHoO
CIIOXHbIX UHGbpacmpykmypax, e OaHHoU pabome rnpedcmaessieH nullb
obwuli 0630p enaeHbIX MOMeHyuarnbHbIX MOYeK omka3a, 6e3
nodpobHO20 OBBSCHEHUST XapakKmepucmuK o Kaxdomy omaoesibHOMYy
sudy eHedpeHusi apxumekmypbl. B cmambe uccredyromcs obujue
xapakmepucmuku PKI —apxumekmyp, Ha OCHO8aHUU  KOMOPbIX
mpakmyemcsi 3Ha4YeHUe B03MOXHbIX OmKa308 U rfpedriazaomcs
meporipusimusi 1o rpedynpexoeHu0 U rnpeodosieHur0 0aHHo20 poda
rnpobnemsi.

Knwouesble crioga: cmapm-kapmbl, Kpunmoepagus, HSM, PK,
6e3onacHocmb, omkas, apxumexkmypa.

TAYKE OTKASA 'Y PKI APXUTEKTYPU

Padomup W. MpopaHoeuh®, MeaH B. Byru/ﬂ’]6

@ Bojcka Cpbuje, MeHepaniutab, Ynpasa 3a TenekoMmyHukauuje
1 nHcpopmatuky (J-6),
LleHTap 3a npyMereHy MaTeMaTuKy 1 enekTpoHuky, beorpag,
Penybnuka Cpbuja

6 MuHuctapcTBo onbpaHe Penybnuke Cpbuje,
BojHoobaBewTajHa areHuuja, beorpaa, Peny6nuka Cpbuja

OBJIACT: nHdopmaumroHe TexHonoruje
BPCTA YJIAHKA: cTpy4HuM unaHak
JE3UK YJTIAHKA: eHrnecku

Caxxemak:

Tokom nocnedmux 20 20duHa PKI apxumexkmypa Hawiia je wupoKy
rpuMmeHy, nocebHo y obriacmuma Koje cy 3axmesasie ycriocmas/barbe
cuaypHocHe uHgpacmpykmype. C 0b3upom Ha mo Oa ce kopucmu padu
cueypHocmu jacHo je Oa je HeH HecmemaH pad jedaH 00 OCHOBHUX
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3axmesa Koju ce nocmaesba rnpu HeHoj umniemeHmauuju, a eeh camum
ysudom y 6pojHe murioge apxumeKkmypa u pasfudume umrieMeHmauuje
ysuha ce HeHa KoMmririekcHocm. 3602 moea je pa3Mamparbe
nomeHyujanHUX madyaka omkasa o0 eenuke gaxHocmu. Kako ce padu o
8prI0 CIIOXKEHUM UHgpacmpykmypama, osaj pad Oahe camMo OCHOBHU
rpeaned mayaka Koje mo2y bumu madke omka3a, 6e3 demasba Koju cy
Kapakmepucmu4Hu 3a rojeduHe rnpumeHe u muriose
umrnemeHmauuja. Tpaxxuhe ce 3ajedHuyke Kapakmepucmuke PKI
apxumekmypa u Ha mkuMa objawrbagamu 3Hadaj omkasa Koju ce moay
Oecumu, a mamo 20e je mozyhe 6uhe HasedeHu U MpPedrio3u 3a HUX080
rpesasurnaxerse.

KmbyyHe pedu: cmapm kapmuue, Kpunmozpacpuja, HSM, PK,
be3bedHocm, omkas, apxumekmypa.
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