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COMMUNICATION NETWORK
RELIABILITY AND AVAILABILITY
ESTIMATION BY THE
SIMULATION METHOD

Pokorni J. Slavko, Information Technology School, Belgrade,

Ostoji¢ B. Dusan, Brki¢ M. Dragoljub, Armed Forces of Serbia,
Technical Testing Center, Belgrade

FIELD: Telecommunications

Summary:

The paper gives an estimation of two-terminal availability for a co-
mplex communication network (up to 50 nodes and 150 links) by a softw-
are package developed by the authors and based on the Monte Carlo s-
imulation method and Weibull distribution. Reliability can be estimated as
well. The software package is written in VISUAL BASIC 6.0 programing la-
nguage on an MSI laptop with the Windows XP Professional operating
system. The program execution time with over 500000 iterations is a few
seconds (without graphical display). The Weibull distribution function,
used for availability estimation, can be applied for electronic, electromech-
anical and mechanical components as well as with different failure rates.

Key words: Monte Carlo method, reliability, availability, simulation,
communication network.

Introduction

ommunication networks are an essential part of current informa-

tion and communication technology in civilian and military appli-
cations. In most applications, it is of great importance for connections
between the communicating parties to remain without failure. Therefore,
the reliability and availability of these networks are of great importance.
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We have modeled a real network composed of communication cen-
tres (nodes) and links between them. We assume that a network fails if a
communication center fails and/or a communication link fails in such a
way that there is no communication between two nodes.

This paper gives an overview of the results of the application of the
developed software package for reliability and two-terminal availability
(availability between any two nodes) calculation [1] of a complex commu-
nication network, based on the Monte Carlo simulation method.

Papers [2] and [3] discuss the verification of the accuracy of the re-
sults of the software simulation package for the availability calculation
and for obtaining a compulsory level of availability, using relatively simple
examples of communication networks with elements connected in a ring,
for which determining the analytical formulation is possible. The influence
of the changing duration of the active node repair has also been presen-
ted for specific examples. The results obtained by the software package
and the analytical method for the same examples showed a high level of
agreement. The results of the former research have thus been confirmed
and recommended for further research on development of a mathemati-
cal-physical model and an adequate software package that supports the
applied model for determining the availability of a complex communica-
tion network.

The results of applying this developed software package in calcula-
ting the availability of a complex communication network [4, 5], based on
failure data and repair rates of hardware elements (nodes and links) of
the network are presented in this paper.

Today communication networks involve software, but software failures
and external interferences have not been included in the analyses.

Why the simulation method

There are a number of methods for reliability and calculation, but few
of them can be applied if the network is complex, especially if network
components are repairable, which is usually the case. They are based on
counting the states in which a system is operational, and adding subse-
quently the probabilities for a given system to be in these states. The
number of operational states can be high. For example, in the case of a
10-component network (nodes and links) where every component can be
in two states (operational one and failure), the network can be in 1024
states. If each component can be in three states (operational and failure),
the network can be in 59049 states. Considering the great number of no-
des and links which create an extremely high number of system states, it
is difficult, almost impossible, to determine the analytical solution for the
reliability and availability of such complex communication networks. To
determine availability of repairable systems, Markov models are usually
used, which requires solving differential equations [6, 7]. This is the rea-
son why the method of simulation can be a solution for this problem.
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In practice, reliability of system parts (nodes, and links in the case of a
communication system) can only be estimated (through experiments or hi-
storical statistics) and hence not exact. The so-called exact network reliabi-
lity calculated by exact methods is, therefore, estimates at its best. This is
the reason why the word estimation is used, and, therefore, the simulation
methods which in reality result in estimations are justified and desirable.

One general simulation method which can be applied in different areas
is the Monte Carlo simulation method, chosen here to solve the problem of
estimation of reliability and availability of complex communication networks.

The software package for reliability and availability estimation is de-
veloped by the authors from the Technical and Test Center. Before the
application of the package to complex communication networks, it was
checked on more simple networks and it proved to give the results very
close to the results obtained by exact equations [2, 3].

Definitions of reliability and availabiliy

Reliability is expressed as a probability of success over a given dura-
tion of time, cycles, etc. For example, the reliability of a communication
network might be stated as 95% probability of no failure over a 1000-hour
operating period while giving a certain level of service. Reliability is concer-
ned with the probability and frequency of failures. A commonly used mea-
sure of reliability for repairable systems is the mean time between failures
(MTBF). The equivalent measure for non-repairable items is mean time to
failure (MTTF). Usualy, it is assumed that for elements of the system expo-
nential distribution of failures can be applied, but it is applicable only for so-
me electronic systems, and not for all electronic systems.

Availability is defined as the percentage of time when a system is avai-
lable to perform its required function(s). It is measured in a variety of ways,
but it is principally a function of downtime (time when the system is not ope-
rational). Availability can be used to describe a component or a system but it
is most useful when describing the nature of a system of components wor-
king together. Availability is most often written as a decimal, as in 0.99999,
as a percentage, as in 99.999%, or equivalently spoken, “five nines®, which
is very often stated availability for communication networks.

The Example of a Communication Network

A communication network, Fig. 1, that consists of eight nodes has been
taken as an example. There are parallel connections between nodes 1-2
and 7-8 (redundant links), but the most of the nodes are connected by one
link. The function of availability A(t) [4] is defined as probability of the system
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being available to perform the given function at the time t, which implies the
possibility of a quick repair or, in other words, a strong logistic support (avai-
lable tools, equipment, spare parts and trained staff).

The availability that refers to repairable systems, for a network ele-
ment, is given by:

A(t): lu + //i’ e—(ﬂ,er)t

A+u A+ u (1)
where:
A — failure rate of the network element,
1
u — repair rate (4 = MTTR )-
2 myg
mys
mioy m 2 ﬁ
mss Mmse
1 my3 9 mse b meg 8
miy mzy msg; msgo

4 mys 4@

Figure 1 — Communication network

The Input Data

The basic data for the calculation of the availability of a complex
communication network are reliability and maintainability data. Reliability
data is the mean time between failures (MTBF) for the nodes and links.

1

MTBF = 7 if exponential distribution of the time to failure can be applied.

i



In the example, Fig. 1, the assumed network consists of electronic elements
for which exponential distribution is adequate.

The mean time between failures of the elements has been used as in-
put data because equipment manufacturers are obliged to provide them on
demand. These data can be obtained in other ways; such as using standar-
dized reliability handbooks, e.g. the military handbook MIL — HDBK - 217 F.

The mean time between failures (MTBF) of the nodes for the net-
work in Fig. 1 are presented in Table 1, and the mean time between failu-
res of the links is presented in Table 2.

A software package for the application of the Monte Carlo method,
and the basics of its performance are presented in [2] and [3].

The failure rate for the electronic elements is assumed to be constant
with time. This implies an exponential distribution which is a special case of
Weibull distributions (when the form parameter equals 1). The mechanical
and electromechanical elements have increasing functions of intensity of failu-
res during exploitation. Their times between failures have the Weibull distribu-
tion with the parameter form >1. In the example in Fig. 1, since it represents a
network made of electronic elements, the form parameter equals 1.

The rest of the input data are:

1. the mean time to repair (MTTR) of the nodes is 5 hours,

2. the mean time to repair (MTTR) for the links is 3 hours,

3. the reviewed time of the working network in which the wanted
availability is To= 100 hours,

4. the number of iterations N =103.

For determining the two-terminal availability between the nodes 1-8,
Fig. 1, the starting node 1 and the ending node 8 are defined by softwa-
re. It is possible to define, show graphically, and calculate all the possible
combinations of the two-terminal availability between any two nodes of
the communication network in the same way.

Table 1
Values m;for i-th node of the network

Mean time between failures for the nodes, in hours
3011
2958
3147
3084
3204
2890
2905
3137

0N~ W N -
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Table 2
Values mjfor the link between the i-th and the j-th node of the network

Mean time between failures for the links, in hours
2983 (2983)
4018
3798
4205
3815
4327
4029
3512
3745
4623
3948
2731 (2731)

0| 0 oo N olu A~ 0 O D WON| —

N oo oA W WwWw W NN

The Results of the Availability Calculation

After performing, in our case, N=103 tests of application of the Mon-
te Carlo simulation method by the software package, for the network in
Fig. 1, the results of the estimated spot and interval availability of the
communication network have been reached and shown in Fig. 2.

For the assumed input data, in this example, the two-terminal availa-
bility between the nodes 1-8 of the communication network in Fig. 1, is:

M
A, 5= N 0,9708, or As=97 %

Considering the adopted assumptions, the value of availability,
which is obtained in the process of simulation, represents the probability
that the configuration of the hardware, representing the paths between
nodes 1 and 8, will be available at any given time. Considering the fact
that the availability is valid for specific working and environmental conditi-
ons, it is here implied that the valid conditions are the ones for which the

input data are given.
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+ GRAPHIC OF FUNCTIONING OF THE COMMUNICATION NET
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Figure 2 — Availability results of the network between the nodes 1-8

The developed software package provides a simple way for the eva-
luation (estimation) of reliability and the two-terminal availability between
any two nodes of a complex communication network, for which it is diffi-
cult, almost impossible, to determine the analytical relation of reliability
and availability. Since the simulation model in the software package is
based on the Weibull distribution, this simulation method is widely appli-
cable, because it enables the use of this software for calculation (estima-
tion) of the availability of a complex communication network made of
electronic components (as communication nodes), and electromechani-
cal or mechanical components (as communication links). By this softwa-
re, it is possible to define, show graphically, and estimate reliability, to
alocate reliability, and to estimate all the possible combinations of the
two-terminal availability between any two nodes of a communication net-
work (up to 50 nodes and 150 links).
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PROCENA POUZDANOSTI | RASPOLOZIVOSTI KOMUNIKACIONE
MREZE METODOM SIMULACIJE

OBLAST: telekomunikacije

Sazetak:

U ovom radu dat je postupak procene dvoterminalne raspoloZivosti
sloZzene komunikacione mreZe raCunarskom simulacijom na osnovu Mon-
te Carlo metode i Vejbulove raspodele pomocu softverskog paketa, koji su
razvili autori za mreZe do 50 ¢vorova i 150 linkova. Moguca je i procena
pouzdanosti. Softver je napisan u programskom jeziku VISUAL BASIC
6.0, a simulacija sprovedena na laptop MSI racunaru pod operativnim si-
stemom Windows XP Professional. Vreme simulacije za 500.000 iteracija
je nekoliko sekundi (ne radunajuci vreme za graficki prikaz). Vejbulova
raspodela za procenu pouzdanosti je pogodna jer je primenjiva i za elek-
tronske i mehani¢ke komponente, uz razlicite intenzitete otkaza.

Kljuéne reci: Monte Carlo metod, pouzdanost, raspoloZivost, simulaci-
Ja, komunikaciona mreZa.
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