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Summary:

Wireless communication is ubiquitous in today's society. Unfortunately,
wireless transmission is by the nature of broadcasting suitable for
eavesdropping. These links are usually secured by encryption protocols
that rely on cryptographic algorithms whose security is based on
complexity of calculation and inability to calculate in real time. The
hypothesis in the field of information theory is that the eavesdropper has
unlimited computer capabilities, and the use of common cryptographic
protocols is uncertain. Instead, it is assumed that the legitimate recipient of
the message has a better communication channel than the intrusion
listening. Based on this physical advantage, it is possible to use random
encoding schemes for the transmission of information at the physical level.
These schemes function without the prior exchange of secret keys
securely, so protection at this layer tends to significantly simplify key
management in communication systems. At the end of the last and the
beginning of this century, there was an idea that LDPC codes should be
applied to protect data at the physical layer. In this paper, the Wyner
model of the communication channel was used, and LDPC codes were
constructed for the transmission of information through this channel. A
comparison of the basic algorithm and its modification was made based
on the following parameters: transmission of mutual information, bit-error
rate and execution time. An algorithm for different sizes of LDPC codes
was also performed based on the above parameters.

Key words: LDPC codes, Physical layer security, Wyner wiretap
channel.
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Introduction

Protection at the physical layer in the OSI model is independent of
data encryption and authentication. An important feature of this
protection is that secure communication can be established without the
exchange of keys that have been performed in advance. In recent years,
with the increasing use of mobile phones, wireless sensory networks and
radio frequency identification (RFID) systems, security at the physical
layer has gained significance. However, the implementation of sachems
which rely on protection at the physical layer can be significantly more
expensive than the implementation of security features based on
cryptography. Currently, it is believed that it is best to combine
cryptographic algorithms with physical layer protection. The use of
security at the physical layer is recommended only for the transmission of
the most sensitive information, such as key transport, key agreement or
exchange of public key certificates. After the exchange of keys, the
entities move to symmetric or asymmetric cryptographic algorithms.

Shannon’s perfect security

In 1948, Shannon published a work (Shannon, 1948), which is
considered the beginning of both the theory of information and coding
theory. The diagram for transmitting information through a
communication channel was described for the first time.

Source channel
source > encoder ™ ancoder > modulator
channel
source channel
-
user < decoder [€ decoder [€ demodulator |«

Figure 1 — Basic digital communication block by Shannon
Puc. 1 — NaeHas yugposas brok-Ouazpamma no Shannon
Crnuka 1 — OcHogHU OueumariHu KOMyHUKayuoHU b6rok-Oujazpam rno Shannon-y

The channel components are as follows:
1. Source as a series of bits.
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2. Encoder converts the original information bit string into an
alternate bit information series with a more efficient presentation of
information. This operation is also called compression. Depending on the
source, compression can be with loss or lossless. The source decoder
returns the received alternative information to the original.

3. The channel encoder preserve a number of bits that are
transmitted through a channel vulnerable to noise, signal distortion, and
interference. It works by converting its input into a new sequence that
has redundancy. The ratio of the number of bits that enters the channel
encoder and the number of bits output from it is called code radio and is
denoted by R, 0 <R <1. The role of the channel decoder is the detection
of a series of bits that entered the encoder of the channel.

4. The modulator converts the output string of the encoder of the
channel into a form corresponding to the given channel. For example, for
a wireless communication channel, a series of bits must be represented
by a high-frequency signal to allow transmission with an antenna of a
reasonable size. The demodulator does the opposite of the modulator,
and it detects the sequence that entered the modulator.

5. Channel is the physical medium through which the modulator
sends its output. The channel can add noise to the signal that passes
through it, and it can interfere with other signals.

Shannon introduced the notion of perfect security in (Shannon,
1949), which means that any intercept signal does not give the attacker
more information than a random signal. According to this theory,
Shannon discovered that for the purpose of secure transmission, the
sender and the receiver in advance need to exchange the relevant key.
Moreover, this pre-shared key should be changed during each data
transfer. This result represents the theoretical basis for a symmetric key

cryptography.

Let the source be completely defined by the list of symbols
S(5,,8;,..-,8,) and the set of appropriate  probabilities
P(s; )ie {lq} whereby it is assumed that the symbols represent a

complete set of mutually exclusive events, z P(s,)=1 Shannon defines

entropy as the amount of uncertainty involved in the value of a random
variable or the outcome of a random process

H(S)= Y P6,)log, =1 ~= - P(s)og,P(s) )

(s;)
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Perfect security is achieved if it is valid
H(M | X)=H(M) (2)
otherwise if code word X is statistically independent of the message M.

In order to be able to broadcast information, the source must have at
least two symbols available. Such a source is called a binary source of

information. It is common to label these symbols as 0 and 1. If P(0)=p,
then P(1)=1-p, so the entropy of the binary source is

H(S)=—-plog,p—(1- p)log,(1— p) information bits. It is clear that
entropy is maximal when the probabilities of the both symbols are equal,
p=1-p=0.5 and then entropy is 1.

Let X and Y be random variables. It is then possible to define
their mutual entropy as H(X;Y)=E[-log, py,(X,Y)], where
Pyy (X,Y) is mutual probability of the density function X and Y then
their mutual information is defined as

Pxy (X,Y)
I(X,Y) = Pyy (X, Y)log, ———— 3)
Xe)(Zy:eY . ’ px (X)pY (y)
ie, mutual information for X and Y can be presented as
1(X,Y)=H(X) - H(X |Y) (4)

where H(X|Y) is conditional entropy which is defined as
HX )= p, (HX Y = ).

Shannon showed that channels can be categorized according to the

parameter C | called channel capacity, which measures the amount of
information that can be transmitted through the given channel. Although

C can be presented in several different units, in the context of the
channel code rate R whose unit is bit information on the channel bit,
Shannon showed that there are codes that provide arbitrary reliable
communication if the code rate meets the conditon R<C . He also
showed that, for R>C  there is no code that provides reliable
communication.

The channel capacity is defined as

C= max 1(XY). (5)
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That is, the capacity is the maximum common information where the
maximization is done through the distribution of the probability of the
channel input P(X).

The transmission system meets Shannon’s definition of perfect
security if the mutual information between the sent signal X (plain text)
and the intercepted signal Y (encrypted text) is equal to zero, i.e.
I(X,Y)=0.

It is not easy to construct a security system that meets the above

criteria. Shannon has proven that one-time pad systems satisfy the
criterion if the key space entropy is greater than or equal to the entropy of

the message space, i.e. H(K) > H(X).

Wyner wiretap channel

In 1975, Wyner introduced a wiretap channel in (Wyner, 1975) and
established the ability to create almost perfectly secure communications
without relying on cryptographic keys. He found the difference between
the two types of noise, one that got the legitimate receiver and the other
that received the wiretapper and showed that it was possible to reach
non-zero secret capacity. He introduced a wiretap channel notation.

Tx= . . Ex
Z ESC oy '
: main :Y g
. » channel = decoder .
5 X,
O encoder :

wiretap P ?
channel e decoder I
BEC pw Z Wx

Figure 2 — Wyner's wiretap channel (Ghen & Gong, 2012)
Puc. 2 — Kanan Wyner wiretap (Ghen & Gong, 2012)
Cnuka 2 — Wyner-os wiretap kaHan (Ghen & Gong, 2012)
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Secret capacity of the data transmission sistem is defined as
C=H(S|2)-HE|Y) (6)

According to Shannon, perfect security requires that 1(S5,2)=0.
Since 1(5,2)=H(S)-H(S|Z), perfect security is achieved when
H(S|Z) is maximal, and that is exactly what Wyner’s security required.

The Wiretap channel does not require the exchange of keys in advance,
and it is enough that the main channel has less noise than the wiretap
channel so that the secrecy of the data transmission system is attainable.

The first question is how practical the implemention of this approach
is. In some applicable scenarios, such as Radion Frequency
Identification (RFID), a channel between an RFID reader and a valid tag
is better than the channel between the tag and the illegal reader, since
the illegal reader must be at a certain distance to avoid detection of the
system.

The second question is how to design an encoder that is efficient,
reliable and secure and how to choose a wiretap code. LDPC and Polar
codes approach Shannon’s channal capacity and meet the required
conditions which can be mathematically defined.

LDPC codes

Wyner and Ozarow used a coset coding strategy (Ozarow & Wyner,
1984, pp.2135-2157) to show that perfect secrecy can be achieved when
there are no errors in the main channel and when the imput alphabet is
binary.

In the 1960s, Gallager (Gallager, 1962) developed low-density
parity-check codes (LDPC codes); however, they were ignored for a long
time because their computer complexity was too great for technology of
that time. LDPC codes have very good decoding performance. In
addition, they have the ability to parallellate in decoding and simple
operations to calculate. The low complexity of computability combined
with parallelism and good performance to correct errors are the main
reasons why LDPC codes attract so much attention.

Despite these advantages, finding good methods for constructing
LDPC codes and their efficient hardware implementation is still a
challenge. Approaching the capacity of the channel implies that infinitely
long codes are used. Different system applications have different
decoding, delay, power and costing performance. These requirements
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limit the size of the code and its hardware implementation. As a result,
different code lengths are recommended for different applications in
order to get good performance and to meet the hardware requirements.
LDPC codes can be applied in wireless, wired and optical communication
systems, as well as on magnetic and compact discs. These are the
reasons why it is a challenge to find ways to construct a fixed-length
LDPC code and speed with good performance.

Implementation of LDPS codes in Wyner’s wiretap
channel

Wiretape encoding maps k message bit into the entire n-

dimensional space. Therefore, there are 2"* code words for each
message. One of them is randomly selected and transmitted through a
wiretap channel. This coincidence is essential in securing the secrecy of
the transmission through the wiretap channel.

Let there be a linear correcting code that has G as a matrix
generator. The code C is a subspace of space {0,1}n with 2% elements.
According to the theory of error correction codes, every coset has
cardinality 2" , and there are 2" total of them, so cosets completely

divide the 1 -dimensional space into nonoverlapping subspaces.
Let Alice and Bob want to secretly exchange messages in Wyner's
wiretap channel and let Eva want to listen to the exchange of messages.

Alisa starts the communication procedure by choosing the message m
length of the syndrome k. It is a secret message to be transmitted to
Bob, and Eva cannot reconstruct it. Alisa finds a matrix base G for the
complementary subspace C of the subspace of the code C. C and its
complement C together make up the entire n-dimensional space of
binary vector lengths n, ie. CUC :{0,1}” Alice then generates a

random sequence of lengths n—k. This is a uniformly distributed
random vector, generated so that neither Bob nor Eva have any
information about it. Alice then performs the following coding procedure

X = [mu]{G }:mG +UuG

G
the code word X is then transmitted via the wiretap channel. According
to the definition, uG is the valid code word of the code C, while the
message m determines one coset of the code C the cardinality of which
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is 2. Alisa sends X throught the wiretap channel. Bob receives the

code word X without error. Its goal is to decode the message m, so he
applies the following procedure

Hx" = HmG +uG)" = H(MG )'.
Note that Bob does not need to use information about a random
vector U. He is in a favorable situation because the message is a

syndrome and that each of the 2" words in the coset serves equally
well to get the message. Eve's goal is the same as Bob's, but her

channel is worse than Bob's, so she gets a code word with the noise X .
The randomized code schema along with a careful code design ensures

that the noisy code word X reveals to Eva very little or no information
about the sent message m.

The parity check matrix H is of a form [A BJ, where the matrix
B has to be non-singular (i.e. inverse must exist. There is an evidence
that every linear code C with the generating matrix G is equivalent to a

linear code C whose generating matrix G is derived from matrix G by
bringing in reduced row echelon form - RREF), (Hofman et al, 1992).

This allows us to select a unity matrix for the matrix B without
additional constraints. The generating matrix G can be constructed as

G= [In—l (BflA)T]

If the code C is self-dual then G = H and the matrix A must have
a trait AA"=0. If the matrix A is randomly generated, then it is
necessary to calculate the matrix G before starting the coding.

For simplicity, suppose that the matrix G=[I P], then
H=[P" 1] itis necessary to calculate the matrix G. By definition,

x=[m u][G }:mG +uG. When decoding, we need to get

G
xH™ =m, respectively
(mG*+uG)HT =mGH" +UGH' =mG'H" =m
0
follows is that G H™ = | . Let the matrixbe G =[G, G,], then
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GH'=[G, G,H"=[6, G,]IP" IT =[G, GZ]{P}:
I
GP+G,I =GP+G,=1
That is, there is a mutual dependance between the matrices G, and
G, . If the matrix G, is generated in a random way, we can calculate the
matrix G, as G,P+1 .

It has been experimentally shown that for the parity check matrix of
the form mx2m as the matrix G, unity matrix can be chosen without

increasing mutual information, that speed up encryption since the matrix
multiplication is eliminated. This significantly reduces the execution time

of the algorithm in the case of a large matrix. In this case, the matrix G,

is calculatedas IP+1=P+1.

The construction of the self-dual code requires more time in the
design of the generating and parity check matrix, but allows faster
encoding. On the other hand, for non-self-dual codes, it is possible to
construct the generating and verification matrix more quickly, but it takes
extra time to generate a matrix G necessary for successful encryption.

The advantage of Wyner's wiretap coding in relation to other types
of secret information transmission is that the attacker knows the code
process as well as the legitimate participants in the communication and
there is no pre-established secret key. The only condition is that
legitimate participants have a better channel than an attacker.

Experimental results

For the needs of the simulation, wiretap codes are based on the use
of the coset code scheme. The generating codes and the parity check
matrix are constructed as follows:

H=[P 1]iG=[l pT]
For such constructed matrices, the bit error rate, mutual information

and the rate of execution of the encoding are experimentally checked.
Particular cases were considered for different constructions of the matrix

G. For an arbitrary size of the code C(n,m), the matrix G is constructed
in the following way G :[A (pT A+|)T], where the matrix P is a

matrix from H =[P 1], and a matrix A is randomly generated. For the
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code of forms C(2m,m), it is possible to construct a matrix G as
G =[I P+1].

Three cases are considered:
1. Code C has C(n,m) form,

2. Code C has C(2m,m) form and the matrix G has
G =[A (PTA+|)T]form.

3. Code C has C(2m,m) form and the matrix G has
G =[l P+1] form.

Description of simulation

To modulate the messages in the simulation, QPSK (Quadrature
Phase Shift Keying) modulation was selected. The selected channel is
AWGN (additive White Gaussian Noise). The simulation is conceived as
follows:

1. A random message of 1024 bits is generated. Then, depending on
the used code, it takes the multiplication of the number of bits that
is taken in the given wiretap code as information content.

2. Define the number of passes per signal-to-noise ratio in the
channel in order to obtain the mean values and to obtain correct
results. The number of passes is 50.

3. A simulation of the transmission of information content is initiated,
with the signal-to-noise ratio going from 01 to 14 (S/Nratio).

A channel with the current signal-to-noise ratio is created.

Message is coded by a chosen code.

Message is modulated by QPSK modulation.

Transmission over the AWGN channel is simulated.

The demodulation of the received signal is performed.

An error is calculated at the transmission layer.

The received message is decoded.

An end-to-end error is calculated.

The mutual information between sent and received

message is calculated.

j.  The time of encoding initial message is calculated.
4. The mean error value at the transmission layer and the end-to-end

error for each value S/ Nratio for the selected code is calculated

TTQ@ ™m0 a0 T

909

Kuljanski Mari¢, S., LDPC codes for physical layer security, pp.900-919



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2018, Vol. 66, Issue 4

5. The mean value of the mutual information for each value
S/ Nratio for the selected code is calculated.

6. The coding time for the selected code is calculated.

7. Draw graphics.

LDPC codes of the form C(n,m)

Among the codes of the form C(n,m) the next codes are compared
C(51232), C(51264), C(512128), C(512256), C(512384),
C (512 ,448) , C (512 ,480 ) j C(512/496).

Bit error rate for the codes of the form C(n,m)

This feature was compared to pure BER on the channel (between
the modulator and the QPSK demodulator) and the total BER on the
system from the source of the message to the destination, end-to-end.

Bit errar rate for codeword of 512 hits

k[ # opsk AR

. **‘b* )
+ 32 hit message *;_ﬁe *
B4 bit message e
1%k 123 bit message T 4
—-—--246 bit message o+ 4
— — —354 bit message +
-5 " * ¥
0 445 bit message e
480 bit message
—-—-- 496 bit message
1

! L I L L
0 2 4 b i) 10 12 14

Figure 3 — BER for the code C(512,m), m <512 depending on the syndrom length

Puc. 3 — BER dns koda ¢hopmbr C(512,m), m <512, e 3asucumocmu om
rnpodosrmKkumenibHocmu cuHopoma
Cnuka 3 — BER 3a k00 o6nuka C(512,m), m <512, y 3asucHocmu 0d OyxuHe
CcuHOpoma

As expected, the best BER has the code C(512,32), while the code
C(512,496) has the worst BER.
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Mutual information for the codes of the form C(n,m)

Figure 4 shows an increase in transformation as the signal-noise
ratio increases. If the recipient has a signal-to-noise ratio above 12,

which according to work (Baldi, 2014)

is expected from the main

channel, and the eavesdropper has a degraded channel, then the
secrecy capacity could be calculated as the difference of these two
transformations multiplied by the signaling speed that would have been

used.

The bigest slope has the code C(51232), while the code
C(512,496) has the smallest slope.

hutual information for codeword of 512 bits

+ 32 bit message

B4 hit message
128 bit message
—-—-25E bit message
— —— 384 bit message
10° 443 bit message
- 480 bit message
—-—- 496 bit message

}

r
Al C
L

L

'
N

i ,r’]l; e
s

Figure 4 — Mutual information for the codes C(512,m), m <512 depending on the
syndrom length
Puc. 4 — CosmecmHasi uHgpopmayusi o kody popmbi C(512,m), m <512 e

3a6UcUMOCMU 0m MPOAOKUMENTbHOCMU CUHOPOMa
Cruka 4 — 3ajedHudka uHgopmayuja 3a kod obruka C(512,m), m <512 y

3agucHocmu 00 OyXuHe CUHOpoma

Execution speed for the codes of the form C(n,m)

Encoding execution time increases with increasing the length of
basic information. Based on the measurement of BER and common

information, it is clear that the best code is C(512,32). However, this
code takes the most time to encode, as shown in Figure 5.
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Execution time for codeward of 512 bits

* 32 bit message
B4 bit message

e 128 bit message
— - —-256 bit message
R —— —3B4 bit message
m,"J [ + 448 bit message
m 480 bit message

# 496 bit message

! L L L
0 2 4 5 8 10 12 14

Figure 5 — Execution time for the codes C(512,m), m <512 depending on the
syndrom length
Puc. 5 — Bpemsi ebinonHeHusi no kody gpopmbl C(512,m), m <512 e 3asucumocmu om
npodormkumernbHocmu cuHopoma
Cnuka 5 — Bpeme usspwasatsa 3a kod obnuka C(512,m), m <512 y sasucHocmu 0d
dyxxuHe cuHOpoma

LDPC codes of the form C(2m,m)

For the codes of the form C(2m,m), it is possible to make certain

changes in the creation of the matrix G that lead to a significant speed
up in the execution of the encoding function. Among the codes of the

form C(2m,m) codes C(3216), C(6432), C(12864), C(256,128),
C(512,256) and C(1024512) are compared.

For each of these codes, two matrices G are created. One in a
standard way, and the other in a simplified form for speeding up the
encoding process.

Bit error rate for the codes of the form C(2m,m)

In Figures 6 and 7, it can be noticed hat there is no increase in the
bit error rate if the matrix G is constructed simpler for the codes of the
form C(2m,m).
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Eit error rate for codeword of 512 bits

+ QpPsK S
. + 16 bit message m 'H” “’
o 32 bit message ik | 3
64 bit message * ﬂ |
= —— — 128 hit message H, [l
107 F| ———256 hit message Pl <
512 bit message b
. 1024 bit message

107 T T L L L !
u] 2 4 B g 10 12 14

Flgure 6 — BER for the code C(2m,m); m<n depending on the codeword length for the

matrix G~ constructed in the standard way
Puc. 6 — BER 0ns koda gopmel C(2mM,m); M < N 6 3agucuMocmu om euYuHb!

k0008020 crio8a Orii cmaHOapmHo20 co30aHuUsi Mampuubl G"
Cnuka 6 — BER 3a ko0 o6riuka C(2m,m); M < N y 3asucHocmu 0d Oyx)uHe KodHe peyu

3a cmarOapdaH Ha4YuH Kpeuparba Mmampuue G

Bit error rate for codeward of 512 bits

+  QPSK
+ 1B bit message
1tk 32 bit message
B4 bit message
— —— 128 hit message
10 L — —— 256 hit message
512 bit message
1024 bit message

10° 1 I L L I I
o 2 4 B g 10 12 14

Al

Figure 7 — BER forthe codes C(2m,m),; m <n depending on the codeword length for

the matrix G~ constructed in a simplified way
Puc. 7 — BER 0nsi koda ¢popmbl C(2m,m); M <N & 3agUcumMocmu om eeuyuHbl

K0008020 cri08a 01151 YrPOUWEeHHO20 co30aHusi Mampuuybl! G”
Crniuka 7 — BER 3a kod obnuka C(2m,m),; m <n y 3agucHocmu 00 dyx)uHe KoOHe pequ

, N
3a nojedHocmaerbeH HaduH kpeuparba mampuue G
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Mutual information for the codes of the form C(2m,m)

Also, in Figures 8 and 9, it is seen that mutual information does not
increase for different constructions of the matrix G.

Depending mutual information on codeword length

16 bit message m
o I

32 bit message r ,._J-’Av,“.
B4 bit message ' e
—-—+-128 bit message R Ny
— — — 256 hit message Sl
0 512 hit message
1024 bit message ; A

Figure 8 — Mutual information for the code C(2m,m); m <n depending on the codeword

length for the matrix G’ constructed in the standard way
Puc. 8 — CosmecmHas uHghopmauyusi o kody ¢gpopmel C(2m,m); m<n e 3agucumocmu

*
om eesnu4uHbI k0008020 crioea s cmaHdapmHo20 co3daHusi Mampuubl G
Criuka 8 — 3ajedHuyKa uHgbopmayuja 3a k00 obniuka C(2m,m); m<n y 3agucHocmu 00

OyxuHe koOHe peyu 3a cmaHdapdaH HayuH kpeupara mampuye G

Depending mutual information on codeward length

e
+ 1B bit message /’“’If’
32 bit message ot
-++-+B4 bit message P s
—-—-126 bit message S
— — — 256 hit message !
10" 512 hit message )
-+ 1024 bit message v oo

Figure 9 — Mutual information for the codes C(2m,m); m<n depending on the

codeword length for the matrix G’ constructedin a simplified way
Puc. 9 — CosmecmHas uHgopmauusi o kody ¢gpopmel C(2m,m); m<n e 3asucumocmu

0m 8esUYUHbI K0A0BO20 CII08a OISl YIPOLUEHHO20 co3daHusi Mampuubl G
Criuka 9 — 3aje0HuyKa uHgbopmayuja 3a kod obniuka C(2m,m); m<n y 3asucHocmu 00

OyxuHe KoOHe peyu 3a nojedHocmassbeH HaduH kpeuparba mampuue G
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Execution time for the codes of the form C(2m,m)

In Figures 10, 11 and 12, it can be noticed that the execution time in the
standard matrix G creation is greater than the execution time if a simplified matrix
G is used. This feature is more noticeable for codes for a longer codeword.

' Execubon ime za kod C32, 16)

standardna G*

pejedrnstadjona G*

Figure 10 — Execution time for the codes C(32,16) depending on the codeword length

for the matrix G* constructed in the standard way and the matrix G* constructed in a
simplified way
Puc. 10 — Bpems BbINOAHEHNS NO Kody C( 32 ,16) ONA cTaHO4apTHOro co3gaHus
maTpuusl G* 1 ynNpoLeHHoro cosaaHus matpuusl G~
Cnuxa 10 — Bpeme usBpLuaBatba 3a kog C(32,16) 3a cTaHaapaaH HauuH kpeupatsa

maTpuue G” 1 nojedHOCTaBIbeH HauMH Kpenpara matpuue G~

' Execution brne za kod C(512, 255)

standardna G
pogednostadiena 5*

Figure 11— Execution time for the codes C(512,256) depending on the codeword length

for the matrix G” constructed in the standard way and the matrix G constructed in a
simplified way
Puc. 11 — Bpewmsi ebinonHeHusi o kody C(512,256) O0n1s cmaHdapmHo20 co3daHusi
mampuubl G” u yrnpoweHHo2o coddaHus mampuusl G
Cniuka 11 — Bpeme usepluaearba 3a ko0 C(512,256) 3a cmaHdapdaH HayuH Kpeuparba

mampuue G~ u nojedHocmas/beH HayuH Kpeupama mampuue G*
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Execution tire za kod C(1024, 512)

standardna G*
pojednostavljena G*

Figure 12 — Execution time for the codes C(1024 512 ) depending on the codeword

length for the matrix G” constructed in the standard way and the matrix G* constructed
in a simplified way
Puc. 12 — Bpewmsi ebinonHeHus no kody C(1024 512 ) dna cmaHdapmHozo co30aHus
mampuusl G” u ynpouweHHo20 co3daHus mampuusl G
Cnuxa 12 — Bpeme usspwasara 3a k00 C(1024 512 ) 3a cmaHOapdaH Ha4yuH

kpeuparsa Mampuuye G~ u nojedHocmassbeH HayuH Kpeupama Mampuue G

Conclusion

Progress in wireless communication over the past two decades,
especially at the physical layer, enables error control techniques. The
aim of the paper was to present LDPC codes and their practical
implementation as well as some modulations of implementation that lead
to acceleration. These codes, together with Turbo codes, represent the
basis of the digital and mobile revolution (3G and 4G networks) that
began at the beginning of this century.

During the experimental comparison of differently constructed
codes, what is measured is the error rate bit, the mutual information for
the plain text and the encoded text, as well as the execution time for
different lengths of the code. The expected conclusion is that the error
rate bit is better when the syndrome is shorter, and the code word is
longer. The same applies to mutual information. However, codes with a
longer syndrome are performed faster. Accordingly, one must find the
trade-off between the speed of execution on the one hand and the
transmission of common information and the bit error rate on the other.
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The scientific research process could be aimed at constructing and
checking the properties of Gallager’s, MacKay’s and protograph codes as
the main representatives of randomly constructed LDPC codes. The
methods for the construction of codes based on Euccidal geometry and
on combinatorial designs could also be studied, as the representatives of
structured constrained LDPC codes.
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HU3KOIMJIOTHOCTHBLIE KOObl OJ1A 3SAWNTbI OAHHBLIX HA
PN3NYECKOM YPOBHE

CoHs P. KynsiHckn Mapuy

BoopyxeHHble cunbl Pecnybnuku Cepbusi, F'eHepanbHbii WwWTab,

YnpasneHve nHhopmaTrki 1 TenekoMmyHukaumm (J-6),

LleHTp npuknagHoi MaTemMaTKN 1 3NEKTPOHUKM,
r. benrpag, Pecnybnuka Cepbus

OBNACTDb: npuknagHas matemaTtumka
BWO CTATbW: npogeccroHanbHas ctaTbs
A3bIK CTATbW: aHrnuickuin

Pe3some:

becriposodHass KOMMYyHUKauusi cmasia HeombeMsieMol  4acmbio
cospemeHH020 mupa. K coxaneHuro, 6ecripogoOHasi nepedaya OaHHbIX
umeem u ceou Hedocmamku, mak Harpumep, makol eud Cesi3U OYeHb
ydobeH dnsi npocrnywusaHusi. becripoeodHasi ces3b 0bbIYHO 3awjuueHa
rpomokonamu wughposaHusi romoka OaHHbIX, KOMOpble OCHOBaHbI Ha
Kpunmozpagu4yecKux anzopummax. BesonacHocms OaHHbIX
obecriequsaemcss 3@ c4Yem  C/IOXHbIX  8blYUC/IEHUU,  KOmMopbie
HEeB03MOXHO Mpou3eecmu 8 pearlbHOM epeMeHu. B obrnacmu meopuu
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uHehopmayuli cywecmsyem auriomesa O moM, Ymo Mpocrywusaruee
ycmpoulcmeo umeem HeozpaHU4YeHHbIe 8bI4UCIIUMESTbHbIE
803MOXHOCMU, MO3MOMYy 8 OaHHOM Cilydae UCIMOb308aHUe ObbIYHbIX
Kpunmoepaghu4ecKux fpomoKosio8 He coecem HadexHo. Bmecmo amoeo
npedrnonazaemcss, 4Ymo Yy 3aKOHHO20 roslydamenisi  COObLEHUs
KOMMYHUKaUUOHHBIU KaHas fyquwe, YeM KaHas C Komopozo eedemcsi
npocnywusaHue. W amo  ¢busuyeckoe  rnpeumywiecmeo  Oaem
B803MOXHOCMb MPUMEHEHUSI CXeMbl CJlydaliHo20 KoOuposaHusi Ons
nepedayu UHgopMauyuu Ha (pu3u4eCKOM ypoeHe. 3Omu  cxembl
yHKYUoHUpyrom  6e3  npedsapumeribHoO20  ObMeHa  KioYamu
6esonacHbiIM  MemodoM, makuMm o06pa3oM 3awuma 3moz0 YPOBHS
cmpemumcsi K 3Ha4umersibHOMY YrpOWEHUIO YrpaesneHusi Kiodamu 8
KOMMYHUKaUUOHHOU cucmeme. B KoHUe rpowrio2o u Hayasne amozo 8eka
podunack udesi 0 MPUMeHeHUU HU3KOMIIOMHOCMHbIX Ko0o8 01151 3aujumal
Ha ¢husudeckom yposHe. B daHHoU cmambe nipumeHeHa modesns Wyner
KOMMYHUKaUUOHHO20 KaHara, a 0ns nepedadu uHgopmayuu ro 3momy
KaHary 6binu pa3pabomaHb! HUKOMIOMHOCMHbIE KOObI.

lMpusedeH cpasHUMesbHLILU aHanu3 efasHo2o asneopumma U €20
Moduchukayuli Ha OCHO8aHUU Ccriedyrouux napamempos: nepedaya
cosemecmHoll UHghopMmayuu, 4acmoma owubok no 6umam (BER) u
CKOpoCMU 8bIrNofIHEHUsI. Takxe rposedeH CcpasHUMEsbHbIU aHamu3
pabombl anzopumma ¢ pasfuYHbIMU 8eIUYUHAMU HU3KOMIOMHOCMHbBIX
K0d08, Ha OCHOBaHUU 8bilernpueedeHHbIX napamempos.

Kntouesble crioga: HU3KOMIOMHOCMHbIE KOObI, 3awjuma OaHHbIX Ha
¢usuyeckomM yposHe, kaHan Wyner wiretap.

LDPC KOAOBW 3A NMOTPEBE 3AWTUTE NOOATAKA HA
PUN3NYKOM HNBOY

Coma P. KyrbaHckn Mapuh

Bojcka Cpbuje, NeHepanwiTab,

YnpaBa 3a TenekoMyHukaumje n uHdopmaTtuky (J-6),
LleHTap 3a npumerseHy MaTeMaTuKy U eneKTPOHUKY,
Beorpag, Penybnuka Cpbuja

OBNACT: npumeheHa MaTemaTtumka
BPCTA UJTIAHKA: cTpy4H/ unaHak
JESWNK YJTAHKA: eHrnecku

Caxemak:

bexuyHa KOMyHuUKauuja je ceerjpucymHa y OaHalwHeM ceemy.
Haxkanocm, 6exudyHu npeHoc rnodamaka je no npupodu emumosar-a
nozodaH 3a npucnywkusare. 0Oge ege3e cy O0BUYHO oOcucypaHe
pomokonuMa 3a eHKpUruujy Koju ce ocrnamajy Ha Kpunmozpaghcke
aneopumMe U d4uja ce 6e3bedHocm 3acHuea Ha CrioKeHocmu
uspadvyHasarba U Hemoz2yhHocmu u3padyHaearba y peasiHOM 8peMeHy.
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Xunome3sa y obnacmu meopuje uHgopmauyuja jecme da npucrywkKusay
uMa HeoepaHu4YeHe padyHapcke MoayhHocmu, na je kopuwhere
yobuydajeHux KpunmozpagbcKux fpomoKosa HecuaypHo. Ymecmo moaa
y800u ce npemriocmaska 0a fie2umuMHU fpumarnay, nopyke uma 6osbu
KOMYHUKaUUOHU KaHasl 00 eHmumema Koju npucriywkyje. Ha ocHosy ose
¢usuyke rnpedHocmu mMoeyhe je Kopucmumu weme 3a CrydajHoO
KoOupar-e 3a MpeHoc UHgopmauuja Ha ¢usuykom Hueoy. Ose weme
yHKyuoHUWY 6e3 npemxodHe pa3MeHe majHUX Kiby4yeea Cu2ypHUM
fymewm, na 3awmuma Ha 080M HUBOY mexu 0a 3Ha4ajHo rnojedHocmasu
yrnpaesbarbe KibydYeeuma y KOMyHUKauuoHUM cucmemuma. Kpajem
rpowisioz U rnovYemxkoM 0802 eeka jasurna ce udeja da ce LDPC kodosu
rpUMeHe rpUuKoM 3awmume Ha ¢hu3uykom HUeoy. Y pady je kopuwheH
Wyner-oe molen KoMyHUKayuOHO2 KaHasia, a 3a fpeHoc UHgopmauyuja
Kpo3 oeaj kaHarn koHcmpyucaHu cy LDPC kodosu. BpuweHo je ropehere
pada OCHOBHO2 anesopumma U Hez208e MolugbKkayuje Ha OCHO8Y
crnedehux napamemapa: npeHoca 3ajedHuyke UHghopmauyuje, bit-error
rate-a u 6p3uHe usepwasarba. Takohe, epuieHoO je ropeherwe pada
aneopummMa 3a pasnudume eenuyuHe LDPC kodosa Ha OcHogsy
HaseOeHUX NMapamemapa.

KmbyyHe peuu: LDPC kodoesu, 3awmuma rnodamaka Ha ¢hu3Uu4Kom
Hueoy, BajHepoe wiretap kaHarl.
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