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Abstract

Trust modelling is a challenging issue due to the dynamic nature of distributed systems and the unreliability
of self-interested agents. In this context, the Agent Reputation and Trust (ART) Testbed has been used to
compare trust models in two Spanish competitions in 2006 and 2007 and several international competitions.
In this paper we describe the model we have presented to the Spanish competitions. We propose a trust
model that uses the discrepancy between the information provided by other agents and its own experience
in order to anticipate their actions, instead of using that discrepancy as a source of dishonesty and distrust.
In addition we propose a cognitive model based on motivational attitudes to implement adaptive behaviors.
Various implementations of this trust model have participated in the competitions; one was the winner of
the first Spanish competition in 2006, the other won a combined game that included the participants in the

two Spanish competitions.

1. Introduction

Trust is a universal concept that plays a very im-
portant role in social organizations as a mech-
anism for reducing the risk of social interactions
and maximizing the utility obtained from such in-
teractions. Therefore, modeling trust in open dis-
tributed systems such as agent systems becomes
a critical issue since their offline and large-scale
nature weaken the social control of direct inter-
actions.

Sometimes there are objective and universal crite-
ria to evaluate the quality of interactions (prod-
ucts/services provided by them). In such cases,
trust can be inferred from certificates issued by

third parties that verify such objective criteria.
Unfortunately, there are many application do-
mains in which the evaluation criteria is subjec-
tive (books, films, web pages, leisure activities,
consulting services, technical assistance, etc.) and
can be obtained only through local interactions.
As a consequence, when a set of universal ob-
jective evaluation criteria is not available, agents
have to relay on their own, subjective believes, to
assess the trustworthiness of potential interaction
partners.

One of the most effective ways to infer trust
is through reputation-based mechanisms of so-
cial control [2]. Broadly explained, it consists of
agents that form opinions about other agents
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based on their past interactions, as well as from
reports of third-party agents in order to improve
the quality of decisions. Reputation is a concrete
valuation that can be used to build trust in oth-
ers. Usually, the group of people with good repu-
tation (collaborators, colleagues and friends) that
cooperates with a particular person to improve
the quality of decisions forms an informal social
network [20]. In this context, trust and reputation
are strongly linked.

Due the many dimensions and application con-
texts, a breadth and diverse collection of trust
and reputation models for multi-agent systems
has been developed in recent years, without uni-
fied direction or benchmarks. Based on enthusi-
astic response from the agent trust community,
the Agent Reputation and Trust (ART) testbed
[7] (http://www.art-testbed.net/) initiative was
launched in 2005, charged with the task of estab-
lishing a testbed for agent trust and reputation-
related technologies. This testbed serves in two
roles: (1) as a competition forum in which re-
searchers can compare their technologies against
objective metrics, and (2) as a suite of tools
with flexible parameters, allowing researchers to
perform customizable, easily-repeatable experi-
ments.

In this paper we describe our particular trust
model and how can it be tested using the ART
testbed. Moreover, we comment on the results we
have obtained in the 2006 and 2007 Spanish ART
competitions.

The paper is organized as follows: section §2 dis-
cusses two trust models that have been proposed,
followed by a description of our model and its
mapping to the ART testbed in §3. Finally, §5 ex-
plains the results of our participation in the Span-
ish ART testbed competions in 2006 and 2007,
and sums ups the contributions of our work.

2. Related work

Several trust models have been proposed; two of
the most cited reputation models are SPORAS
and HISTOS [22]. SPORAS is inspired in the
foundations of the chess players evaluation sys-
tem called ELOS. The key idea of this model
is that trusted agents with very high reputation

experience much smaller changes in reputation
o acmmte it T vt ot QDO AQ s

the standard deviation of such measure.

HISTOS is designed to complement SPORAS
by including a way to deal with witness infor-
mation (personal recommendations). HISTOS in-
cludes witness information as a source of reputa-
tion through a recursive computation of weighted
means of ratings. It computes reputation of agent
1 for agent j from the knowledge of all the chain
of reputation beliefs corresponding to each possi-
ble path connecting i and j. In addition, HISTOS
plans to limit the length of paths that are tak-
en into account. To make a fair comparison with
other proposals, that limit should be valued as 1,
since most of the other views consider that agents
communicate only their own beliefs, but not the
beliefs of other sources that contributed to their
own beliefs of reputation. Based on these princi-
ples, the reputation value of a given agent at it-
eration 4, R;, is obtained in SPORAS recursively
from the previous one R;_; and from the subjec-
tive evaluation of the direct experience DE;:

Ri=R;_1+ % -®(R;,_1) - (DE; — R;—1)
Let 6 be the effective number of ratings taken in-
to account in an evaluation (6 > 1). The bigger
the number of considered ratings, the smaller the
change in reputation. Furthermore, ® stands for
a damping function that slows down the changes
for very reputable users:

1
—(R;j_1—-D)

1+e G

®(Ri_y)=1-—

where dominion D is the maximum possible rep-
utation value and o is chosen in a way that the
resulting ® would remain above 0.9 when reputa-
tions values were below % of D.

Another well known reputation model is due
to Singh and Yu. This trust model [21] uses
Dempster-Shafer theory of evidence to aggregate
recommendations from different witnesses. The
main characteristic of this model is the relative
importance of fails over success. It assumes that
deceptions cause stronger impressions than sat-
isfactions. It then applies different gradients to
the curves of gaining/losing reputation in order to
lose reputation easily, while it is hard to acquire
it. The authors of this trust model define differ-
ent equations to calculate reputation according to
the sign (positive/negative) of the received direct
experience (satisfaction/deception) and the sign

~F +Tha vratriatie ramiitatrinan carractardirag FA Fha
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Instead of Dempster-Shafer theory, Sen’s reputa-
tion model [19] uses learning to cope with rec-
ommendations from different witnesses. Unfortu-
nately learning requires a high number of interac-
tions and a relatively high number of witnesses to
avoid colluding agents benefiting from reciproca-
tive agents.

Another remarkable reference in the field is Re-
GreT [17]. The ReGreT model takes into account
three ways of computing indirect reputation de-
pending on the information source: system, neigh-
borhood and witness reputations. Note that wit-
ness reputation is the one that corresponds to the
concept of reputation that we are considering. Re-
GreT includes a measure of the social credibility
of the agent and a measure of the credibility of the
information in the computation of witness repu-
tation. The former is computed from the social
relations shared between agents. It is computed
in a similar way to neighborhood reputation, us-
ing third party references about the recommender
directly in the computation of how its recommen-
dations are taken into account. In addition, the
latter measure of credibility (information credibil-
ity) is computed from the difference between the
recommendation and what the agent experienced
by itself. The similarity is computed by matching
this difference with a triangle fuzzy set centered
on 0 (the value 0 stands for no difference at all).
The information credibility is considered relevant
and taken into account in the experiments of this
present comparison. Both decisions are also, to a
certain degree, supported by the authors of Re-
GreT, who also assume that the accuracy of previ-
ous pieces of information (witness) are much more
reliable than the credibility based on social rela-
tions (neighborhood), and they reduce the use of
neighborhood reputation to those situations were
there is not enough information on witness repu-
tation. The complete mathematical expression of
both measures can be found in [16]. But the key
idea of ReGreT is that it also considers the role
that social relationships may play. It provides a
degree of reliability for the reputation values, and
it adapts them through the inclusion of a tem-
poral dependent function in computations. The
time dependent function p gives higher relevance
to direct experiences produced at times closer to
current time. The reputation held by any part at
a iteration 7 is computed from a weighted mean
of the corresponding last 6 direct experiences:

j=i

i=i—0

for iteration 4, and p(i, j) is a weight applied to ev-
ery W; based on the age of the experiences (older
experiences have lower impact), and is calculated
using the function below:

_fG)
- k=1 .
Zk:;—e f(k7 Z)
where ¢ > j. Both represent the time or number
of iterations of a direct experience. For instance,

a simple example of a time dependent function f
is:

p(i, 7)

. J
f(.]? 7’) - i
ReGreT also computes reliability with the stan-
dard deviation of reputation values, computed
from:
j=i
STD-DVIT;=1- > p(i,j)- | W; — R |

j=i—6

ReGreT, however, defines reliability as a convex
combination of this deviation with a measure,
0 < NI < 1, whether the number of impressions,
i, obtained is enough or not. ReGreT establishes
an intimacy level of interactions, itm, to repre-
sent a minimum threshold of experiences to ob-
tain close relationships. More interactions will not
increase reliability. The next function models the
level of intimacy with a given agent:

if(i € [0,itm]) — NI = sin(

.Z‘)’

T
2 itm
Otherwise — NI =1

Another trust model that is especially relevant
to our work is due to Abdul-Rahmman [1]. This
model does not take into account direct experi-
ences, instead it draws on reputation as the only
source of information to build trust. While other
models combine witness information with direct
infomation to infer trust on a target agent, this
model uses direct experience to evaluate and cor-
rect the information provided by witnesses about
the target agent. In this model, reputation is rep-
resented as a discrete belief with four possible val-
ues: very trustworthy, trustworthy, untrustworthy
and very untrustworthy. The main contribution of
this model is the use of the discrepancy between
direct experience and witness information to infer
trust on a third agent: prior to combine the infor-
mation about a given agent provided by a number
of witnesses, this information is adjusted accord-
ing to previous information coming from that wit-
ness about any other agent and the experienced

A1t rmrrac Fhat crirmmert Zirvralidatra criebh T fAarre e



32

Inteligencia Artificial Vol. 12, N° 39, 2008

information according to the semantic closeness
between the witness and oneself (how different
they “think”); giving more importance to the in-
formation provided by agents that are perceived
as being akin in terms of their cognitive models
or preferences.

FIRE [11] is a trust and reputation model that
integrates information coming from four different
sources: interaction trust, role-based trust, wit-
ness reputation and certified reputation. Interac-
tion trust is built from the direct experience of an
agent, in particular, the direct trust component
of ReGreT is exploited in this model. Role-based
trust is based on relationships between the agents,
which is mostly domain-specific. Witness infor-
mation is built from reports of witnesses about
an agent’s behavior. Certified reputation is a nov-
el type of reputation introduced by the authors,
which is built from third-party references provid-
ed by the agent itself. Certified reputation plays a
similar role to what we call advertisements, since
in both cases an agent ¢ that has just joined the
environment can make some assessment of the
trustworthiness of another agent j, based on the
certified reputation or advertisements provided
by the agent j itself. The main limitation of the
FIRE model in [11] is that all agents are assumed
to be honest in exchanging information.

Another approach when agents are acting in un-
certain environments, is to apply adaptive filters
such as Alpha Beta, Kalman and IMM [14, 5].
These filters have been recognized as a reasoning
paradigm for time-variable facts within the Arti-
ficial Intelligence community [15]. Making time-
dependent predictions in noisy environments is
not an easy task. They apply a temporal statis-
tical model to the noisy observations perceived
through a linear recursive algorithm that esti-
mates a future state variable. Particularly, when
they are applied to reputation modeling, the state
variable would be the reputation, while observa-
tions would be the results from direct experiences.

From an Artificial Intelligence perspective, rep-
utation models embedded in agents should in-
volve a cognitive approach[13]: enriching the in-
ternal model for making cooperative and com-
petitive decisions rather than enriching the ex-
changed reputation information. In contrast to
socio-cognitive models, computational models in-
volve a numerical decision making, made up of
utility functions, probabilities, and evaluations
of past interactions. The combination of both

P Y e R I DN R, D R I T P

reasoning mechanisms behind human decision-
making. In this paper we present a trust modeling
framework that combines both views, since it as-
sumes the cognitive stance, but uses a numerical
approach.

Other researchers have proposed a socio-cognitive
view of trust [12, 6, 3]. Schillo’s model [12] dis-
tinguishes between two types of motivations for
trust: honesty and altruism. A more enriched
model is from Castelfranchi and Falcone [6] who
claim that some other beliefs in addition to rep-
utation are essential to compute the amount of
trust of a particular agent: its competence (abil-
ity to act as we wish), willingness (intention to
cooperate), persistence (consistency along time)
and motivation (our contribution to its goals).
For the authors, these beliefs should be taken in-
to consideration in determining how much trust is
set on this agent. Brainov and Sandholm [3] high-
light the relevance of modeling opponent’s trust,
because, if this outside trust was not taken into
account, this would lead to an inefficient trade be-
tween agents involved. Thus both agents would be
interested in showing the trustworthiness of the
counterpart to allocate efficiently resources.

Another example of a socio-cognitive approach is
the fuzzy reputation agent system (AFRAS) by
Carbo et al. [4], which supports the fuzzy nature
of the reputation concept itself. It uses fuzzy logic
to represent reputation since this concept is built
up with vague evaluations (they depend on per-
sonal and subjective criteria), uncertain recom-
mendations (malicious agents, different points of
view), and incomplete information (untraceabili-
ty of every agent in open systems). Furthermore,
reliability of fuzzy reputation is implicit in the
shape of the corresponding fuzzy set. Addition-
ally it also includes other beliefs that intend to
represent an emotive characterization of agents
including shyness, egoism, and susceptibility. It
also includes a global belief and a global adap-
tation value of agent interaction, referred to as
remembrance. This attribute determines the rel-
evance given to the last direct interaction when
updating trustworthiness. It represents the gener-
al confidence of the agent on its own beliefs. The
more success is achieved in predicting the behav-
ior of a particular agent, the more relevance is
applied to the already asserted beliefs over future
experiences with any agent (not only that partic-
ular agent).
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3. The DEAR trust and rep-
utation model

A general definition of trust embraces many di-
mensions, for instance: to have belief or confi-
dence in the honesty, goodness, skill or safety of
a person, organization or thing (Cambridge Ad-
vanced Learners Dictionary). Herein we adopt an
approach centered on the skill dimension: trust
as a confidence in the competence, utility or sat-
isfaction expected from other agent concerning a
particular context. More specifically, we approach
trust as a belief that estimates the quality of
service (QoS) expected from a particular agent,
based on both direct experience using that ser-
vice, and information obtained from other agents.

We think that a combination of the numerical and
the cognitive approaches discussed in the previ-
ous section is more appropriate to reproduce the
reasoning mechanisms behind human decision-
making. So we have conceived a trust and reputa-
tion framework that combines both views, since it
assumes a cognitive stance, but uses a numerical
representation.

Our global model of trust is based on a seaming-
less combination of elementary trust beliefs based
on different sources of information. This mod-
el is called DEAR, that stands for Direct Ex-
perience, Advertisements and Recommendations
based trust, which are the three sources of infor-
mation we use to build trust.

3.1. Components of trust

Typically, a trust model considers two main
sources of information: direct experience, which
results in what is usually referred to as di-
rect trust or interaction trust; and indirect ex-
perience, which is often referred to as witness-
information, “word of mouth” or reputation. In
our model we keep this distinction between di-
rect and indirect experience but introduce a fur-
ther distinction between the information provid-
ed by third party agents about other agents,
what we call recommendations, and the informa-
tion provided by an agent about itself, what we
call advertisements. All in all, our trust mod-
el has three main components, namely: Direct
Trust (DT), Advertisements-based Trust (AT),
and Recommendations-based Trust (RT).

vice (QoS) expected from an agent based on the
past (direct) experience with that agent.

Advertisements-based Trust (AT'): assesses
the QoS expected from an agent based on the ad-
vertisements received from that agent, and the
discrepancy between experience and advertise-
ments observed in the past.

Recommendations-based Trust (RT): as-
sesses the QoS expected from an agent based on
the recommendations received from others about
that agent, and the discrepancy between experi-
ence and recommendations observed in the past.

Some formal definitions follow:

Direct Trust(DTjET): assesses the QoS provid-
ed by agent a; until time step 7" inclusive, based
on direct experience.

T t
DTjET _ thoT‘P(th)ijg
Zt:o w(tv T)

where pDT} : R — [0,1] is the partial DT ob-
tained for a; in time step ¢, and o(7,t) : N —
[0,1] is a forgetting function used to weight each
partial belief according to its age (number of time
steps since a belief was obtained, T-t). More com-
ments on the forgetting functions can be found in
Section 4.

Direct Trust Conﬁdence(DTCjET): assesses
the reliance of DT as an estimator of the QoS
provided by agent a;.

DTCF" =ITMP" ® (1 — v (pDT}))

where ITMPT € [0,1] is the intimacy for DT
[17], a growing function in [0,1] over the number
of pDT's used to compute DT, vg: € [0,1] is a
measure of the variability of pDT}, and ® is a
T-norm operator.

AT-Discrepancy AAT]-ET: measures the dis-
crepancy between the past advertisements made
by agent a; and the experiences obtained.

ST (t, T)(pDT! — pAT?)
T
Zt:o ‘P(ta T)
where pAT! : R — [0,1] is the Partial AT for

agent a;, and time step ¢, and ¢(¢,T) is a time
forgetting function.

AATFT =

Note that AAT" € [-1,1], since
DTt v ATt A(+T) [0 11 bv defnition Pogi-
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obtained from agent a; were better than adver-
tised, negative values have the opposite meaning,
and zero means that the experiences matched
perfectly with the advertisements.

Advertisements-based Trust(AT]TH): as-
sesses the QoS expected from agent a; in the next
time step (T + 1), based on the advertisements
from a;.

T+1 _
AT =
1 if PATT' + AATPT >1
0 if pATjTJrl +AATPT <0
pAT] T+ AATPT  if 0 <pAT]H 4+ AATTT <1

where pATjTJrl : R — [0,1] is the most re-
cent advertisement from a;, and AATjET (AT-
Discrepancy) is the discrepancy between adver-
tisements and experiences obtained in the past
(until time step T inclusive).

AT Conﬁdence(ATC’jT'H): assesses the degree
of reliance on the AT as an estimation of the QoS
to be obtained from agent a; in the next time
step.

ATCTH = ITM @ (1 — va(AATY))

where ITM JAT is the intimacy for AT, AAT; =
pDT} — pAT} is the partial discrepancy observed
between AT and DT in time step ¢, va: € [0,1] is
a measure of the variability of AAT, and ® is a
T-norm operator.

As we have done for DT and AT, we de-
fine both partial and historic Recommendations-
based Trust (RT). However, RT must handle the
fact that there are potentially many providers
of information (recommenders) about any other
agent. As a result, we have to distinguish between
the trust component due to the recommendations
provided by a single agent and the trust com-
ponent due to the recommendations provided by
several agents, what we call combined recommen-
dation.

Finally, we have defined a global measure of trust
that aggregates the components of trust into a
single, global belief that we call Global Trust.

Global ’I‘rust(GTjT'H): assesses the QoS expect-
ed from agent a; during the next time step, using
all the sources of information.

T+1 _
GT ! =
DTPTDTCPT + AT/ TP ATCT V! + cRT] T cRTCT T
DTC¥T + ATCTH!  cRTCT T

where DT2T is the DT for acent a.c ATLTTL ig

Recommendations-based Trust, and DTC]»ET,

ATC]T“, RT C'J-TJrl are the confidences associ-
ated to DT, AT and cRT respectively.

Global Trust Conﬁdence(GTC’f“): assesses
the reliance on the Global Trust GT; as an es-
timation of the QoS to be obtained in the next
time step.

GTC] ™' = DTCTT @ ATC] ' @ cRTC] ' (1)

where @ is a T-conorm operator.

Essentially, the components of trust introduced
above capture the skill dimension (QoS). To han-
dle uncertainty and ignorance we introduce a
measure of the reliability of a trust belief, what
we call confidence. Actually, this belief breaks
down into two components, namely: intimacy,
and predictability. Intimacy is a measure of
confidence based on the number of data (or in-
teractions) used to calculate a belief, while pre-
dictability is a measure of confidence based on
the dispersion or variability of the data. In our
model, all the components of trust have attached
a measure of confidence made up of intimacy and
predictability. In addition, we propose the use of
t-norms for combining intimacy and predictabil-
ity into a single confidence value, and t-conorms
for calculating the confidence coming from sever-
al sources of information (this is used to obtain
the confidence on GT). The mathematical defini-
tion of all these beliefs and their corresponding
confidence functions can be found in [10].

A key element of our model is how we handle dis-
crepancy between information and direct experi-
ences. In existing frameworks this discrepancy is
used as a source of dishonesty: if an agent i says
that service s has a quality of service ¢ and agent
j has experienced a quality of service r, then ¢—r
is assumed to represent a degree of dishonesty, a
source of distrust. Unlikely, we propose a trust
model which does not assume a concrete cogni-
tive model for other agents an agent may interact
with, but uses the discrepancy between the infor-
mation provided by other agents and its own ex-
perience in order to anticipate their actions: ¢ —r
is not used as a source of dishonesty and distrust,
instead, it is used to estimate the quality of ser-
vice to be obtained in the future. The result is
an anticipatory trust modelling framework that

allAavire aontrte +4 adanrt avariftlsr 4+~ ~harana 111 +ha
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4. Trust dynamics

In [10] we have described the components of our
trust model basically from an static viewpoint.
Although the dynamic dimension is partially em-
braced in the notions of forgetting function and
intimacy, the strongly dynamic nature of real
open systems advocates for a more complex mod-
el to deal with and react to changes in the envi-
ronment. Herein, we first review the dynamics in
our previous model, and then describe a dynamic
extension of the intimacy to deal with situations
involving scarce or expensive information.

Due to the dynamic nature of open environments,
it is common sense to assume that old beliefs,
based on old perceptions, are less reliable that
those beliefs based on recent perceptions. In con-
sequence, several trust models, including ours, use
a forgetting function to combine partial beliefs ob-
tained at different times by weighting each belief
according to its age. A concrete example of a for-
getting function follows:.

0 T—t>¢
(T — 1)) 0<T—t}

o(t,T) = {COS(

where ¢t and T are respectively a time in the past
and the current time, and ¢ is a parameter that
establishes the maximum age for an experience to
be relevant (to influence current beliefs).

o
2¢

Nevertheless, the use of a forgetting function to
weight each primitive component of a belief ac-
cording to its age is not enough to account for a
rapidly changing environment, actually, it is in-
tended to aggregate the elementary components
of a belief (single perceptions), given more impor-
tance to the more recent ones, but, what happens
when there is no new information? In our previ-
ous model of trust there is an implicit assumption:
that an agent has information and experience to
update its beliefs each time step. However, the
former assumption is quite simplistic and idealis-
tic as to be applicable to the real world; on the
contrary, in most real situations information is
scarce or expensive, especially valuable informa-
tion. Therefore, in general, we cannot assume that
an agent will obtain information and experience
continuously and exhaustively, instead we should
devise a model to handle scarce information.

We have stated that each trust belief has asso-

Aratod o ~canrnfBAdanca vraliia vt Fvirea et T T AT G

in [18, 8], encompasses dynamics in a very simplis-
tic way: the intimacy is an ever growing function
based on the number of data or interactions, until
a maximum value is reached, and then intimacy
becomes a constant. However, we claim that in
order to deal with dynamic environments, inti-
macy should also decrease when there is no new
information, to reflect the fact that an agent’s
knowledge becomes obsolete if it is not updated
periodically.

To give a formal definition of the intimacy we
need first to define a function that indicates
whether a new perception has been obtained
for a specific component of trust. Let ® be
any of the basic components of trust, i.e. & €
{DT, AT, RT}; let p® be the partial value of ®
for a single time step, i.e. p® € {pDT,pAT,pRT};
and let AV (p®,T) be a boolean function that
is true when p® is instantiated in time step T
Then, the intimacy for ® in time step T, denot-
ed by ITM®(T), is defined recursively as a func-
tion of the intimacy at the previous time step
ITM®(T — 1), and AV (p®,T)

re if T=0
ITM™(T) = { AUTM®(T — 1)) if AV (p®,T) = true
O(ITM®(T —1)) if AV (p®,T) = false

where T'® € [0,1] plays the role of a prejudice,
that is, a default value used to asses one’s beliefs
in the absence of other source of knowledge; A is
a growing function A : [0,1] — [0,1], and © is a
decreasing function © : [0,1] — [0, 1].

In our experiments we have tried different func-
tions to increment and decrement the intimacy,
both additive and multiplicative, and in particu-
lar, for the experiments described later in this pa-
per we have used functions of the following type:

A(X) =X+ (1—X)
OX) =06 X

where ¢ and § are coefficients in [0, 1] (in addition
we ensure that ITM® € [I'?,1]).

Figure 1 depicts the kind of functions we are us-
ing; the functions at the left of the figure are ex-
amples of intimacy increment functions with dif-
ferent ¢ values (ranging from 0.2 to 0.5) , while
the functions at the right are intimacy decrement
functions with different § values (ranging from 0.6

+~ N O Ac ravr crifarimatinn o Fatro racoscrad aach
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new information is received, the intimacy decreas-
es. In general, we think that the increment pace
for the intimacy should be considerably faster
than the decrement pace. The idea here is that
the occurrence of new information has a much
stronger impact on the intimacy than the absence
of information; which is suggested by the way hu-
man memory works. Anyway, we are not stating
here that some specific functions are better than
others to model the dynamics of the intimacy; in-
stead, we advocate experimenting with different
functions, as far as the dynamics of the intimacy
follow this growing/falling mechanism based on
the presence/absence of new information.

4.1. Motivational attitudes

While the former model represents a rational as-
sessment of other agents’ skills, in order to take
intelligent decisions about whom to interact with
and when, humans take into account also their
particular needs and other motivational attitudes.
Therefore, an agent decision-making may benefit
from a human-like characterization of these cog-
nitive dimensions.

Instead of adopting the binary-logic approach
that is usual in the agent community —that of
logic beliefs, desires and intentions—, we adopt a
continuous approach to representing motivational
attitudes, using variables in [0, 1]. In particular,
we propose a model comprising five basic atti-
tudes as the main forces driving the decision mak-
ing of an agent, namely: expected utility, necessity,
knowledge/ignorance, satisfaction, and curiosity

Necessity: assessment of the potential benefit
that an agent could obtain by requesting a
service from other agents; it is a measure of
the lacking of skill, that is to say, the degree
to which an agent is not utterly competent.

Knowledge/Ignorance: belief about the de-
gree of knowledge (or absence of it) an agent
has about a society of agents.

Satisfaction/Dissatisfaction: expresses the
degree to which an agent is happy with
the utility it expects to obtain from other
agents in relation to its estimated necessity.

Curiosity: represents the attitude of an agent

towards learning about other agents; it is
ALoT e o ot T T o T A T e ]

curiosity is directly proportional to the ig-
norance and the dissatisfaction.

These attitudinal beliefs are defined below, but
first we need to introduce another belief, the ex-
pected utility, which assesses the relative utility
an agent expects from another agent compared
with itself.

Expected utility (U;) is the difference between
the QoS an agent a; expects from another agent
a; and the QoS that a; expects from itself.

Uj = (GT; = myGT) - A,

where GT; is the Global Trust for agent a; ,
myGT denotes the self-assessment of an agent
about the QoS it is able to produce (myGT =
GT;), and A;j is the ratio of service requests ac-
cepted by a; (requests accepted/total requests).

The expected utility has attached a measure of
confidence (cU;) that is precisely the confidence
value attached to GTj, since the confidence on
myGT is assumed to be maximum (i.e. the null el-
ement for the conjunction: ¢cGT; ® cGT; = ¢GTj).

Necessity (V) is the difference between the max-
imum QoS potentially possible (a priori, without
knowledge of other agents) and the QoS that an
agent believes it is able to provide by itself.

N =1-myGT

Knowledge (K) is the proportion of intimacy an
agent has compared with the maximum it is able
to obtain.
St ITMET
N n—1

where ITMT is the intimacy of GT}, and n is
the maximum number of agents that an agent is
able or willing to know (with small agent societies
n could be the total number of agents, but with
many agents n must be limited). Complementar-
ily, ignorance can be defined as 1 — K

Satisfaction (S) is the complement of the differ-
ence between the lack of skill and the expected
utility to be obtained from others.

S=1—(N—-mazU) = (14 maxU — N)

where maxzU represents the maximum utility an
agent expects to obtain from others, and is de-
fined as the U; x cU; that verifies Vi # j |
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Intimacy increment functions
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Figura 1: Example of intimacy increment and decrement functions

Curiosity (C) is the conjunction of ignorance
and dissatisfaction.

C=01-81-K)=mazxU(K—-1)+N(1-K)

As stated above, the main purpose of these moti-
vational attitudes is to drive the exploratory be-
havior of an agent, for instance, an agent with a
high curiosity is highly motivated to know other
agents, and thus, it would spend more resources
performing epistemic actions.

Intuitively, an agent would have curiosity to know
other agents either because it is ignorant about
other agents, or because it is not satisfied with
the QoS provided by the agents it already knows.
An agent would not be curious when it thinks it
does not need the services being provided by oth-
er agents (e.g. because it is already competent),
or because it is quite satisfied with the service
quality it is currently obtaining or expecting to
obtain; in either case it is not worth spending re-
sources to know new agents.

The use of curiosity and the other motivational
attitudes may be used not only to drive the ex-
ploratory behavior of an agent, but also to decide
on pragmatic actions. For example, necessity or
satisfaction may be used to take decisions on the
amount of delegation to conduct. An example of
such an strategy is included in the empirical eval-
uation.

However, the use of curiosity is not the only ap-
proach to develop an exploratory behavior. The
next section describes the empirical results ob-
tained when comparing a curiosity-based strate-

gy against several alternative strategies to explore
FTa a1 AT factad aa £l

4.2. Mapping to the ART testbed

The ART testbed is a simulator of the art ap-
praisals domain whose goal is twofold: to serve
as a competition forum in which researchers can
compare their technologies against objective met-
rics, and as an experimental tool, with flexible
parameters, allowing researchers to perform cus-
tomizable, easily-repeatable experiments. In the
art appraisal domain, agents act as painting ap-
praisers with varying levels of expertise in dif-
ferent artistic eras (e.g. classical, impressionist,
postmodern). Clients request appraisals for paint-
ings from different eras. Appraisers can use both
their own opinions and opinions purchased from
other agents, so as to make more accurate ap-
praisals. Appraisers estimate the accuracy of the
opinions they send by the cost they choose to in-
vest in generating an opinion, but they may lie
about the estimated accuracy of their opinions.
Appraisers receive more clients, and thus more
profit, for producing more accurate appraisals.
Appraisers may also purchase reputation infor-
mation from other agents. The decisions about
which opinion providers and reputation providers
to trust strongly impact the accuracy of their fi-
nal appraisals. In competition mode, the winning
agent is selected as the appraiser with the high-
est bank account balance, which depends on the
ability of an agent to (1) estimate the value of its
paintings most accurately and (2) purchase more
valuable information.

We map our trust model to the ART Testbed do-
main as follows:

= Nivart Thyiiat 36 rmarntad +4 +ha atrara oo ot e
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about the real value of a painting

lo—¢|
€=
t

where o is the value of a painting according
to an agent’s opinion, and ¢ is the true value
of that painting. The absolute value of the
difference is used because we are measur-
ing the magnitude of the error, not the di-
rection. In addition, we invert the measure
of error and enclose it in [0,1] to become
a measure of trust: small errors implying a
high DT, while large errors imply a low DT
We are using the following function to cal-
culate the partial DT for a single time step
T (pDTT):

pDTT = 0

vBrs. Ol
where LB and UB are lower and upper
bounds based on reasonable values for opin-
ion errors. Values falling out of these limits
are rated either as the best case (when € <
LB) or as the worst case (when € > UB).
The lower bound is actually posed by the
simulation, and is 0.1, which is the mini-
mum standard deviation of the errors and
agent can have. There is no maximum stan-
dard deviation because the component &~

can be extremely big given that Cy (thia
price invested to generate an opinion) can
be arbitrarily small. However a reasonable
upper limit for C% can be established de-
pending on the expected domain of Cj in
the context of an specific combination of
simulation parameters; for instance, we can
assume than an agent will never spend more
money generating opinions than the fee f
paid by clients per appraisal. In particular,
in our experiments we have been using 0.1
or 0.2 as reasonable upper limits for 0%7
which implies UB = 1,1 or UB = 1,2 re-
spectively.

= Advertisements are mapped to
certainties. Certainties are values in [0,1]
provided by agents when their opinions are
requested. These values are supposed to
represent the accuracy of the opinions to
be provided by an agent in a given era. We
aggregate all the certainties provided by an
agent for an era during a single timestep
using the mean.

= Recommendations are  mapped to
reputations. There is a direct mapping
between a single reputation and what we
call partial RT (pRT), since a reputation
is a value in [0,1] that represents the as-
sessment on the opinions accuracy of other
agents for a specific era.

= The Global Trust x Global Trust Confi-
dence (GT x GTC') is mapped to the weight
an agent has to provide every timestep for
every agent including itself. This value rep-
resents the final trust assessment used to-
gether with the motivational attitudes to
decide from which agents to request opin-
ions and reputations every time step.

5. Competition results and
conclusions

In this paper we have presented a short descrip-
tion of the model that we have developed and
tested using the ART testbed. The underlying
mathematical models and more detailed discus-
sions of the benefits and drawbacks of our ap-
proach can be found in [10, 9], together with an
analysis of some experimental results.

Here we present the results obtained by our agent
in the Spanish competitions as additional evi-
dence of the advantages of our approach: a first
implementation of our model won the First Span-
ish ART Competition® (agent named Basic in
Figure 2b), and won the combined game con-
ducted during the Second Spanish Competition?,
which involved all the participants in any of the
two Spanish competitions (agent named Guzman
in Figure 2a). Note that our agent in the First
Competition didn’t use reputation information,
for it was not worth given that only a handful
of agents partook in any single game. This situa-
tion contrasts with the combined game conducted
during the Second Competition, which involved
more than 20 participants, and was won by an
implementation of the same agent model using
reputation (Guzman). This result may indicate
the convenience of using reputation information
in large agent societies, for in that case know-
ing every other agent through direct experience is
unfeasible or too expensive. However, we should
conduct more experiments in order to obtain sta-
tistically relevant information to support such a
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claim.

Thanks to the experiments discussed in [8] we
have proven that our model performs better than
other state-of-art models when facing dynamic
environments, which is not the case of the ART
testbed version used for the Spanish competi-
tions. However, the use of the attitudinal mod-
el has also proven very useful as a mechanism of
developing smart exploratory behaviors that turn
to result in a more efficient behavior (better ratio
between incomes and expenses). This is proba-
bly the main factor explaining our success in the
competitions.
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