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Abstract

We studied the characteristics of four commercially available RFID tags such as their orientation on an asset
and their position in a three dimensional real world environment to obtain comprehensive data to substantiate a
baseline for the use of RFID technology in a diverse supply chain management setting. Using RFID tags
manufactured by four different vendors and a GHz Transverse Electromagnetic (GTEM) cell, in which an
approximately constant electromagnetic (EM) field was maintained, we characterized the tags based on
horizontal and vertical orientation on a simulated asset. With these baseline characteristics determined, we
moved two of the four tags through a real world environment in three dimensions using an industrial robotic
system to determine the effect of asset position in relation to the reader on tag readability. Combining the data
collected over these two studies, we provide a rich analysis of the feasibility of asset tracking in a real world
supply chain, where there would likely be multiple tag types. We offer fine grained analyses of the tag types and
make recommendations for diverse supply chain asset tracking.

Key words: Supply Chain Management, Tag Orientation on Asset, Asset Position, Multiple Tag
Types
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1 Introduction

Total supply chain visibility is the key application of Radio Frequency ldentification (RFID) technology. This means
that as an asset or product travels through the supply chain, its attributes and sourcing information are associated
with it. Attributes can include handling information, checkpoints or waypoint documentation, and chain of custody
data as the asset moves between locations, processes, and exchanges hands. Ideally, the data would actually
precede the arrival of the asset and also flow backward. Information preceding arrival gives each handler a forward
view of the supply chain. Data that flows backward through the supply chain shows the lifecycle of the asset all the
way back to the original manufacturer or material suppler. When this ideal data flow occurs, we call this total supply
chain visibility. It is this visibility that benefits the entire supply chain from a command and control perspective. Real
time, autonomously gathered, RFID data enables this control through total asset visibility up and down the supply
chain.

However, although RFID technology has been proclaimed by many to be the next generation barcode, the critical
challenges involved with widespread implementation of this technology have tempered adoption. Financial, security,
and technical concerns have hindered wide use and acceptance of RFID technology in the supply chain
management arena, as well as business, military, and medical areas [8], [18], [19], [24], [29], [32]. For many
industries, the financial overhead associated with the technology has dramatically reduced adoption [6]. According to
current cost estimates, tags purchased in bulk (> 1 million units) can cost about 13 cents each [1], whereas the
current working alternative, barcodes, are virtually free. With improvements in manufacturing and further economies
of scale in the future, RFID will likely become a cost effective solution for supply chain asset tracking. On the security
and privacy front, the use of RFID has also been met with apprehension from consumers [13], [15]. Fortunately,
security has been the focus of much of the ongoing research within the RFID community and innovative solutions to
alleviate some of the security challenges have been proposed [9], [15], [12], [27].

Beyond these obstacles that can be overcome with more time and active research, the fundamental aspect of RFID
technology that can truly hinder adoption includes the substantive challenge of reading tags in a real world
environment. Simply put, state of the art RFID systems do not offer adequate asset tracking capabilities, at least
when compared to barcodes. Additional complications arise in scenarios when a reader would need to optimally read
multiple commercially available tag types operating in the same environment to ensure total asset visibility. It is these
fundamental technical obstacles that motivate this study because it is our position that these factors will ultimately
determine the success or failure of RFID technology with respect to its practical applicability in real world supply
chains.

2 Literature Review

The introduction of RFID into the supply chain arena yields many complexities [3], [5], [21], [28]. Of particular
importance is the need for industry standards, which is arguably a major factor that has severely limited broad
acceptance of this technology. For small and mid-size companies, it can be hard to settle on a particular tag type or
interrogator (reader, scanner), when one cannot be certain that the tags will be readable by other entities up or down
the supply chain. On the other hand, small companies have the advantage of being able to experiment with RFID
technology and fully implement a solution without the tremendous outlay of capital required of larger companies [22].
As will be shown below, the need for standardization goes beyond technology compatibility; it also includes
standardizing on reader and tag placement. Another setback has come from technology vendors that promise better
performance than their products achieve in real-world settings [4], [28].

The ultimate acceptance of RFID technology in supply chain management lies in reliably reading from and writing to
RFID tags. While the performance of commercially available RFID systems such as tags, readers, and antennas
have been meticulously calibrated in controlled settings of a sterile research lab, there are a host of additional issues
that arise when tags and readers are deployed in real world settings. These include reader collisions when signals
mutually collide [10], signal attenuation issues when tags are far away from a reader, and other environmental
factors such as the presence of metallic components, cell phones, computer equipment, water sources, and people.
Furthermore, even more germane to supply chains are other issues such as the location of the reader in space, the
relative position of the RFID tags from the reader in three dimensional real world environments, and the orientation of
the tags on assets [7], [11], [14], [23], [33], [35]. It is primarily these performance challenges that need to be
overcome to enable adoption, not the financial or security concerns. As a result, the field is ripe for additional
research documenting the nature of these problems coupled with innovative solutions to alleviate the major
performance issues associated with writing to and querying RFID tags [12], [17], [20], [26], [31], [34].

At this time, the literature on highly detailed performance evaluations of RFID technology is sparse and scattered
among a few studies with varied methods. The lack of available data on the real world performance of RFID systems
has led several organizations within the supply chain management community to adopt a slap-and-ship approach to
deploying tags on assets, as opposed to more informed tag deployment strategies that are sensitive to tag
performance in the real world.
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Therefore, we set out to provide an unbiased evaluation of real world factors that affect readability of RFID tags.
Furthermore, we wished to examine multiple tag types, document their characteristics in an effort to envision a
diverse supply chain where multiple tags types would converge and need to be visible to all reader types. It is under
these “real world” scenarios that we provide analyses to inform future work and adoption.

3 Research Objectives and Approach

Our research agenda involved an assessment of the effects of signal frequency and signal strength on tag readability.
By investigating the optimal set of frequencies for a variety of commercially available RFID tags, querying algorithms
could be improved such that readers could be tuned to pick up many tag types in the same environment — a benefit
to diverse multi-source, multi-destination supply chains. Signal strength was investigated by attenuating the signal
(i.e. no attenuation, strongest signal) in order to learn valuable information on how distance between the tag and the
reader will impact its reading error rate. Again this characteristic varies by tag vendor.

Beyond these primary influences, a critical issue for RFID in supply chain settings relates to the tag’s placement on
an asset and the asset’s relationship to the reader. By manipulating orientation of the tags by rotating the tags along
horizontal and vertical axes, we can better understand how to reduce reading error rates in the supply chain. While
ideally, tags should be orientation-invariant, i.e. readable at all orientations, the reality is that knowing the preferable
orientations of tags on assets can enhance performance. Understanding the performance of RFID tags under
varying orientations is critical for real world applications because it is impossible to pre-specify the orientation of a
tag with 100% certainty particularly within a multiple-entity supply chain.

Consequently, we conducted a study (Study 1) where we characterized four RFID tags manufactured by three
different vendors with respect to their horizontal and vertical orientation on a simulated asset. The distance between
the asset and the reader was also investigated by attenuating the signal sent by the RFID scanner to query the tags.
In order to establish suitable performance baselines for a variety of tags, we must look at their behavior in
environments free of external electromagnetic (EM) interference. For example, in order to systematically understand
the relationship between read error rates and tag orientation along a vertical axis, it is imperative that all other
variables be held constant. Therefore, all tags in Study 1 were characterized in a GHz Transverse Electromagnetic
(GTEM) cell, in which an approximately constant EM field was maintained.

Beyond tag orientation on an asset, other environmental factors such as the presence of metallic components, cell
phones, computer equipment, water sources, and people, impact performance of RFID in the real world. While the
GTEM cell provided us with an ideal scenario required for Study 1, such an environment can never truly exist in the
supply chain. Therefore, we conducted a second study on tag readability where we moved two of the four tags
through a real world environment in three dimensions using an industrial robotic system to determine the effect of
asset position in relation to the reader. By assessing tag readability in such an environment and varying such factors
as the tags’ position in a three dimensional space and the frequency of the signal utilized by the reader to interrogate
the tags, we can determine how tags deviate from the ideal and how differing tag types could potentially be
interrogated in the same space with low error rates. With this knowledge in hand, we can make recommendations on
supply chain adoption.

In this paper, we describe these studies that manipulated all these factors to provide a realistic view of RFID in real
world supply chains. From the characteristics of RFID tags, to their orientation on an asset, to their position in three
dimensional real world environments, we provide comprehensive information to inform future RFID technology
development and adoption. We conclude by making recommendations for diverse supply chain asset tracking.

4 Study 1: RFID Tag Characterization in a GTEM Cell

4.1 Motivation

The motivation behind this study was to obtain a characterization of a variety of RFID tags within the closed
environment of an RF chamber. In particular we were interested in exploring the effect that the orientation of the tags
has on the associated read error rates. The orientation of the tags was manipulated by individually rotating the tags
along a horizontal and a vertical axis. Understanding the performance of RFID tags under varying orientations is
critical for real world applications because it is impossible to pre-specify the orientation of a tag. In essence, tags
should be orientation-invariant (i.e. readable at all orientations).

We also investigated the impact of the signal strength on tag readability. This was accomplished by varying the
degree of attenuation of the signal (i.e. no attenuation, strongest signal). The motivation behind varying the
attenuation of the signal was to simulate distance between the tag and the reader.
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4.2 Experimental Setup

4.2.1 Apparatus

We carried out the study in an RF-chamber (GHz Transverse Electromagnetic or GTEM cell), which is a radiated
immunity and emission test facility that reduces the impact of the ambient electromagnetic environment. The GTEM
cell was equipped with an octagonal turntable upon which the equipment under test (RFID tags in this case) can be
securely mounted (see Figure 1A). The table top could be automatically rotated by use of an external controller with
respect to an azimuthal (horizontal rotation, see Figure 1B) and an inclined orthogonal (45°) as shown in Figure 1.
Since the turntable did not possess the capability of rotating vertically we designed and manufactured a vertically
rotatable mount that could be manually positioned to a predefined angle (see Figure 1C). The mount was designed
such that a Styrofoam block that hosted a tag could be affixed to it and the entire block could be manually rotated in
5 degree increments. The materials used to construct the mount were Plexiglas and the various components were
fused together with nylon bolts, hex nuts, and washers in order to minimize sources of metallic interference. In all
experimental conditions, the tags were mounted on Styrofoam blocks and placed at the center of the turntable.

A. Tag in GTEM Cell B. Horizontal Rotation C. Vertical Rotation

GTEM Antenna

Styrofoam
Block

All measurements in cms

Figure 1: Experimental Setup

An Alien™ 9780 RFID scanner [2] was used as the signal source in the RF chamber. The scanner sweeps
frequencies over a 902 -928 MHz range in the ISM band. However, since one of the goals of this project was to
investigate the frequency characteristics of the various tags (not elaborated in this article), the scanner was modified
so that instead of automatically sweeping through all frequencies, a target frequency for transmission and reception
of the signal could be set. Therefore, in the subsequent analyses we test tag reliability by incrementally setting the
frequency over the 902 — 927 MHz range.

The scanner is equipped with an internal attenuator that can cause a 0 dBm to 16 dBm attenuation of its output
signal. The scanner is also equipped with an external ALR-9610-BC antenna. However, in the subsequent analyses
the antenna of the GTEM cell was used for wireless communication with the tags bypassing the ALR-9610-BC.

Four EPC UFH Class 1 tags were used for the experiments. Three of the tags were commercially available RFID
tags manufactured by Avery Dennison® (AD-610 and AD-410) and Alien Technology® (AL-9338-02). The fourth was
a prototype tag developed by an unspecified vendor. Throughout this report these tags will be designated as Tag-A
for the unspecified tag, Tag-B for the AD-610, Tag-C for the AL-9338-02, and Tag-D for the AD-410 tag.

A Dell™ PC was used as a host computer that was connected to the turntable controller and a spectrum analyzer
with a National Instruments™ USB-GPIB adapter. It was also connected to the RFID scanner through an Ethernet
connection. The host computer also connected to the modified scanner in order to control the frequency via a parallel
port. The scanner was controlled by the Alien Gateway™ software version 3.3 installed on the host computer. An
Application Programming Interface (API) written in the Java™ programming language was used for automated
communication with the scanner.

4.2.2 Procedure

In the GTEM we measured the error rates obtained in an attempt to read the tags in the EM chamber. In particular
this study involved an assessment of the effect of manipulating four independent variables on tag read errors (the
dependent variable). The four independent variables used in this study consisted of the horizontal and vertical
orientations of the tag in the chamber, the strength of the source signal, and the frequency of the source signal.
Horizontal and vertical orientations were manipulated across a 0° to 330° range (full circle) with 30° increments. For
the vertical rotations a preliminary analysis resulted in expanding the scope to include the following angles: 40, 50,
130, 140, 220, 230, 310, and 320. The output signal from the scanner was attenuated from 0 — 9 dBm with 0.5 dBm
increments. Preliminary analyses confirmed that none of the tags could be read when the signal was attenuated
beyond 9 dBm. The frequency of the signal was modulated across the 903 — 927 MHz range with 1 MHz increments.
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The RFID tag under test was mounted on a Styrofoam block and placed on the center of the turntable. The rotations
across the horizontal and vertical axes were independent of each other. Specifically, when the tag was being
horizontally rotated, its vertical angle was set to 0° and vice versa. For each orientation of the tag on the turntable, for
each attenuation setting, and for each frequency, 20 read attempts were performed.

4.3 Results

The four tag types were characterized on the basis of performance when rotated horizontally (horizontal directivity)
and vertically (vertical directivity). We also evaluated performance when the signal was attenuated (sensitivity). The
analyses proceeded by first computing an error rate for each read attempt for each tag. The error rate was computed
as the ratio of the number of failures to the number of read attempts (N = 20). Therefore, the error rate ranges from 0
(perfect read) to 1 (complete failure).

Recall that for each orientation of the tag in the chamber, the modified scanner was used to incrementally set the
frequency of the output signal across the 903-927 MHz range. Additionally, for each frequency setting the output
signal was attenuated across a 0 — 9 dBm range with increments of 0.5 dBm. For each frequency, tag performance
was calculated on the basis of the amount of attenuation required to obtain an error rate of approximately 0.5. Higher
attenuation rates imply good readability whereas lower attenuation rates are indicative of poor readability. This
procedure formed the basis for computing the directivity and frequency characteristics of the RFID tags.

4.3.1 Horizontal Directivity

Figure 2A presents assessments of the horizontal directivity. It should also be noted that the data collection
procedure was replicated for 3 individual tags from each of the four tag types (Tag-A, Tag-B, Tag-C, and Tag-D)
yielding 12 runs in all. The results presented for each tag type have been averaged over the 3 individual tags. In
Figure 2A we also average across the 903-927 MHz frequency set.

A.Horizontal Rotation B. Vertical Rotation

I Tag A [l TagB [l TagC [l TagD

Figure 2: Average horizontal and vertical directivity. Circular axes represent the orientation. Y axis is the attenuation
required (in dBm) to obtain an error rate of 0.5 averaged across the 902-903 MHz frequency range

A number of general conclusions can be drawn on the basis of the mean horizontal directivity (Figure 2A). In
particular performance of the four tags can be ordered as Tag-B, Tag-A, Tag-D, and Tag-C. Additionally, although
performance of each tag type varies, a consistent trend in horizontal directivity emerges. Specifically, the best
performance was obtained for the 0° and 180° orientations in which it takes about a 5 dBm attenuation to cause a 0.5
reduction in performance (for Tags A and B). The horizontal directivity was lower but remained consistent across the
30° -120° and 240° -330° ranges. The four tag types appear to have a 120° blind spot between the 120° -240° range
where they did not respond at all.

4.3.2 Vertical Directivity

Figure 2B depicts the mean vertical directivity. The results indicate a change in tag performance when compared to

the horizontal directivity in that Tag-C outperforms Tag-D. Additionally, although Tag-A typically outperforms Tag-B,

we observe Tag-B exhibiting a superior performance when rotated to the angles of 50°, 130°, 230°, and 320°. Similar
5
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to the results for the horizontal directivity a consistent pattern in terms of vertical directivity across all four tag types is
observed. In particular, performance is the best for the 0° and 180° orientations and moderate for the 30°, 150°, 210°,
and 330° orientations. Performance then sharply drops across the 30°-50°, 130°-150°, 210°-230°, and 310°-330°
ranges. Finally, when the tags are extensively rotated (50°-130° and 230°-310°) performance drops to 0 as noted by
the fact that a non-attenuated signal produces no valid reads (an error rate of 1).

4.3.3 Sensitivity

The sensitivity for a tag provides an assessment of the error rate as a function of signal attenuation. Here we
assume that the attenuation approximates the distance between the tag and the signal source (the transmitting
antenna). Similar to the frequency characteristics described above the sensitivity analysis involved assessing the
error rates associated with 5 individual tags of each type without rotating the turntable (0 ° horizontal and 0 ° vertical).
On the basis of the sensitivity of each tag depicted in Figure 3 (which has been averaged across the 5 individual
tags) we conclude that the sensitivity of Tag-A and Tag-B are on par and quantitatively higher than that of Tags C
and D which are highly similar with each other. The results indicate that all tags break down and yield error rates of 1
when the level of attenuation exceeds 8 or 9 dBm. There also appears to be a linear relationship between the
attenuation of the signal and the error rate of the tags. When averaged across the four tag types, a linear regression
analysis yielded an excellent fit to the data with R? = .94.

‘I -

08 r

o
o

Error Rate

o
~

o
)

oo Hl TagA [l TagB [l TagC [l TagD
o 1 2 3 4 5 6 7 8 9 10 11 12
Attenuation (dbm)

Figure 3: Sensitivity — Error rates as a function of signal attenuation

In general the results indicated that there are informed differences in the performance of the tags. In a multi-tag
supply chain setting, we can see that error rates as a function of distance is an important factor when placing readers
or working with suppliers and customers to determine the best tags for assets that flow through the supply chain
through multiple organizations. As also demonstrated by the data, tag orientation on the asset is just as important a
factor to specify in the supply chain for interrogation by a RFID reader. If a supplier sets a tag optimally for
interrogation by his own readers and the acquiring vendor is not aware of this and changes reader orientation by 90
degrees the acquiring vendor effectively alters the signal and can increase the error rate by up to 100%.

5 Study 2: RFID Tag Characterization in a Simulated Supply Chain

5.1 Motivation

The study described above characterized the performance of RFID tags under varying orientations on a simulated
asset (Styrofoam block) in a closed environment, the GTEM cell. The next step to evaluating the feasibility of RFID
technology in a supply chain setting is to investigate the impact of asset position on tag readability. Therefore,
assuming that a tag is placed on an asset, we are interested in investigating the impact of the position between the
asset and the tag reader on tag readability (i.e. error rates associated with reading tags).

In this study we migrated from the GTEM cell to a test room. This was because the GTEM cell is too detached from
real world environments since it provides an environment that is approximately free of extraneous interference.
However, in order to eliminate any sources of internal interference all the furniture in the test room was removed.
The rationale for removing all furniture from the test room was to establish a baseline for tag readability across a
given frequency range using a fixed signal source. Once this baseline has been established it can be applied to a
larger set of studies to determine the effect extraneous sources of noise might have on the readability of RFID tags.
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5.2 Experimental Set-up

5.2.1 Apparatus

The apparatus utilized in this study involved the test environment (i.e. an empty room), an automated measuring
system designed as an industrial robot (i.e. the RAMS system), the modified Alien™ 9780 tag reader, two types of
RFID tags namely Tag A and Tag C, and a host computer. We proceed by briefly describing the test environment
and the RAMS system. Please see section 4.2.1 for descriptions of the other apparatus.

Tests were conducted in a research lab without any furniture. Although the lab was empty for this study it is located
in an active research facility with several external sources of potential interference. These include computer
equipment from neighboring research labs, a server room, and other random sources of noise that is caused by
people walking by and talking on cell phones. The door to the test room was closed during all experimentation, in
order to minimize the effects of external human and electrical interference during the experiments. Additionally, there
were potential sources of interference within the test room such as electrical conduit, Ethernet, light fixtures,
automated temperature management, sprinkler systems, and residual interference from the RAMS system
(described below).

Please see Figure 4A for a depiction of the room and axial layout. The X-axis is the length, Y-axis the width, and the
Z-axis the height. The dimensions of the room and the scanning space utilized are also presented in Figure 4B. The
Alien™ 9780 scanner, host computer, and all control hardware for the RAMS system were housed in a separate
room adjacent to the lab with projecting connections transferred through the ceiling.

(A) ROOM AND AXIAL LAYOUT (B) ROOM DIMENSIONS
Y-AXIS: 105.36
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Figure 4: Dimensions and layout of test room.
Each grid is 8 x 8 sq. Inches

The Rail Automated Measurement System (RAMS) was a robotic measuring system constructed of a low ferrous
aluminum frame material. The design of the system involved the use of two thirteen foot long sections of railing
material mounted close to the ceiling, parallel with each other on opposite walls that extend the length of the test
room. These were the side sections. Two sections of rail material, approximately ten feet long, were attached
perpendicular to the side rails constituting the center rail section. Finally, a single section of fiberglass composite
railing was used as a vertical arm, and was attached to the center rail section via a double-sided wheel assembly.
This design allows for the vertical arm to move smoothly along the center section. To move the different sections
(center and vertical only) plastic gears and chains were used in a geared down assembly, to allow for slow and
steady movement to prevent excess rocking of the vertical section. Two 6.3V/1.5Amp DC stepper motors, with a
14300 gm-cm torque, were used to facilitate the moving of the RAMS.

5.2.2 Procedure

This study involved the measurement of a single dependent variable, error-rate under variations of three
independent variables, the x, y, and z, co-ordinates of the position of the simulated asset in the room. The
characterization of the test room involved conducting scans along the XY-plane for each unit of the Z-axis (7 units
spanning 56 inches). Each XY-plane scan comprised of 150 individual points (15 units on the X-axis spanning 120
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inches and 10 units on the Y-axis spanning 80 inches). Overall, 1050 readings were conducted in the test room
covering a space of 311.11 cubic feet.

Six RFID tags (3 Tag-A and 3 Tag-C) were tested in this study. Data collection proceeded by first affixing the tag
being tested on a Styrofoam block that simulated an asset. The block was then mounted on the measurement arm of
the RAMS system. The system was then programmed to automatically move to each area in the grid (see Figure 4A)
in a predefined pattern. At each target position in the room the frequency of the signal broadcasted from the scanner
was incrementally varied (by 1 MHz) across a 903 MHz to 927 MHz range. For each frequency at each position 20
read attempts were made. The error rate in reading the tag (ranging from O to 1) was calculated as the ratio of the
number of failures to the number of read attempts. The motors of the RAMS system were shut off before tag reading
was initiated.

5.3 Results

5.3.1 Mean Error-Rate for Tag Position

Figure 5 presents the mean error rates across the X, Y, and Z axes. For each sub-plot, in which one of the three
independent variables was varied, the mean error rates reported are averaged across the remaining 2 independent
variables. We also averaged the error rates for each of the 3 tags of each type.

Figure 5A reveals that performance of both tags is poor when placed directly in front of the broadcasting antenna (X
=1, i.e. < 8"), but improves as the tag moves towards the middle of the room (X = 2-6, i.e. 16-48"). Performance
steadily drops as the tag moves further away from the antenna (X = 7-10, i.e. 56-80"). The error rates reach an
unacceptable level as the tag hovers around the back wall (X = 11-14, i.e. 88-112") where the error rate is in the
0.75-0.85 range. Furthermore, as the tag moves away from the antenna, performance of Tag-A worsens until it is on
par with Tag-C.

The results across the Y-axis (Figure 5B) reveal that the error rate is high at the extreme left and right of the antenna
(Y = 1-3, Y=7-10 respectively, i.e. 24" > Y > 56”). Performance improves as the position of the tags enters the range
of the antenna’s field (Y = 4-6, i.e. 32" < Y < 48"). However, there is a small performance drop (approximately 0.05
units) when the tags are placed directly in front of the antenna (Y =5, i.e. 40"). From the error rates obtained we can
conclude that Tag A significantly outperformed Tag C. Note that the error rate for Tag-A at Y = 7 (further to the right)
is on par with that reported for Tag-C when positioned more in line with the antenna (Y = 6).

When evaluated across the Z-axis (Figure 5C) the results indicate that the error rates for both tag types are higher at
the top (Z = 2, i.e. <16") and bottom of the room (Z = 7-8, i.e. >56") with performance at the bottom of the room being
worse than that at the top. The error-rates steadily decrease as the tags approach the centre of the room (Z = 3-6, i.e.
24-48") which is in line with the antenna.

In general tag performance is within the expected trends. In each case, performance of both tags is optimal when the
tags are positioned towards the front of the antenna with some minimal (>12") distance between them. Performance
is gradually degraded as the tags are positioned towards the extreme ends of each axis — i.e. back of X-axis towards
the end of the room, left and right of Y axis, and top and bottom of the Z-axis. We also replicated the findings
reported in Experiment 1 where, irrespective of position, Tag-A outperformed Tag-C.

- A. Error Rate vs. X Axis o B. Error Rate vs. Y Axis C. Error Rate vs. Z Axis
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Figure 5: Error rate as a function of position of asset in the test room

5.3.2 Center Plane Error Rates across Frequency Range

Since we varied the frequency of the signal from the RFID scanner across the 903 MHz — 927 MHz range for each
tag, at each position in the room we have 25 error rate measurements, one for each frequency. However, in a given
read cycle, the tag only has to respond to a query on any one of the frequency levels to be successfully read. The
results presented in Figure 5 were averaged across the 25 frequency range and are therefore quite conservative. A
more useful method to calibrate the performance of the RFID tags would be to consider the difference between the
maximum and minimum error rate across the 25 frequencies. Figures 6A and 6B presents this difference in error
rates for Tag-A and Tag-C obtained by scanning the centre (Z=5) plane. Note that while the results presented in
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Figure 6 might seem to be inconsistent with the mean error rates presented in Figure 5, the discrepancy is due to the
fact that only the center plane is considered here.

A. Tag -A .
10 g ) B. Tag-C

Figure 6: Difference between maximum and minimum error rates across
903 — 927 MHz frequency bandwidth for the center plane

On the basis of these plots one can divide the test room (along the X-axis) into three zones as specified below.

e Zone I: Front of Antenna. The best performance with respect to readability of the tags can be achieved in
this zone. This is because in this area the range of the broadcasted signal is at the maximum.

e Zone II: Mid Room. RFID tags are readable at this area of the room. However, error rates are higher when
compared to those obtained in Zone 1. In particular a certain degree of dispersion in reading tags can be
noted.

e Zone lll: Back Wall. Readability in this zone is less than in Zone 1 but better than Zone 2. This is particularly
due to “hot spots” being created due to the presence of the back wall of the room.

5.4 Discussion Study 2

As seen by the results presented above even in a simplistic real world environment (without any furniture) the error
rates of RFID tags can be quite high. The zonal approach proposed above to manage those errors can be employed
in the supply chain setting to optimize interrogating RFID tags. Note also that while the zonal approach proposed
here generalizes across tags, there are significant individual differences between tag types. In particular Tag A
outperforming Tag C for the latter part of the room (Zone Ill). Again this needs to be factored in to decision making
on implementing RFID in the real world supply chain.

6 General Discussion

The increased and somewhat hasty integration of RFID technology into the supply chain has highlighted a host of
technical, logistic, and usability issues. While several have been quick to create RFID enabled products, a
systematic investigation into the performance and usability issues that occur in the supply chain is lacking. While the
research reported in this paper did not explicitly tackle these issues, it signifies a preliminary step into gauging the
reliability and overall feasibility of incorporating RFID technology in supply chain environments. By evaluating the
reliability in reading RFID tags in two controlled environments a suitable baseline consisting of an upper bound for
performance has been established.

With regard to tag characteristics, Study 1 showed that orientation alone can alter the readability of tags. This has
implications with regard to how RFID tags are placed on assets that are being tracked. Furthermore, we exposed
differences in tag performance with regard to their sensitivity by simulating increasing distances to the reader.
Coupling these tag characteristics together, we show that even 30 degrees in orientation and relatively short
distances can alter whether a tag can in fact be read by a reader and that furthermore tags differ in their ability to be
read based upon these fundamental factors. For total supply chain visibility in a system with multiple members (i.e.
multi-vendor, multi-supplier, multi-customer, multi-client, etc.) standardizing reader and tag orientation can mitigate
challenges faced with regard to tag characteristics. However implementing such standards in diverse multi-member
supply chains is likely to be an intricately complicated coordination and verification challenge. While standardizing on
a tag orientation and reader orientation may seem challenging, even more challenging for multi-member supply
chains would be standardizing on a specific tag vendor. As shown in this work specifying tag and reader and
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orientation is no guarantee that the distance to the reader is optimal for each tag type or that orientation specified is
suitable for all tag types. As demonstrated by our study of 4 tag types, there are significant differences in the
performance of the tags with regard to orientation and sensitivity (i.e. ability to be read at varying distances). In a
multi-tag supply chain setting, we showed error rates varying quite a bit across these vary factors.

Looking at the environment, our second study took the tag results to a real world setting where reasonable controlled
and plausible interference could occur. This study further shows the complications that can arise in implementing
RFID beyond tag differences. Within the limited scope of our real world environment and the two tags tested, error
rates were quite high under certain conditions and as would be expected differ between the two tags types tested.
While a generalization can be made by zoning the interrogation space of the reader (see above), this still does not
adequately describe the differences seen between the tags.

7 Conclusion and Future Work

We have shown empirical testing of tags and environments in supply chains; we feel it is worth noting that other
obstacles in implementation that we did not test can occur. Some of the issues that might reduce the generalizability
of the results are that only a handful of different RFID tags were used and did not include current “Gen 2" tags.
Another issue of potential concern lies in the fact that only one type of RFID scanner was used and its antenna was
only placed at a single location in the test room (for Study 2).

A number of extensions can be made to the study to increase its external validity. These include evaluating different
types of tags such as tags from the Avery-Dennison (AD) series. Additional experiments that vary the position of the
antenna in the room could also be useful. Another useful set of experiments would involve using different types of
RFID scanners.

In addition to these variations, the next step towards this research would be to systematically replicate the data
collection procedure but with additional assets in the room. By comparing the tag error rates reported here with those
collected with a variety of assets in the room, we can make assessments as to the effect the assets have on the tag
error rates. Another avenue of research that is being pursued is the impact of different packaging materials on tag
readability. By affixing tags on a variety of materials including cardboard, wood, glass, Plexiglas, and metal, we
intend to calibrate the effects of the surface material of an asset on tag readability.

It is our view that the fundamental technical obstacles that are currently challenging total asset visibility will likely
prevent widespread adoption in the near term. Two major conclusions can be drawn from our studies involving the
systematic testing of commercially available RFID tags. First, the generally poor performance of RFID technology in
highly controlled environments (a GTEM cell in Study 1 and an empty room in Study 2), questions the applicability of
this technology in real world supply chains that are undoubtedly susceptible to several additional sources of
interference. Second, the fact that orientation of a tag on an asset has such an enormous impact on readability,
raises several logistic issues related to the placement of tags on an asset and the orientation of the asset while it
travels down the supply chain. Could it be the case that the best solution is to place multiple tags, with the same
information, on the asset? Should multiple antennas that ostensibly cover every square inch of space be deployed all
along the supply chain? Are these options financially feasible and do they mark significant technological
improvements that extends above and beyond the placement of barcode readers at every step of the supply chain?

While answers to these questions are beyond the scope of this paper, it is our hope that the results we have
discussed here coupled with findings from our future studies will inform RFID adoption in supply chains. It is with
time, scientific rigor, and engineering innovation that that many of the current RFID challenges will be overcome.
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